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Table 6-4　Status of the U.S. Cooperation with the EU
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6.2.2　The United Kingdom (UK)

Based on the “special relationship” between the US and the UK, these two countries have been building 

an increasingly broad partnership in the area of emerging technologies (see Table 6-5). In the Atlantic 

Declaration for a Twenty-First Century U.S.-U.K. Economic Partnership announced in June 2023, among 

the five priority action plans, the first was “Ensuring leadership in CET.” The priority areas identified 

under CET were semiconductors, QIS, AI, next-generation telecommunications, and synthetic biology. At 

the same time, the declaration emphasized the need to enhance cooperation in related fields, such as data 

sharing, biosafety, and privacy-enhancing technologies (PETs).

One defining feature of the U.S.-U.K. relationship has been active collaboration among the public, private, 

and academic sectors in both countries, with strong interagency and national research institution-level 

links. A notable example of the past depth of the U.S.-U.K. special relationship is the joint letter from the U.S. 



138 

Research Report　　Emerging Technology Policies in the Leading Countries and International Cooperation in Asia and the Paci�c

JST Asia and Pacific Research Center　 　APRC-FY2024-RR-02-EN 

The White House.“Joint Statement on the Visit to the United Kingdom of the Honorable Joseph R. Biden, Jr., President of 
the United States of America at the Invitation of the Rt. Hon. Boris Johnson, M.P., the Prime Minister of the United Kingdom 
of Great Britain and Northern Ireland.” June 10, 2021. https://bidenwhitehouse.archives.gov/briefing-room/statements-
releases/2021/06/10/joint-statement-on-the-visit-to-theunited-kingdom-of-the-honorable-joseph-r-biden-jr-president-of-the-united-
states-of-america-at-the-invitation-of-the-rt-hon-borisjohnson-m-p-the-prime-min/.
The White House. “The United States and United Kingdom Issue Joint Statement to Enhance Cooperation on Quantum 
Information Science and Technology.” November 4, 2021. https://bidenwhitehouse.archives.gov/ostp/news-updates/2021/11/04/
the-united-states-and-united-kingdom-issue-jointstatement-to-enhance-cooperation-on-quantum-information-science-and-
technology/
The White House.“US and UK to Partner on Prize Challenges to Advance Privacy-Enhancing Technologies.” December 
8, 2021. https://bidenwhitehouse.archives.gov/ostp/news-updates/2021/12/08/us-and-uk-to-partner-on-a-prize-challenges-to-
advanceprivacy-enhancing-technologies/.
The White House.“U.S.-UK Joint Statement: New Comprehensive Dialogue on Technology and Data and Progress on 
Data Adequacy.” October 7, 2022. https://www.commerce.gov/news/press-releases/2022/10/us-uk-joint-statement-new-
comprehensive-dialogue-technologyand-data.

94

95

96

97

President’s Council of Advisors on Science and Technology (PCAST) and the U.K. Council for Science and 

Technology (CST), in which both bodies advised their respective heads of state to strengthen cooperation 

in AI and synthetic biology.

General U.S.-U.K. S&T cooperation has been based on the Agreement on Science and Technology 

Cooperation signed in September 2017. This agreement set forth principles for collaboration, emphasizing 

good-faith cooperation grounded in shared values, such as freedom of inquiry, merit-based competition, 

openness and transparency, accountability, and reciprocity. It also promoted the protection of intellectual 

property, creation of a safe and inclusive research environment, integrity and security of research, and 

reduction of administrative burdens.	

Table 6-5　Status of the U.S. Cooperation with the UK
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6.2.3　Other European Countries

The U.S. has established bilateral S&T cooperation agreements with various European countries, including 

Greece and the Czech Republic, building collaborative relationships tailored to each country’s national 

context and scientific and technological capabilities (see Table 6-6). The areas of cooperation include AI, 

quantum technologies, biotechnology, climate-related technologies, and health sciences. On the policy front, 

collaboration in pandemic response, research security, and research integrity has also become a key focus.

In the field of CETs, particular emphasis has been placed on QIS, with partnerships being discussed with 

Germany, France, Finland, Denmark, and Switzerland. In many of these cases, cooperation on quantum 
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S&T is being promoted through joint statements rather than formal bilateral agreements.

S&T agreements between the U.S. and advanced democratic nations often include a clause promoting 

"honest cooperation based on shared principles, such as openness, transparency, integrity, fairness, fair 

competition, objectivity, and democratic values." This serves as a fundamental guideline for international 

cooperation in S&T.

Table 6-6　Status of the U.S. Cooperation Europe Cooperation
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6.2.4　Middle Eastern Countries

The key U.S. partners in the Middle East in the field of CET, based on diplomatic and security ties as 

well as scientific and technological capabilities, are Israel and the UAE (see Table 6-7). Israel launched 

a Strategic High-Level Dialogue on Technology in 2022. The two countries have also begun discussions 

on cooperation across a wide range of fields, including AI, QIS, climate change mitigation, clean energy 

development, supply chains for vehicle battery materials, data sharing, and food security. The national 

security advisors of both governments have been leading the high-level dialogues. Working groups have 
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been established in each area, reflecting a deepening technology partnership underpinned by their close 

military alliance.

During a 2024 summit in September, former President Biden designated the UAE as a Major Defense 

Partner of the US,114 further reinforcing bilateral ties. Similar to Israel, the UAE’s cooperation with the US 

in technology has been coordinated by the two countries’ national security advisors, with plans underway 

to advance collaboration in areas such as space exploration, clean energy, and AI.

Table 6-7　Status of the U.S. Cooperation with Middle Eastern Countries
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6.2.5　The Americas

In the past, the US has maintained a close S&T cooperation relationship with Canada, supported by 

a tightly knit North American research community. In the field of CET, particularly AI and quantum 

technologies, collaboration has expanded across public, academic, and private sector partners in both 

countries, including government science agencies, research institutes, and universities. In Latin America, 

bilateral discussions on cooperation in areas such as semiconductors and AI have begun with certain 

countries, such as Uruguay and Costa Rica (see Table 6-8).

Table 6-8　Status of the U.S. Cooperation with Americas
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6.2.6　Japan

The US and Japan signed the U.S.-Japan Science and Technology Cooperation Agreement in 1988. 

Since then, the two countries have engaged in research collaboration in a wide range of fields, from basic 

to applied sciences. In the area of CET, in addition to the existing S&T cooperation framework, specific 

initiatives have been developed and implemented under two major diplomatic mechanisms: the U.S.-

Japan Competitiveness and Resilience (CoRe) Partnership at the leader level, and the Economic “2+2” 

Dialogue at the ministerial level (see Table 6-9). The areas of cooperation span nearly the entire spectrum 

of S&T, including AI, quantum technologies, clean energy, next-generation communication technologies, 

biotechnology, infectious diseases, and space. Recently, these two countries have expanded their 

collaboration in technologies critical to economic security, such as semiconductors and open radio access 

networks (Open RANs). Both countries are also considering the possibility of cooperating with other 

like-minded countries in the procurement and utilization of technologies. In doing so, like most Western 

countries, they will base their cooperation on a shared commitment to core scientific values and principles, 

including openness, transparency, integrity, fairness, fair competition, objectivity, and democratic values.

Table 6-9　Status of the U.S. Cooperation with Japan
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6.2.7　South Korea

Under the U.S.–Republic of Korea (ROK) Agreement on Science and Technology Cooperation, the US 

and South Korea have made significant progress in collaborative efforts across a range of fields, including 

next-generation semiconductors, nuclear fusion and atomic physics, biotechnology, AI, climate change, and 

polar and marine sciences. In addition to these areas, the two countries have also been working together 

on numerous policy issues, such as research security and integrity, researcher mobility, data sharing, and 

measurement standards (see Table 6-10). Similar to the U.S. cooperation with Japan and the EU, U.S.–

ROK collaboration places a high priority on R&D that is rooted in a shared commitment to fundamental 

scientific values and principles, including openness, transparency, honesty, fairness, equitable competition, 

objectivity, and democratic values.

In response to the growing importance of economic security, a bilateral Economic Security Dialogue, led 

by the national security offices of both countries, was launched during the 2022 summit. In 2023, the U.S.-
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ROK Next-Generation CET Dialogue was initiated, accelerating concrete cooperation in six strategic areas: 

(1) semiconductor supply chains and technologies, (2) biotechnology and biomanufacturing, (3) battery and 

clean energy technologies, (4) quantum S&T, (5) AI and standardization, and (6) digital connectivity and 

ICT.

Table 6-10　Status of the U.S. Cooperation with South Korea
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6.2.8　India

Reflecting India’s rising international status and growing geopolitical significance, recently the US 

has, advanced cooperation with India in CETs. Under the banner of a “Technology Partnership for the 

Future,” the two countries agreed at a May 2022 summit to launch the U.S.-India Initiative on Critical 

and Emerging Technology (iCET) (see Table 6-11), aimed at strengthening trilateral collaboration 

among government, industry, and academia. Under iCET, cooperation will support key areas, including 

semiconductors, AI, quantum technologies, next-generation telecommunications, biotechnology and 

biomanufacturing, clean energy, critical minerals, space, and defense.

For example, the Association of American Universities (AAU) and the Council of Indian Institutes of 

Technology (IIT Council) established a virtual academic network, the U.S.-India Global Challenges Institute, 

committing over $90 million over five years to promote research and personnel exchange in fields such as 

semiconductors, agriculture, clean energy, and health. In the semiconductor sector, General Atomics and 

3rdiTech initiated joint development projects in chip design and manufacturing, while the Semiconductor 

Industry Association (SIA) in the US and the India Electronics and Semiconductor Association (IESA) 

have formed an industry-led working group to strengthen their respective semiconductor ecosystems. In 

the fields of quantum technology and AI, a U.S.-India Quantum Coordination Mechanism was launched 

alongside a $2 million joint grant program to promote collaborative research and facilitate Indian 

researcher visits to U.S. scientific institutions. New areas of civil space technology cooperation are also 

emerging, such as support for Indian astronauts participating in joint missions to the International Space 

Station.

In the defense sector, which both countries prioritize, the U.S.-India Defense Acceleration Ecosystem 

(INDUS-X) was launched in June 2023 with the goal of revitalizing bilateral defense industry cooperation 

and fostering defense innovation. Through initiatives, such as a joint technology development fund and an 

educational program (INDUS-X Gurukul), INDUS-X is promoting collaboration among the US and Indian 

companies, incubators, accelerators, investors, and universities to support startups.137
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Table 6-11　Status of the U.S. Cooperation with India
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6.2.9　Australia

The U.S.-Australia Science and Technology Agreement signed in 2016 represents the foundation of 

the S&T cooperation between the US and Australia. Dialogue on advanced technologies, including CETs, 

began after the September 2019 summit between President Trump and Prime Minister Morrison. Similar 
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to U.S. cooperation with other advanced democratic nations, the focus areas included AI, QIS, climate 

change, and clean energy. However, reflecting Australia’s unique geography and resource supply-demand 

conditions, marine exploration and mapping, as well as the secure supply of critical minerals, were also 

key topics of discussion (see Table 6-12).

In the U.S.-Australia Joint Leaders’ Statement150 issued in October 2023 under the theme “Building an 

Innovation Alliance,” the two countries declared that “the US and Australia are inextricably linked by 

shared democratic values and by the three pillars of our alliance: defense, economic, and climate and clean 

energy cooperation.” The statement captures the close cooperative relationship between these countries, 

one that can be described as an alliance, even in CETs. The U.S. DOE and Australia’s Department of 

Climate Change, Energy, the Environment and Water (DCCEW) has held a ministerial-level U.S.-Australia 

Clean Energy Dialogue and launched a working group focused on R&D for battery technologies. The 

U.S. NSF has also been collaborating with Australia’s Commonwealth Scientific and Industrial Research 

Organisation (CSIRO) through the NSF Global Centers initiative to support joint research on climate 

change and clean energy, as well as partnerships in AI. Additionally, the U.S. Geological Survey (USGS) 

agency has been strengthening cooperation with Geoscience Australia and CSIRO to enhance production 

and processing capacities for critical minerals.

Table 6-12　Status of the U.S. Cooperation with Australia
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6.2.10　Other Asian Countries

U.S. diplomacy on emerging technologies in the Asia-Pacific region has been focused on building 

strategic relationships with allies and partners against the backdrop of intensifying geopolitical 

competition. In cooperating on CETs, the US has made notable efforts to strengthen ties with Thailand, 

Indonesia, Singapore, Taiwan, Vietnam, and the Philippines from the perspective of national and economic 

security (see Table 6-13).

In October 2023, the U.S. National Security Advisor and the Singapore Deputy Prime Minister launched 

the U.S.-Singapore CET Dialogue. The initiative emphasized strengthened cooperation across six areas: 

the promotion of AI development, the creation of a digital economy cooperation roadmap, collaboration on 

smart city development, and the expansion of public-private-academic exchange in the field of quantum 

technologies. The two countries also discussed economic security and technology protection measures 

aimed at managing national security risks.

The first U.S.-Taiwan Science and Technology Cooperation Dialogue was held in May 2023. The 

discussions explored collaboration on a range of topics, including semiconductor research and applications, 

biotechnology and biomanufacturing, cancer research, environmental modeling, and research integrity 

and security. In the semiconductor field, in which Taiwan has a competitive edge, the U.S. NSF and 

Taiwan’s NSTC launched a concrete initiative, jointly investing six million dollars in research support for 

semiconductor manufacturing.

In June 2024, the US elevated its relationship with Vietnam to a Comprehensive Strategic Partnership 

and signed the U.S.-Vietnam Science and Technology Agreement for Research. The two countries 

strengthened bilateral cooperation in areas such as AI, health and medical sciences, and environmental 

conservation, enhancing the resilience of the semiconductor supply chain and supporting the development 

of Vietnam’s workforce in advanced technology sectors.

Under the U.S.-Philippines Science and Technology Cooperation Agreement, the countries have been 

advancing collaboration in fields such as agriculture, energy, and the environment. Notably, at the April 

2024 trilateral summit among the U.S., Japan, and the Philippines, cooperation on CETs highlighted the 

growing need to strengthen coordinated response to economic coercion. The leaders agreed to enhance 
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collaboration in areas such as human resource development in the semiconductor sector, support for the 

adoption of clean-energy technologies, and strengthening critical mineral supply chains.155

Table 6-13　Status of the U.S. Cooperation with Asian Countries and Regions
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6.3  U.S. Diplomacy on Emerging Technologies (2): Cases of 
Multilateral Cooperation

Multilateral diplomacy lost momentum under the first Trump administration, but was renewed 

under the subsequent Biden administration, which emphasized strengthening cooperation with allies 

and partners. In the following multilateral frameworks, discussions have covered cooperation on CETs 

and specific collaborative initiatives: the QUAD, which involves the US, Japan, Australia, and India; the 

AUKUS security partnership, which includes the US, the UK, and Australia; and the U.S.-Japan-South 

Korea Economic Security Dialogue.

6.3.1　The QUAD

The U.S. government spearheaded the launch of the QUAD in March 2021 to support sustainable 

development, stability, and prosperity in the Indo-Pacific region. At its inception, the QUAD established 

three working groups: (1) a vaccine partnership, (2) a working group on climate, and (3) one focused on 

CETs. The four leaders affirmed that in a free, open, inclusive, and resilient Indo-Pacific region, CETs 

must be governed and operated in accordance with shared interests and values.

As of September 2024, the countries have held five QUAD summits (see Table 6-14). For CETs, they 

have launched various initiatives, including the Semiconductor Supply Chain Initiative, the QUAD 

Fellowship to support graduate students in science and engineering, the QUAD Principles on CET 

Standards, the QUAD Investors Network aimed at promoting joint investment in key technologies, 

and the launch of working groups in space and cybersecurity. These efforts have been advancing S&T 

cooperation among the four nations.
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Table 6-14　Status of Cooperation Under the QUAD
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6.3.2　AUKUS

Within AUKUS, the trilateral security partnership among the US, the UK, and Australia, the plan to 

deploy conventionally armed nuclear-powered submarines in Australia was designated as Pillar I. Pillar 

II is focused on strengthening cooperation in CET areas, including hypersonic missiles, AI, quantum 

technologies, and cybersecurity. Compared with Pillar I, the concretization of initiatives under Pillar II has 

progressed more slowly. Initially, areas such as electronic warfare (EW) and command and control (C2), 

where near-term interoperability among the three nations could be enhanced, were cited as promising 

areas of cooperation.174 However, as of March 2024, new developments emerged, including the launch of an 

international challenge prize to promote electromagnetic spectrum (EMS) technologies that contribute to 

strategic advantages (see Table 6-15).

The joint statement by the defense ministers of the three countries in April 2024,175 stated that 

“recognizing Japan’s strengths and its close bilateral defense partnerships with the three countries, we 

are considering cooperation with Japan on advanced capability projects under Pillar II of AUKUS.” This 

confirmed that Japan’s potential involvement in the technology areas of AUKUS Pillar II was under 

review. Subsequently, in September 2024, citing its deep technical expertise, the organization announced 

that Japan could cooperate in automated navigation systems for vessels and underwater vehicles, citing 

Japan’s technical expertise in this area. Analysts have noted that the organization likely chose automated 

navigation systems as an initial area of collaboration because they are “highly compatible with Pillar I” of 

AUKUS.176
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Table 6-15　Status of Cooperation Under the AUKUS

6.3.3　U.S.-Japan-South Korea Economic Security Dialogue

Following a trilateral summit in November 2022 among the U.S. President Biden, The Japanese Prime 

Minister Fumio Kishida, and the South Korean President Yoon Suk Yeol, the three countries established 

the U.S.-Japan-South Korea Economic Security Dialogue (see Table 6-16). This dialogue was aimed at 

strengthening collaboration in advanced technology fields, such as quantum and space technologies; 

enhancing the resilience of supply chains, including those for semiconductors and critical minerals; and 

expanding cooperation in technology protection. Annual summits have been held since its establishment. 

Concrete progress has been made, including the launch of a quantum technology partnership, the signing 

of a memorandum of cooperation between national research institutions, and trial operation of an early 

warning system for supply chain disruptions.
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Table 6-16　Status of Cooperation Under the U.S.-Japan-South Korea Economic Security Dialogue
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6.3.4　Americas Partnership for Economic Prosperity

In 2023, the US together with 11 countries from the Americas, including Canada, launched the 

Americas Partnership for Economic Prosperity (see Table 6-17). Although efforts to strengthen relations 

in diplomacy, finance, and trade have been active, S&T cooperation has remained in an early stage. As 

part of the efforts to diversify supply chains, the U.S. Department of State began to implement policies 

such as organizing a series of forums where stakeholders from government, industry, academia, and 

labor collaborate to develop educational programs that meet workforce development needs in the region, 

particularly aimed at cultivating semiconductor talent across the Americas.

Table 6-17　Status of Cooperation Under the Americas Partnership for Economic Prosperity

6.3.5　Other Frameworks for Cooperation

Among the multilateral initiatives mentioned above, the QUAD, the AUKUS, and the U.S.-Japan-South 

Korea Economic Security Dialogue have been particularly active frameworks in building cooperative 

relationships in CETs. In addition, the US is part of many other multilateral cooperation frameworks. 

While not all of them specifically focus on CETs, the following include S&T collaboration as a stated 

objective.

・The U.S.–India–Israel–UAE (I2U2): Launched in October 2021, with the first meeting held in July 2022, 

this partnership has focused on cooperation in water, energy, transportation, space, health, and food 

security.

・The Indo-Pacific Economic Framework for Prosperity (IPEF): Initiated in May 2022, discussions have 

been held in four key areas: trade, supply chains, clean economy, and fair economy. There are 14 
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countries participating: the US, Japan, South Korea, Australia, India, Brunei, Fiji, Indonesia, Malaysia, 

New Zealand, the Philippines, Singapore, Thailand, and Vietnam.

・The U.S.–Japan–South Korea–Taiwan (Chip 4) Alliance: With its first official meeting in February 2023, 

the alliance represents a framework for exploring cooperation in the semiconductor sector.

・Partnership for Atlantic Cooperation:188 Launched in September 2023, 32 Atlantic coastal nations 

adopted the declaration on Atlantic cooperation. The initiative aims to promote regional collaboration in 

sustainable development, environmental protection, and S&T.

6.4 U.S. Emerging Technology Diplomacy and the Asia-Pacific

As discussed, the US has deployed a dual-track strategy for emerging technology diplomacy. On 

the one hand, it applies a strict technology control policy, often referred to as the “small yard, high 

fence” approach with strategic competitors; on the other hand, it emphasizes strengthened cooperation 

in technology development and international coordination of technology governance with allies and 

partners. The U.S. diplomacy toward China, its primary strategic competitor, stands in stark contrast 

to its diplomatic engagement with allies and regional partners, such as Japan, South Korea, Australia, 

and Taiwan, as well as strategic partners like India, particularly in terms of proactiveness and concrete 

international S&T cooperation.

6.4.1　Response to Strategic Competitor Nations: "Small Yard, High Fence"

Since the Obama administration, the US has explicitly identified China and Russia as strategic 

competitors in successive strategic documents, particularly in the NSS, expressing a heightened sense of 

caution. This stance has extended to international cooperation in S&T. The CET National Strategy issued 

in October 2020 clearly articulated its perceived threats, specifically naming China and Russia.189

“The People’s Republic of China is not merely investing massive resources for its own benefit. China 

is striving to become a global leader in science and technology. It targets the sources of strength of the 

U.S. and its allies through means such as technology theft, forced disclosure of intellectual property by 

companies, undermining free and fair markets, failure to provide reciprocal access in R&D projects, and 

the promotion of authoritarian practices that run counter to democratic values. The Chinese government 

aims to develop a world-class military by the middle of this century and is pursuing a strategy known as 

‘military-civil fusion,’ which involves repurposing emerging technologies for military programs.”

“Russia regards the development of advanced science and technology as a national security priority and 

targets U.S. technologies through various legal and illegal technology transfer mechanisms to support state-

level efforts, including military and intelligence programs.”
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Regarding Russia, following its invasion of Ukraine in February 2022, in June of the same year, the 

White House issued “Guidance for Scientific and Technological Cooperation with the Russian Federation 

for U.S. Government and U.S. Government-Affiliated Organizations.” This guidance terminated federally 

funded S&T projects involving Russian government-affiliated research institutions or individuals. As a 

result, U.S.-Russia scientific and technological cooperation effectively stopped.190

With regard to China, the US aims to prevent the transfer of technologies with potential military 

applications to China from the perspectives of national and economic security, while seeking to establish a 

system that avoids dependence on China for CETs. Former National Security Advisor Sullivan’s concept of 

a "small yard, high fence," succinctly captures this strategy. The phrase refers to the approach of narrowly 

defining a “small yard” of critical areas and then establishing a “high fence” of strict controls around 

those technologies to exclude China.191 This concept formed the central pillar of the Biden administration’s 

policy on emerging technologies.

In an April 2023 speech, National Security Advisor Sullivan stated, “We are protecting foundational 

technologies with a small yard and a high fence,” citing as specific measures the tightened export 

controls on semiconductor-related products to China and enhanced screening of outbound investments. 

He emphasized that these export controls do not constitute a “technology blockade,” as criticized by the 

Chinese government, but were instead limited to technologies that could shift the military balance. Sullivan 

stressed, “We are not seeking decoupling; we are pursuing risk mitigation and diversification.” At the 

same time, he noted that the US and China should cooperate on global challenges such as climate change, 

macroeconomic stability, health security, and food security. He added that while the US would manage 

competition with China responsibly, doing so required maintaining open channels of communication 

between the two countries.192

The Chinese government has been critical of the “small yard, high fence” policy. At a press conference 

in February 2024, Chinese Foreign Ministry spokesperson Mao Ning stated, “The ‘small yard, high fence’ 

approach cannot halt China's path of innovative development, and it will also have a negative impact on 

the healthy development of the entire industry, including American companies.” She further warned, 

“Artificial market fragmentation undermines the stability of global industrial and supply chains, hampers 

efficiency and innovation, and benefits no one. The US should adhere to the principles of a market 

economy and fair competition and support the advancement of science and technology through healthy 

competition among enterprises from all countries.”193
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In a speech delivered in October 2024, then U.S. National Security Advisor Sullivan again addressed 

the topic of export controls and technology protection policy, emphasizing that the U.S. policy was 

about de-risking rather than decoupling. He stated that the U.S. aimed to control only the most sensitive 

technologies that determine national security and strategic competition. Sullivan explained that "for a 

narrow set of sensitive technologies, the fence will naturally be high," but from the broader perspective of 

commercial activity, "the yard remains small, and we have no intention of expanding it unnecessarily.”194

Regarding the “small yard, high fence” policy, some experts have pointed out that the scope of the “small 

yard” was not clearly defined, and that technology restrictions on China have expanded to encompass 

virtually all technologies deemed related to national security to the point that the “yard” can no longer 

be considered “small.”195 At the same time, there is persistent skepticism regarding the effectiveness 

of tightening export controls. Some argue that stricter export controls may lead to increased R&D 

investment by Chinese companies as the Chinese government responds with greater subsidies, potentially 

resulting in accelerated innovation in Chinese industries and enterprises.196

As emphasized by former National Security Advisor Sullivan, the Biden administration was not 

pursuing decoupling from China, but rather promoting de-risking—reducing vulnerabilities in economic 

ties. Diplomatic channels between the US and China would remain open. In May 2023, ministerial-

level dialogues resumed, and in November of that year, the first U.S.-China summit was held. During 

the summit, the two leaders underscored the importance of maintaining open lines of communication, 

responsibly managing the competitive aspects of bilateral relationships, and cooperating in areas of shared 

interest.197 In the area of emerging technologies, the two sides reaffirmed the need to address the risks of 

AI, enhance AI safety and international cooperation, and promote AI that benefits all people, referencing 

the joint sponsorship of a UN General Assembly resolution on AI for sustainable development.

The U.S.-China Science and Technology Agreement, originally signed in 1979 and facing expiration 

amid concerns during its renewal deadline in August 2023, was ultimately amended and extended for 

five years in December 2024. Although negotiations were difficult owing to growing concerns within the 

U.S. government and Congress regarding the potential misuse of American research and technology 

by China, a final agreement was reached following a series of provisional renewals.198 According to the 
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U.S. Department of State, the revised agreement includes several key changes: limiting cooperation in 

basic research, excluding the development of CETs, and clarifying rules to ensure intellectual property 

protection and the safety of researchers.199 The State Department stated that the new agreement 

represents “one way the U.S. is responsibly managing its strategic competition with China,” and suggested 

that cooperation may include areas such as meteorology, oceanography, geology, and data collection on 

influenza and air quality.200

 
6.4.2　Strengthening Cooperation with Like-Minded Countries

As stated above, U.S. diplomacy on emerging technologies has been actively promoting international 

cooperation through bilateral and multilateral frameworks with countries and regions it regards as 

allies and partners. Strengthening ties with like-minded countries has become a major pillar of its recent 

foreign policy. In the past, the US has maintained broad and close cooperative relationships with other 

advanced S&T nations that share its values and security interests—namely, the G7 countries, the EU, 

and English-speaking nations, such as the UK, Australia, and Canada—which have served as the core of 

its allied partnerships. As many countries have identified AI and quantum technologies as key areas for 

international cooperation in CET, numerous agreements have been established to facilitate collaboration in 

these fields.

In the Asia-Pacific region, the US has clarified its stance on strengthening relations with countries 

such as Singapore, India, Taiwan, and Vietnam while maintaining and expanding its cooperative ties 

with Japan, South Korea, and Australia. As outlined in the 2022 Indo-Pacific Strategy, the US placed a 

priority on building partnerships with five treaty allies—Japan, South Korea, Australia, the Philippines, 

and Thailand—and key partners, such as India, Indonesia, Malaysia, Singapore, Taiwan, and Vietnam. 

From a geopolitical standpoint, the US has considered its relationships with India, Singapore, and Vietnam 

particularly important—reflected in its past engagement in emerging technology diplomacy with these 

three countries. With India and Singapore, the US had launched initiatives specifically focused on CET: 

the U.S.-India Initiative on iCET and the U.S.-Singapore CET Dialogue, respectively. With Vietnam, the 

US signed the U.S.-Vietnam Science and Technology Agreement for Research and had been expanding 

cooperation through the Comprehensive Strategic Partnership Economic Dialogue, which included 

substantive support for Vietnam’s semiconductor industry—a move interpreted as part of a broader 

diplomatic strategy with China in mind.

Regarding the U.S. policy of emphasizing cooperation with like-minded countries in the area of CET, the 

U.S. National Security Advisor Sullivan, in a speech delivered in October 2024, stressed the importance 

of working closely with partner nations to address "the current challenges we face—such as protecting 

technologies sensitive to national security, confronting non-market practices, labor and environmental 

abuses, and economic coercion." At the time, he stated, “these are not challenges the U.S. can solve alone.” 
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Sullivan had underscored the importance of alliances and partnerships and, citing Alexis de Tocqueville’

s concept of “self-interest rightly understood,” arguing that a positive-sum approach was essential:“It 

is in our own interest to strengthen our partners and sustain a fair economic system that helps all of us 

prosper.” He went on to say,“Over the next decade, American leadership will be judged by our ability to 

help our partners achieve a similar approach—aligning and complementing our policies and investments.” 

At that time, Sullivan was reaffirming the U.S. commitment to continued cooperation with like-minded 

countries.

One of the underlying reasons the US has placed a strong emphasis on cooperation with like-minded 

countries in the past is the concept of “friendshoring.” In response to the heightened geopolitical 

competition and vulnerabilities in corporate supply chains exposed by the pandemic, the US had been 

advocating for forming supply networks among trusted allies and like-minded partners, a concept referred 

to as friendshoring. The former Treasury Secretary Janet Yellen, who first introduced the term in 2022, 

implied in a November 2023 speech that the U.S. economic strategy toward the Indo-Pacific region would 

involve pursuing friendshoring to diversify supply chains.201 She emphasized the importance of multilateral 

cooperation frameworks, such as the QUAD and IPEF, and also highlighted bilateral achievements, such 

as the semiconductor partnership with Vietnam and CET cooperation with India and Singapore. Yellen 

underscored her view that strengthening ties with like-minded countries in the Indo-Pacific would enhance 

the region’s economic resilience and the robustness of global supply chains.

In recent years, some experts have referred to the expansion of intellectual collaboration with friendly 

nations as “friendshoring of knowledge.” Economist Yasuyuki Todo has advocated for expanding Japan-U.

S. joint research and strengthening ties with the Global South, arguing that “joint research with friendly 

countries can bring new technologies to both sides and serve as a catalyst for economic growth.”202 He has 

further asserted that “in the medium-to long-term, innovation policies—particularly those that promote 

international joint research with friendly countries, which could be called ‘intellectual friendshoring’—

should be given greater emphasis, as they are likely to enhance the international competitiveness and 

resilience of domestic industries.”203

In promoting international cooperation on CET, it will be crucial for U.S. diplomacy to strengthen ties 

with like-minded countries in ways that also provide tangible benefits to partner nations such as Japan. 

The success of what Sullivan referred to as a “positive-sum approach” will depend on this.
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7  United Kingdom: A Strategic Approach 
to Becoming a Science and Technology 
Superpower

7.1 Key Emerging Technology Policies

7.1.1　 Basic policy on the national strategy and the innovation policy of science 
and technology

In March 2021, the UK government, under the leadership of Boris Johnson, published the Integrated 

Review 2021 (IR2021), a comprehensive document outlining the UK’s security, defense, development, and 

foreign policy for the next 10 years.1 With the aim of establishing the UK as a world-leading “science 

and technology superpower” by 2030, the review sets out four overarching objectives: 1) maintaining 

strategic advantage through science and technology, 2) shaping an international order for the future, 

3) strengthening security and defense at home and abroad, and 4) building resilience at home and 

abroad. In March 2023, under the Rishi Sunak administration, the “Integrated Review 2023 (IR2023)” 

was released, which largely continued the policies of IR2021 while updating priorities and key issues 

in response to changes in the international situation, such as Russia’s invasion of Ukraine, intensifying 

systemic competition, and the growing impact of various transnational challenges.2 As a new strategic 

framework, it has established four pillars: 1) shaping the international environment, 2) deterrence, defense, 

and competition in all domains, 3) addressing vulnerabilities through resilience, and 4) creating strategic 

advantage. With respect to the fourth pillar, in particular, “creating strategic advantage through science 

and technology” has been identified as the top priority.

The UK’s ambition to become a “science and technology superpower” is based on the recognition that 

science and technology will be the main drivers of prosperity, power, and historical events in this century. 

IR2021 defines the concrete image of a science and technology superpower as maintaining at least third 

place in the world in performance indicators related to scientific research and innovation and leading 

in key emerging technology areas, such as artificial intelligence (AI). To achieve this, IR2021 states that 

the UK will double its commitment to R&D, strengthen its global network of innovation partnerships, 

and attract the world’s best talent to the UK, thereby enhancing its research and innovation capabilities. 

IR2023 states that to strengthen and sustain the UK’s strengths in “creating strategic advantage through 

science and technology,” it emphasizes the need to improve the ability to understand and respond to social 
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3

and economic disruption and emerging national security risks arising from the intentions and capabilities 

of both allies and adversaries, as well as global science and technology trends. This reflects a greater 

emphasis on national security considering the international situation after IR2021.

IR2021 sets the realization of a “cyber superpower” as the next national goal after the realization of a 

“science and technology superpower.” Specifically, the plan adopts a comprehensive cyber strategy that 

goes beyond cybersecurity and prioritizes the development of advantages in critical cyber technologies 

and international actions that will influence the future of cyberspace. Examples of cyber technologies 

include microprocessors, secure system designs, quantum technologies, and new forms of data 

transmission. The plan seeks to build advantages, pursue economic opportunities, and, where appropriate, 

reduce dependence on non-allied sources.

The basic policy on science and technology is outlined in the “Science and Technology Framework” 

published by the UK government in March 2023, ahead of IR2023. This framework is a plan to establish 

the UK as a “science and technology superpower,” as outlined in IR2021, and comprises the following 

ten key areas: 1) identifying critical technologies, 2) outlining the UK’s strengths and goals, 3) investing 

in R&D, 4) identifying talent and skills, 5) funding innovative science and technology companies, 6) 

procurement, 7) international opportunities, 8) access to physical and digital infrastructure, 9) regulation 

and standards, and 10) innovative public sector policies.

At the core of the UK government’s efforts to implement these strategies and policies is the Department 

for Science, Innovation, and Technology (DSIT).3 DSIT was created in February 2023, shortly before 

the publication of the “Science and Technology Framework” and IR2023, by bringing together relevant 

departments from the former Department for Business, Energy & Industrial Strategy (BEIS) and the 

former Department for Digital, Culture, Media & Sport (DCMS). It is responsible for coordinating across 

governments to ensure that the UK remains at the forefront of international science and technology 

development and for developing policies on key emerging technologies.

The creation of the DSIT was accompanied by a reorganization of the government’s organizational 

structure. The Office for Science and Technology Strategy (OSTS), previously part of the Cabinet Office, 

has been integrated into the DSIT and is positioned as the department responsible for promoting the 

science and technology framework. The Government Office for Science (GO-Science), headed by the 

Government Chief Scientific Adviser (GCSA), reports to the DSIT. The Director General of the DSIT is 

a member of the National Security Council (NSC) and has been appointed Vice Chairman of the National 

Science and Technology Council (NSTC), which is chaired by the Prime Minister.

7.1.2　Definition of key emerging technologies

The UK has identified critical emerging technologies as “central to geopolitical competition and the UK’

s future prosperity” in IR2021. As the importance of science and technology in institutional competition 

increases, the UK aims to establish a leading role in critical emerging technologies that offer realistic 
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prospects for strategic advantage.

In particular, the UK has identified five “key technologies” that it should prioritize to build strategic 

advantage, as illustrated in Table 7-1 in its “Science and Technology Framework.” In selecting these 

technologies, more than 50 technologies were evaluated against eight criteria: 1) sustainable environment, 2) 

health and life sciences, 3) digital economy, 4) national security and defense, 5) international comparisons, 

6) basic infrastructure, 7) market potential, and 8) threats and resilience. The list of key technologies is 

reviewed annually by the NSTC; however, significant changes are difficult because of the need for long-

term planning.

Table 7-1　Five Key Technologies in the UK

The “own-collaborate-access” framework was newly adopted in IR2021 to guide strategic decisions 

about the development and use of these important technologies. The three elements of this framework are 

listed in Table 7-2.

The use of this framework will achieve the following four objectives: 1) ensuring clear pathways to 

access each of the five key technologies, 2) ensuring strong influence over international development and 

use, 3) implementing effective measures to manage supply chain risks, and 4) establishing plans to secure 

the benefits gained. Additionally, the government will analyze the UK’s strategic interests and strengths, 

as well as the positions of other countries, to develop a cross-government plan to optimize the science and 

technology systems for each key technology.

Table 7-2　Three Elements of the “Own-collaborate-Access” Framework

The government has implemented this framework to support the efforts of the private sector and the 

broader science and technology community, such as the use or acquisition of technology. The government 



168 

Research Report　　Emerging Technology Policies in the Leading Countries and International Cooperation in Asia and the Paci�c

JST Asia and Pacific Research Center　 　APRC-FY2024-RR-02-EN 

is expected to take the following measures in line with the “own–collaborate–access” framework: “Own”: 

Provide stronger financial support for academia and businesses, covering the entire process from research 

to commercialization. This includes improving regulations and offering incentives.; “Collaborate”: Identify 

strategic international partners and create favorable market and regulatory environments to promote 

cooperation.; and “Access”: Develop investment schemes that support companies engaged in science and 

technology.

7.1.3　Sector-specific strategies

Table 7-3 presents the strategy documents formulated for each of the five key technology sectors. All 

were formulated after the publication of IR2021, and with the exception of AI, strategies for the other 

four technologies were announced successively after the publication of IR2023. To become a “science and 

technology superpower,” strategies are being formulated for key technology fields under the “Science and 

Technology Framework.” The aim is to create “strategic advantages using science and technology.”

Table 7-3　UK Strategy Documents by Five Key Technology Areas

Each sector-specific document outlines a long-term vision and direction spanning 10 to 20 years to 

achieve global leadership. To achieve this, the documents identified key areas of action, including 1) 

strengthening research and development capabilities, 2) promoting the commercialization and use of 

technology, and 3) supporting ethical use and ensuring national security. The importance of international 

cooperation is addressed in two main areas: 1) scientific and technological cooperation and 2) the 

development of international norms and standards. For example, regarding AI, which is currently in the 

R&D stage, the government is focusing on 1) and strategically working to secure international leadership 

in 2). Furthermore, regarding semiconductors, where competition for commercialization and utilization is 

fierce, the government has indicated plans to focus on 2) while also working on 1).

(1) Arti�cial Intelligence (AI)

The National AI Strategy outlines a plan to strengthen AI competitiveness over the next 10 years, 
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building on the UK’s current strengths.4 The three goals for the next 10 years are: 1) to ensure numerous 

discoveries made in the UK lead to commercialization and deployment, 2) to maximize economic and 

productivity growth and benefits from AI, and 3) to build the world’s most trusted and innovation-driven 

AI governance system. To achieve these goals, the strategy outlines three pillars: 1) investing in the long-

term needs of the AI ecosystem, 2) ensuring that AI benefits all sectors and regions, and 3) implementing 

effective AI governance. Furthermore, the government aims to become a true innovation powerhouse, 

create the world’s best business environment, promote the beneficial use of AI through cooperation, 

propose international standards that reflect British values, and prevent the malicious use of AI.

In IR2021, the UK states that strengthening AI competitiveness is essential to maintaining its 

international influence as a “science and technology superpower.” Additionally, the “National AI Strategy” 

outlines three directions for promoting international cooperation: 1) leading global discussions on AI R&D, 

and positioning AI at the center of worldwide science and technology collaboration and partnerships; 2) 

advancing strategic advantages in net-zero sectors, such as energy, through the realization of bilateral and 

multilateral agreements; and 3) continuing to engage in efforts to support the formation of international AI 

governance frameworks, norms, and standards while establishing human rights, democratic principles, and 

the rule of law in the international community. Regarding 1) in particular, the UK is focusing on AI safety. 

In April 2023, the Frontier AI Task Force (renamed the AI Foundation Model Task Force in September 

of the same year) was established with an investment of £100 million to bring together experts from 

industry, academia, and the government to promote collaboration with relevant organizations, and rapidly 

advance discussions on the risks associated with foundation models, including large language models 

such as ChatGPT.5 Based on these findings, the UK hosted the world’s first two-day AI Safety Summit 

on November 1, 2023.6 Furthermore, to expand the scope of this task force, the AI Safety Institute7 was 

established in November of the same year to minimize potentially alarming outcomes caused by the rapid 

and unexpected progress of AI. This institute has three functions: 1) evaluate advanced AI systems, 2) 

promote fundamental research on AI safety, and 3) facilitate information exchange.

(2) Engineering biology

In a “Letter to the Prime Minister,” the Council for Science and Technology (CST) has warned that 

the UK must act now to transform its current research strength in engineering biology into significant 

economic and social impact, or risk losing its competitive edge to international rivals.8 The CST 
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recommends three actions: 1) act now to build on the UK’s existing strengths in the fundamental skills 

that support commercialization and exploitation, 2) demonstrate leadership and set ambitions to take 

strategic action, and 3) establish a foundation to support engineering biology-based solutions and business 

scale-up.

The “Report on engineering biology” highlights the importance of building international partnerships 

to support access to capabilities that enable commercialization and exploitation for mutual benefit.9 

Additionally, support is required for establishing international partnerships to develop industry-led 

international standards and a UK-led roadmap for standards and lightweighting in biomanufacturing.

(3) Future communications technologies

The policy framework aims to extend fourth-generation (4G) mobile coverage to 95% of the population, 

deliver high-quality 5G to all densely populated areas of the UK by 2030, and encourage the deployment 

of innovative 5G-enabled services for businesses and the public sector.10 A comprehensive 6G strategy has 

also been developed to leverage and build on the UK’s strengths, ensure the UK influences and benefits 

from the development of 6G.

With regard to international cooperation, the focus is on three areas: 1) establishing a broad international 

consensus on 6G requirements; 2) developing deep bilateral relationships with like-minded partners to 

pursue common goals, share best practices, and collaborate on specific initiatives; and 3) showcasing 

the UK’s thought leadership on 6G to attract cooperation and investment in global 6G research and 

development.

(4) Semiconductors

The UK’s vision for the next 20 years is to establish a global leadership position in future semiconductor 

technology by focusing on research and development, design and intellectual property (IP), and compound 

semiconductors.11 To achieve this vision, the UK will focus on cost-effective initiatives to stimulate 

innovation in areas such as AI, high performance computing, quantum technology and cyber security, 

and to drive growth and job creation. The specific objectives include 1) growing the domestic sector, 2) 

strengthening supply chains and reducing the risk of disruption, and 3) protecting national security in 

relation to semiconductor technology.

The government will work with international partners to improve the resilience of supply chains in 

economically important sectors. It will promote multilateral cooperation with like-minded nations to 

coordinate efforts to strengthen supply chains, while strengthening existing bilateral cooperation with 

allies and like-minded nations. Through these partnerships, the government will promote capacity building, 

industry-academic collaboration, and joint R&D to strengthen our position in the international marketplace.
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(5) Quantum technology

The UK has set a vision to become a quantum-enabled economy and a world leader in quantum 

technologies by 2033.12 To achieve this vision, four objectives have been set: 1) to make the UK a global 

hub for quantum science and engineering, enhancing the UK’s knowledge and skills; 2) to support 

businesses and make the UK the best place to carry out quantum business, an essential part of the global 

supply chain, attractive to investors and global talent; 3) to promote the use of quantum technology in the 

UK for the benefit of the economy, society, and national security; and 4) to support innovation and the 

ethical use of quantum technology and to develop national and international regulatory frameworks to 

protect the UK’s capabilities and national security.

Based on this vision, the UK will strengthen its R&D collaborations with international partners and play 

a leading role in discussions on international standards. Additionally, the UK will work with international 

partners to build a reliable global supply chain and establish international regulatory frameworks for the 

innovation and ethical use of quantum technologies.

7.1.4　Defense and security strategy and related laws

Policy documents related to emerging technologies include sector-specific strategic documents on 

five key technologies as well as basic policies and strategies related to national security, which were 

emphasized in IR2023 and designated as the second national goal in IR2021. The documents listed in Table 

7-4 were published after IR2021, with the exception of the “MOD Science and Technology Strategy 2020.”

Table 7-4　UK Defense-Security Strategy Document and Related Legislation

Emerging technologies are essential for the modernization of military capabilities, and advancing 

research and development and establishing standards and norms for their use is essential. Therefore, 

collaboration between allies and international partners is critical. The MOD Science and Technology 

Strategy 2020 states that the UK will strengthen relationships with allies and international partners who 

share ethical, legal, and moral standards, going beyond mere research collaboration, and promote risk 
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sharing in research collaboration.13 In particular, with regard to emerging technologies, the UK intends 

to strengthen its position as an intellectual leader by influencing standards and norms for their use, such 

as ethical frameworks, technology protection, and interoperability. In addition, the “Defense AI Strategy” 

states that the UK will strengthen international cooperation to promote strong technical standards, 

policies, and regulations.14 The UK will also work to prevent technology leakage and meet its commitment 

to protect UK intellectual property and prevent the proliferation of military and dual-use items, as well 

as the software and technology to maintain its military advantage. To this end, the UK will implement 

necessary measures such as legislation and export control systems. The goals of this strategy are: 1) 

transforming organizations to become “AI-ready,” 2) ensuring defense superiority through the rapid and 

widespread adoption and use of AI, 3) strengthening the UK’s defense and security AI ecosystem, and 

4) shaping global AI development to promote security, stability, and democratic values. Strengthening 

defense technology capabilities and building international frameworks have been identified as key 

priorities.

In terms of security, revisions have been made to domestic FDI regulations, including new technologies 

as regulation targets. The 2021 National Security and Investment (NSI) Act provides that the government 

may investigate and intervene in certain transactions by companies and investors that may threaten 

national security.15 The 17 targeted sensitive sectors include: 1) advanced materials, 2) advanced robotics, 

3) artificial intelligence, 4) civil nuclear energy, 5) communications, 6) computer hardware, 7) critical 

government suppliers, 8) cryptographic authentication, 9) data infrastructure, 10) defense, 11) energy, 12) 

military and dual-use technologies, 13) quantum technology, 14) satellite and space technology, 15) suppliers 

related to crisis management, 16) synthetic biology, and 17) transportation, and include critical technologies 

identified under the “Science and Technology Framework.”

The government’s policy on national security in cyberspace is outlined in the “National Cyber Strategy 

2022.”16 A cyber power is defined as a country that has the ability to protect and promote its national 

interests in or through cyberspace, and its vision is to become a responsible democratic cyber power by 

2030. To achieve this vision, the strategy outlines the five pillars of a strategic framework: 1) strengthening 

the UK cyber ecosystem, 2) building a resilient and prosperous digital nation, 3) securing leadership in 

technologies critical to UK cyber power, 4) enhancing UK global leadership and influence, and 5) detecting, 

disrupting, and deterring adversaries. These pillars outline the priority actions to be taken between the 

present and 2025. Recognizing that international engagement is essential for implementing the strategy, 

the UK will strengthen its core alliances and build broader partnerships to counter the spread of digital 

authoritarianism. To secure the UK’s technological advantage, the strategy will work with international 
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partners on research and development, supply chain diversification, and international standardization to 

improve cybersecurity and resilience and to establish international governance of cyberspace and the 

Internet.

Strengthening national security also has implications for higher education. The “Higher Education 

(Freedom of Speech) Act 2023,” enacted in May 2023, aims to strengthen academic freedom and freedom 

of speech in higher education.17 This initiative incorporates measures to enhance transparency in the 

reporting of revenue sources by universities, and to assist the Office for Students in monitoring the extent 

of foreign income and its impact on freedom of speech, as well as identifying trends and developments of 

concern. Additionally, the “National Security Act 2023,” enacted in July 2023, fundamentally revises the 

Espionage Act and introduces measures to deter, detect, and counter national threats, including measures 

to prevent researchers who pose a threat to the state from engaging in such activities.18 A new Foreign 

Influence Registration Scheme (FIRS) has also been introduced to identify registrable activities aimed 

at exerting political influence with the support of foreign entities. This includes agreements made with 

certain foreign entities or organizations controlled by foreign entities that pose a risk to the security and 

interests of the UK.

7.2 Current Status of International Cooperation

7.2.1　 Basic policy and strategy for international science and technology 
cooperation and science and technology diplomacy

The “UK’s International Technology Strategy” was published in March 2023, following the “Science and 

Technology Framework.”19 This document outlines the necessary measures to achieve the objectives and 

vision set forth in IR2023 aimed at becoming a “science and technology superpower” by 2030, securing 

a competitive edge in global technological capabilities, and building alliances that foster freedom and 

democracy.

The UK is committed to placing science and technology at the heart of global collaboration and 

partnership and aims to build a strong international network. IR2021 identified international science and 

technology cooperation as an essential element of the “own-collaborate-access” framework. Similarly, 

IR2023 identified science and technology as a key element of bilateral partnerships, supporting shared 

growth and development and helping to shape a future digital and technological order that benefits all 

people.

IR2023 and the “UK International Technology Strategy” have taken a clear stance against authoritarian 

states. IR2023 states that to respond to the systemic challenge posed by China under the Chinese 
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Communist Party regime, the UK will strengthen its resilience and international partnerships, counter 

domestic threats to UK democracy and the economy, and take new steps to protect its science and 

technology base. Furthermore, the “UK International Technology Strategy” states that authoritarian 

regimes use technology to gain a global advantage while suppressing freedom at home and exporting 

authoritarian norms. It asserts that strategic competition between authoritarian and liberal values 

determines how technology shapes the future.

Additionally, both IR2023 and the “UK International Technology Strategy” emphasize the importance 

of science and technology diplomacy. IR2023 emphasizes the need to renew and re-educate diplomatic 

skills to understand and respond to the challenges of an era of systemic competition. It identifies emerging 

technologies alongside regulatory diplomacy, resilience, and security as areas of expertise required for 

diplomatic policy. The “UK International Technology Strategy” also identifies science and technology 

diplomacy as a primary diplomatic tool, followed by regulatory, cyber, trade, defense, and development 

diplomacy.

In this context, one of the key priorities of the UK is to shape the international order. IR2021 states 

that in addition to strengthening and updating the main frameworks of the existing international order, 

such as the United Nations and the world trade system, norms will be established in cutting-edge areas 

that will shape the future, such as emerging technologies, cyberspace, data, and space. Furthermore, 

IR2023 states that the UK will work to establish order in the digital and emerging technology sectors. 

To address related issues such as AI, digital standards, and Internet and data governance in a balanced 

way, the UK will pursue collaboration with diverse stakeholders and the formation of like-minded groups 

that go beyond traditional partnerships. Additionally, from an economic security perspective, IR2023 will 

discuss updating export control regimes related to the transfer of sensitive technologies and working with 

international partners to improve multilateral management mechanisms.

The “UK government’s Strategy for International Development,” published in 2022, states that the UK 

will continue to work on humanitarian aid, girls’ education, climate change, nature conservation, and global 

health to address worsening international challenges.20 One of the initiatives to achieve this is to promote 

the use and sharing of UK expertise. The UK will work to ensure that its countries have sufficient 

information to make informed decisions regarding the responsible use of data, digital and other critical 

technologies. In addition, the UK aims to influence the development of international norms and standards 

for critical technologies, such as AI, biotechnology, clean technology, and information and communication 

technologies, while upholding democratic principles and values.

IR2021 and IR2023 outline a policy of maintaining the necessary cooperation while remaining vigilant 

in our relations with China. IR2021 positions China as a systemic competitor and states that, while it is 

necessary to maintain relations with China and remain open to trade and investment, the UK must protect 

itself from practices that are detrimental to its prosperity and security. It also states that cooperation 
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with China is essential for addressing transboundary challenges such as climate change and biodiversity 

loss. IR2023 explicitly expressed a very high level of vigilance and outlined three pillars for future policy: 

1) strengthening national security against threats posed by the Chinese Communist Party to the British 

people, prosperity, and security; 2) strengthening ties with key allies and wider partners; and 3) engaging 

directly with China in bilateral and international forums to build open, constructive, and predictable 

relationships.

Concerns regarding China also extend to higher education and academic research. In the Government 

Response to the Intelligence and Security Committee of Parliament Report “China,” published in July 

2023, the government acknowledged concerns about interference in higher education, the potential to 

stifle debate, the threat of intellectual property theft, and the risk of sensitive technology transfers. The 

government stated that it would take action to protect UK interests, including in the academic community, 

if the actions or intentions of the Chinese authorities threatened UK interests.21 Moreover, the government 

has indicated its intention to further develop export controls on emerging technologies. In May 2022, the 

scope of military restrictions expanded to include China, resulting in the number of export denials to 

China more than doubling in 2022.

In terms of relations with the Indo-Pacific region, IR2021 recognizes that this region is extremely 

important to the UK’s economic, security, and open society ambitions. In particular, it states that the UK 

will strengthen its diplomatic and trade relations not only with major powers in the region, such as China, 

India, and Japan, but also with countries such as South Korea, Vietnam, Indonesia, Malaysia, Thailand, 

Singapore, and the Philippines, as well as the Association of Southeast Asian Nations (ASEAN). IR2023 

also clearly states that deepening science and technology cooperation with each partner in the region is 

central to the overall partnership with the Indo-Pacific countries, and that the UK will actively pursue 

this policy. IR2023 also states that the UK will continue to develop its relationship with the Indo-Pacific 

region by building on decades of economic, technological, and security cooperation. Simultaneously, it has 

stated its intention to seek closer coordination with partners in its Indo-Pacific strategy, including ASEAN, 

Canada, the European Union (EU), France, Germany, India, Japan, South Korea, and the United States.

7.2.2　Basic policy for international cooperation in key emerging technologies

The Science and Technology Framework outlines guidelines for international cooperation in key 

technologies from three perspectives: 1) international opportunities, 2) physical and digital infrastructure, 

and 3) regulations and standardization.

First, regarding international opportunities, the vision is to build on the UK’s strengths in science and 

technology with confidence and candor, to enjoy international partnerships that support the growth of 

important technologies and related sectors, and to ensure that international cooperation with overseas 

academia, industry, and government contributes to the UK’s scientific and technological capabilities, 

thereby enabling the UK to influence global affairs, embed its values in technology, and protect its security 

interests. Second, the UK has set the following goals to be achieved by 2030: a) to raise awareness of 
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the UK’s science and technology priorities, strengths, and values among governments, researchers, 

investors, and industry abroad, b) to establish science and technology-based, mutually beneficial, and 

diverse international partnerships defined by mutually beneficial goals, based on existing relationships 

such as the Summit Meeting (G7) and the Summit on Financial Markets and the World Economy (G20), c) 

a coordinated approach to international science and technology activities, including long-term partnerships 

research and infrastructure, international cooperation funds, and research support through official 

development assistance, d) systematic efforts to address national security risks related to international 

research and development cooperation and inward investment, and e) a diplomatic network with strong 

science and technology knowledge and domestic networks, and the strengthening of international 

technological leadership.

Second, regarding physical and digital infrastructures, the vision is to attract human resources and 

investment by improving access and strengthening collaboration. The UK plans to strategically invest in 

critical international infrastructure related to key technologies by 2030 to maintain its scientific advantage.

Third, regarding regulation and standardization, the vision is to leverage the freedom gained from 

leaving the EU to establish technical standards and international regulations. Leveraging the UK’

s strengths in science and technology, in addition to its international relations, will allow it to establish 

rules for emerging technologies by 2030. This will enable the UK to take the lead in forming international 

regulations and standards and participate as a major country in proposing and formulating rules and 

treaties.

The UK’s International Technology Strategy sets out four “core principles,” as shown in Table 7-5, 

and six “strategic priorities,” as shown in Table 7-6. The “core principles” are: 1) Openness (Open), 2) 

Responsible Action (Responsible), 3) Security (Secure), and 4) Resilience (Resilient). These principles serve 

as guidelines for the UK’s actions on international engagement, partnership building, and individual 

technologies. The strategic priorities are 1) critical technologies and data, 2) international partnerships 

for global leadership, 3) value-based governance and regulation, 4) investment in technology and expertise 

for developing countries, 5) technologies driving the UK economy, and 6) protection of security interests. 

These priorities guide the implementation of the strategy.
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Table 7-5　Four Core Principles of UK’s International Technology Strategy

Table 7-6　Six Strategic Priorities of the “UK International Technology Strategy”

With regard to “strategic priorities,” “priority technologies,” and “data,” the UK acknowledges that it 

cannot become a world leader in all technologies. Instead, the UK will focus on emerging technologies that 

have significant strengths or potential, or that are the most disruptive or essential to UK security. The UK 

outlines actions targeting the five key technologies and the supporting data identified in the “Science and 

Technology Framework,” demonstrating how the four “core principles” should be applied to technologies 

at various stages of maturity—from nascent quantum technologies to AI nearing practical application—

while also identifying “international priorities.”
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(1) AI

Form global AI standards and governance in line with democratic norms and British values, and 

promote the development and use of responsible and trustworthy AI. Promote the following five 

“international priorities”: 1) implementation of national AI strategies; 2) implementation of defense AI 

strategies; 3) support for the role of interoperable, nonregulatory governance tools, such as assurance 

technologies and technical standards; 4) implementation of a leading role in major international frameworks 

related to AI, as well as strengthening relationships with diverse stakeholder groups; and 5) initiation of a 

comprehensive international dialogue on the current and future risks posed by AI.

The policy for international cooperation aimed at securing defense superiority is outlined in the “National 

Defense AI Strategy.” The most effective way to acquire AI-related technologies is to cooperate closely 

with allies and partners. This includes sharing information and best practices, promoting personnel 

exchange, developing solutions to common challenges, and sharing the burden of maintaining AI 

development and verification capabilities. The strategy emphasizes the intentional internationalization 

(international by design) of these efforts while prioritizing the establishment of interoperability 

frameworks. To promote AI development that advances safety, stability, and democratic values, the UK 

will work closely with allies and partners to encourage the safe and responsible development and use of 

AI, as well as to support research and development that promotes the UK’s regulatory diplomacy and the 

free and democratic use of AI. In particular, the UK recognizes the US as its most important international 

partner in leading the world in AI and prioritizes R&D cooperation with the US. The UK will also expand 

its cooperation with Australia, Canada, and New Zealand through long-standing bilateral and Five Eyes 

partnerships. Additionally, the UK will deepen cooperation on AI through a trilateral security framework, 

“AUKUS,” between the US, the UK, and Australia. Furthermore, NATO is the most important strategic 

alliance and an essential framework for discussions between the UK and its allies regarding emerging 

technologies, including AI. In Europe, the UK prioritizes cooperation with Germany and France, both of 

which are pursuing global AI leadership. Meanwhile, the UK will explore the possibility of strengthening 

cooperation with Japan, India, and Singapore in the Indo-Pacific region, as well as promoting close 

cooperation with various partners in each region. Conversely, hostile countries such as Russia and Iran 

exploit the UK’s open AI ecosystem, one of its major strengths, for military and economic purposes. They 

also emphasize the importance of protecting emerging technologies such as AI. China’s Military-Civil 

Fusion Strategy blurs the line between its civilian and military economies. Countries and global companies 

that do not want to contribute to China’s military modernization are expressing caution, stating that this 

will increase their due diligence costs.

(2) Quantum Technology

Quantum technology has the potential to transform global security, the economy, and society. Therefore, 

it is of utmost geopolitical importance. The UK will collaborate with trusted international partners, 

including like-minded countries, to guide the development and governance of quantum technology 

responsibly. The following four areas will be addressed as “international priorities”: 1) implementation of 

national quantum strategies; 2) collaboration with and expertise sharing among international partners; 3) 

promotion of research and development through deepening cooperation with international partners and 
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maintaining global multilateral research partnerships; and 4) establishment of a global definition of risks 

and opportunities in addition to developing shared principles for the responsible and secure development 

and deployment of quantum technologies through cooperation with international partners.

(3) Engineering Biology

Owing to the rapid development of engineering biology, safeguarding the UK against emerging security 

risks while promoting economic and social benefits is crucial. The UK must leverage its strengths in 

research and development to accelerate commercialization. Recognizing that international cooperation 

is essential for this purpose, the UK will implement the following four “international priorities”: 1) 

maintaining its leadership in scientific discoveries as well as identifying and supporting opportunities for 

international cooperation to develop potential application areas, 2) leading global discussions on ethical and 

responsible innovation, 3) establishing frameworks for risk management, and 4) promoting international 

technical standards, regulations, and treaties for safe and reliable commercialization.

(4) Semiconductors

Semiconductors are becoming increasingly important for technological advancements and military 

applications. They have also emerged as geopolitical battlegrounds. International cooperation is necessary 

to encourage the creation and adoption of cyber-secure hardware across all globally used chips, and to 

address economic security through collaboration among like-minded partners. The report identifies three 

“international priorities”: 1) growing the domestic semiconductor industry; 2) improving the supply chain 

through cooperation with international partners; and 3) expanding and deepening collaboration with like-

minded international partners in the semiconductor field, promoting industry-academia collaboration, and 

strengthening research and development partnerships.

The policy on international cooperation in the semiconductor field is outlined in the “National 

Semiconductor Strategy.” Specifically, the UK states that it will establish a new multilateral approach 

to strengthen semiconductors in collaboration with international partners and like-minded governments. 

Additionally, the UK aims to maintain freedom of navigation in the Indo-Pacific region, ensure the 

continuation of trade, including in the semiconductor field, and deepen scientific and technological 

cooperation with regional partners.

(5) Future Communications Technologies

Information and communications technology (ICT) has the potential to transform lifestyles and is one 

of the most important national infrastructures. By enhancing the connectivity of future communications 

technologies, the UK aims to expand its international market share, increase its global influence, and 

ensure the security and resilience of its ICT infrastructure. As “international priorities,” the following 

are identified: 1) demonstrating the UK’s global leadership through the realization of openness and 

interoperability of information and communications networks, 2) securing and expanding broader 

international support for the UK’s open RAN principles, 3) expanding and deepening international 

cooperation with key partners on future information and communications, 4) developing global export 

markets through international partnerships and joint R&D, 5) attracting investment to the UK and 
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contributing to the diversification of the UK’s ICT supply chain, 6) establishing transparent and 

independent ICT standards that promote quality, innovation, and security through collaboration with 

industry and international partners, and 7) sharing various initiatives related to the security and resilience 

of communications with major international partners.

(6) Data

The UK will collaborate with international partners to build a data governance system that balances 

improved access and usability with the protection of UK security interests, enabling the use of data to 

drive innovation, the economy, intergovernmental cooperation, and trade without compromising security 

or privacy. The following six items will be addressed as “international priorities”: 1) legislation to reform 

the UK’s data protection regime, including establishing a new regulatory framework for the international 

transfer of personal data, 2) ensuring the security of data transfers between priority countries under 

data adequacy partnerships that allow for cross-border data transfers and designing alternative transfer 

mechanisms, 3) establishing standards, mechanisms, and initiatives to promote responsible data sharing 

and use in collaboration with like-minded partners, (4) removing unfair data localization measures and 

other barriers to free data flow through multilateral frameworks and incorporating them into free trade 

agreements, (5) shaping global discussions on the interoperability of data regulatory frameworks and 

supporting regulatory cooperation with priority countries in the Data Adequacy Partnership, and (6) 

establishing global principles on access by trusted governments in cooperation with like-minded countries.

Promoting international data circulation is one of the missions outlined in the National Data Strategy 

published in September 2020.22 It aims to provide a framework for maximizing the use of data to achieve 

economic development and growth in the UK, while working with international partners to ensure that 

the UK’s values of openness, transparency, and innovation are adopted globally and that all data, including 

personal data, can be safely transferred across borders.

7.2.3　Specific domestic initiatives for international cooperation in key emerging 
technologies

To promote international cooperation in these technologies, the UK is promoting initiatives for research 

funding, talent attraction, and research security.

(1) Research Funding

In December 2022, while visiting Japan, the Secretary of State for Science, Innovation and Technology 

announced the creation of the “International Science Partnerships Fund (ISPF).”23 The ISPF aims to 

strengthen strategic international science partnerships by supporting joint international projects led by UK 

researchers and innovators. A total of £337 million will be allocated by 2025, with £218 million allocated 

as ODA funds to support joint R&D for sustainable development in low- and middle-income countries. 
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The DSIT will manage the fund, and major research organizations, including the British Academy, the 

British Council, the Royal Society, UK Research and Innovation (UKRI), and the International Division 

of Universities UK, will implement it. Four themes were established for support: 1) a resilient Earth, 2) 

transformative technologies, 3) healthy people and wildlife, and 4) tomorrow’s talent. Under each theme, 

the implementing organizations will establish their own programs and calls for proposals. The R&D in key 

emerging technologies will be supported under theme (2), transformative technologies.

Regarding the UK-Japan joint research, the UKRI is implementing four programs, the British 

Council is implementing two, and the Royal Society is implementing one. Of these programs, key 

emerging technologies are illustrated in Table 7-7.24 A total expenditure of £480,000 from ODA funds 

is anticipated for projects implemented by the British Council. Additionally, projects in Japan related 

to those implemented by the UKRI will be carried out by the Japan Agency for Medical Research 

and Development (AMED) and the Japan Science and Technology Agency (JST) under the Adopting 

Sustainable Partnerships for Innovative Research Ecosystem (ASPIRE).

The UK and the US are working on three bilateral projects related to key emerging technologies, 

namely: 1) AI for US-UK real science, 2) US-UK cooperation on quantum science and technology, and 3) 

extreme scale computing and AI for US-UK power plant engineering (ESCAPE). However, because of 

the need to implement these projects with specific partners, including the use of large facilities, no public 

solicitation has been conducted.

Table 7-7　International Science Partnership Fund (ISPF) Joint Research Projects

In August 2023, UKRI launched the “Quantum for Science – Science Exchange Visits” program25 as 

part of the ISPF initiative. This program aims to support exchange visits by UK researchers engaged in 

short-term research projects for up to four months, focusing on the development of quantum technologies 

for fundamental physical discoveries and the application of quantum technologies based on fundamental 

physics in various fields. The United States, Canada, and Switzerland have been designated priority 
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countries for exchange, and researchers affiliated with UK academic research institutions can apply for 

exchange visits based on joint research projects with local universities or national research institutes, 

regardless of whether they are junior or senior researchers. However, visits to the European Organization 

for Nuclear Research (CERN) in Switzerland are not eligible for support under this program if CERN is 

the sole partner. In joint research, participants are expected to explore the use of quantum technology to 

address fundamental questions in physics and, where appropriate, apply insights gained from basic physics 

research to practical applications or use cases in fields such as data processing, metrology, space science, 

healthcare technology, and environmental sustainability.

(2) Talent Attraction

The UK is attempting to strike balance between attracting highly skilled talent from overseas by 

limiting immigration. To attract this talent, the UK launched a new point-based immigration system26 on 

January 1, 2021, following the end of the transition period after leaving the EU on December 31, 2020. 

The system aims to simplify, streamline, and expedite immigration applications by awarding points based 

on skills, wages, and English proficiency. The UK also hopes to create an economy characterized by high 

wages, high skills, and high productivity. Five types of work visas are available for highly skilled foreign 

workers in research and innovation. The target candidates include international leaders, university and 

graduate school graduates, specialists in rapidly growing fields, and entrepreneurs. This reflects a clear 

policy of utilizing highly skilled foreign workers who will benefit the UK.

・	Global Talent Visa: This visa, announced in February 2022, is intended for current and aspiring leaders 

in academia, research, the arts, culture, and digital technology. Applicants must prove their status as a 

leader or potential leader at the time of application. However, applicants with certain awards may apply 

for the visa without approval. The initial period of stay is five years, and applicants may apply for an 

extension or permanent residency after three or five years of residence.

・	Graduate Visa: This visa, announced by British universities in July 2021, is intended for individuals who 

have completed a designated postgraduate course. The visa allows for a two-year stay, although those 

who have obtained a doctoral degree are eligible for three years. After this period, they can switch to 

other visas, such as the Skilled Worker Visa.

・	High-Potential Individual Visa: This visa, announced in May 2022, is for individuals who have 

graduated from certain universities within the last five years. The initial stay period is two years; 

however, it is three years for individuals with a doctorate. Subsequently, they can switch to other visas 

such as a Skilled Worker visa. The 2023 “List of Designated Universities” includes 39 institutions, with 

the following breakdown by country: 19 from the United States, five from China, three from Canada, 

two each from Switzerland, Singapore, and Japan, and one each from France, Germany, the Netherlands, 

Sweden, Australia, and Hong Kong.

・	Scale-up Worker Visa: This visa, announced in August 2022, aims to attract the talent needed by 
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rapidly growing UK businesses. At the time of application, applicants must have a confirmed job offer 

for at least six months in a specific occupation and an employment certificate from their employer. 

Initially, the visa allows for a two-year stay, with the possibility of multiple three-year extensions if 

the conditions are met. After five years of residence, applicants are eligible for permanent residency. 

Specific occupations include natural and social scientists, engineers, IT professionals, and more.

・	Innovator Founder Visa: This visa, announced in April 2023, replaced existing programs. It is aimed 

at individuals wishing to start and run innovative businesses in the UK. Before applying, the applicants 

must submit a business or business idea application to a designated approval body. The initial visa is 

valid for three years, and applicants must report their business progress to the approval body after 12 

or 24 months of residence. Extensions to visa duration and applications for permanent residency are 

possible after three years of residence.

As international travel begins to recover from the stagnation caused by the pandemic, measures to 

reduce net immigration are also being strengthened. Net immigration is defined as the difference between 

the number of people who entered the UK with the intention of staying for one year or more and the 

number of people who have left.

Regarding student visas, the UK will abolish the issuance of visas for dependent family members 

starting on January 1, 2024, except for doctoral and government-funded programs.27 Additionally, the right 

to switch to a work visa before completing the designated program will be abolished. Additionally, starting 

April 4, 2024, the minimum wage for skilled worker visas will increase from £26,200 to £38,700.28 Many 

postdoctoral researchers in the UK hold skilled worker visas, raising concerns about the potential impact 

of the increase on the UK’s ability to attract highly skilled foreign talent and facilitate scientific research.29

In addition to immigration reform, the UK government launched the “Global Talent Network” in 2022 

to attract talent in science and technology.30 The network identifies overseas talent needed in the UK, 

and supports their relocation by collaborating with companies and research institutions. The network 

began operations on the US West Coast, in Boston, and Bengaluru, India. The “National AI Strategy” 

and “National Quantum Strategy” state that the UK will actively recruit talent using this framework. 

Additionally, the Department for Business and Trade launched the “Global Entrepreneur Programme 

(GEP)” in 2023 to support technical entrepreneurs with international experience in the UK.31 The program 

provides expert support to entrepreneurs seeking to establish their headquarters in the UK and grow 

their businesses. This support includes 1) approval of Innovator Founder Visas, 2) a smooth start to 
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do business in the UK through collaboration with experienced entrepreneurs, 3) individual support for 

fundraising strategies and building a partnership network, and 4) membership in the GEP alumni network 

upon successful completion of the program. The eligibility criteria states that 1) the business must be 

beyond the proof-of-concept stage, 2) the business must not currently have a presence in the UK, 3) 

the business must be generating revenue or have the potential to do so, ideally with strong intellectual 

property, 4) the business has a strong desire to relocate headquarters to the UK and has at least one co-

founder based in the UK, and 5) the business must have a clear plan to grow rapidly in the UK, create 

high-skilled jobs, and grow the business in the UK.

(3) Research Security

Table 7-8 presents the main research security measures in the UK. The “Academic Technology 

Approval Scheme (ATAS),” is a system that prevents the export of technology that could be used for 

military purposes.32 It is integrated into immigration procedures. The following measures are in place for 

risk management in international research collaboration: 1) guidance titled “Trusted Research,”33 published 

by the National Infrastructure Protection Center (CPNI) and the National Cyber Security Center (NCSC), 

2) the “Research Collaboration Advice Team (RCAT),34 which provides government advice to research 

institutions and others on national security risks related to international research collaboration, and 3) the 

“UKRI Trusted Research Principles,”35 which outline the principles that organizations funded by UKRI 

must adhere to regarding due diligence on international collaboration. Additionally, the National Protection 

and Security Agency (NPSA), which was established in March 2023 through the reorganization of the 

CPNI and the NCSC, has published guidance titled “Safe Innovation” to ensure the protection and security 

of small and medium-sized enterprises, startups, and venture capitalists involved in emerging technologies 

in the UK.36

Table 7-8　Main Research Security Measures in the UK
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・	Academic Technology Approval Scheme (ATAS): Originally intended for international students, this 

program was expanded to include foreign researchers in May 2021.37 Students and researchers involved 

in research topics or fields related to the development of advanced conventional military technology, 

weapons of mass destruction, or their means of delivery must apply for an ATAS certificate before 

studying or conducting research in the UK. However, students and researchers who are citizens of the 

EU, European Economic Area (EEA), Australia, Canada, Japan, New Zealand, Singapore, South Korea, 

Switzerland, and the United States are exempt from this requirement.

・	Trusted Research: This guidance provides information on matters to be considered and measures to 

be taken to ensure integrity in international research collaboration for researchers in academia and 

industry involved in science and technology/engineering/mathematics, dual-use technologies, emerging 

technologies, and commercially sensitive research fields. The UK Department for Business and 

Innovation is collaborating with universities and industry leaders to develop a framework that will allow 

the UK to maximize the advantages of international scientific partnerships while protecting intellectual 

property, confidential research, and personal information. Guidance for the academic community explains 

how to protect research and includes notes on joint research partners, relevant legal frameworks, 

and safety measures for researchers. The guidance also lists several potential risks and explains the 

necessity of protecting research. In addition, matters that research leaders should pay particular 

attention to and precautions to take when traveling for research or conferences are also summarized. 

Furthermore, the guidance for industry explains the risks associated with joint research with academia 

and describes methods for avoiding risks, such as the handling of intellectual property and research 

results, as well as researcher education and training.

・	Research Collaboration Advice Team (RCAT): In providing advice to the government, the RCAT has 

three strategic priorities: 1) to provide reliable advisory services on applicable regulations, to research 

departments addressing specific national security concerns in international research collaboration, 

2) to support the gradual development of a research culture within institutions and to promote the 

understanding and application of reliable research in collaboration with institutions, and 3) to collect and 

share information on various issues addressed by research institutions. According to a report published 

in August 2023, RCAT consists of 15 staff members and 12 advisors, based in Birmingham, Cardiff, 

Edinburgh, London, and Salford. Since the launch of their services in March 2022, advisors have assisted 

over 130 research institutions by providing over 350 pieces of advice, including over 100 complex cases. 

The top five issues for which the most advice was provided are 1) export control (32%), 2) specific 

inquiries (23%), 3) the NSI Act (18%), 4) institutional governance and research security policies (15%), and 

5) ATAS (9%).

・	UKRI Trusted Research and Innovation Principles: The three principles to be followed are 1) 

assessing the suitability of research collaborators, 2) managing the sharing of information and knowledge, 

and 3) commercial applications. Regarding 1), appropriate due diligence assessments are recommended 

to be conducted and consideration should be given to the nature of the project and its anticipated 



186 

Research Report　　Emerging Technology Policies in the Leading Countries and International Cooperation in Asia and the Paci�c

JST Asia and Pacific Research Center　 　APRC-FY2024-RR-02-EN 

outcomes, the possibility of unethical use or dual use of project information and results, the possibility of 

misconduct, and joint research partners. In addition, regarding 2), to balance “transparency and openness 

of research” and “management of information and knowledge sharing,” appropriate management of 

access to confidential data and information and robust information security management measures shall 

be implemented. Regarding 3), if there is a possibility that commercial results may be implemented 

in the future, a cooperation agreement shall be concluded to ensure the appropriate management of 

confidential data and intellectual property derived from the project.

・	Safe Innovation: The five principles are: 1) understanding threats, 2) protecting the environment, 3) 

protecting products, 4) protecting partnerships, and 5) protecting growth. These principles explain the 

measures that companies and investors can adopt to protect their businesses and profitability.

7.2.4　 International collaboration framework and specific initiatives on critical 
emerging technologies

The UK is actively shaping the international order of critical emerging technologies. The UK 

emphasizes collaboration with like-minded countries that share values such as freedom and democracy. 

The UK has concluded various agreements and frameworks related to R&D, economics, trade, and 

defense. Additionally, the UK is advancing the development of strategic partnerships centered on scientific 

and technological collaboration in the Asia-Pacific region, which it considers critically important for its 

economy and security. The UK’s primary international collaboration frameworks concerning critical 

emerging technologies are summarized in Tables 7-9.

Table 7-9　Major UK International Collaboration Frameworks on Key Emerging
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(1) United States

The United Kingdom has a long-standing partnership with the United States in terms of scientific and 

technological cooperation. Notable examples of bilateral agreements in specific emerging technology 

fields include the “Declaration of the United States of America and the United Kingdom of Great Britain 

and Northern Ireland on Cooperation in AI Research and Development,”38 published in September 2020, 

and the “UK-US Joint Statement on Cooperation in Quantum Information Sciences and Technologies,”39 

published in November 2021. Based on the “UK/USA: Agreement on Scientific and Technological 

Cooperation,” signed in September 2017, the US and the UK have outlined their respective visions for AI 

and quantum information sciences and technologies (QIST).

・	Declaration of the United States of America and the United Kingdom of Great Britain and 
Northern Ireland on Cooperation in AI Research and Development: The two countries will promote 

research and development related to AI by utilizing existing bilateral and multilateral science and 

technology cooperation frameworks. They will focus on addressing challenging technical issues and 

protecting against the use of technology for authoritarian and repressive purposes. Additionally, the two 

countries will establish priorities for cooperation and leverage public-private partnerships to encourage 

collaboration among researchers and students, fostering industry-academia-government partnerships.

・	UK-US Joint Statement on Cooperation in Quantum Information Sciences and Technologies: 
Utilizing existing bilateral and multilateral cooperation frameworks, the two countries will promote 

discussions and deliberations among industry, academia, and the government regarding the direction of 

R&D related to QIST. They will also work to build a global market and supply chain for QIST research 

and foster the development of next-generation scientists and engineers through people-to-people 

exchanges. Additionally, the two countries will create opportunities for regular discussions at bilateral 

and multilateral levels on critical international policy issues related to QIST, such as regulations, 

security, and technology protection.

In June 2021, the two countries agreed to the “New Atlantic Charter,” under which they established a 

new “UK-US Technology Partnership.”40,41 This partnership aims to strengthen cooperation in areas such 

as ensuring the diversity, resilience, and security of critical supply chains, developing and applying existing 
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and emerging technologies such as AI, quantum, and battery technologies, promoting economic growth 

and security, and improving access to and the flow of data to support scientific and technological progress. 

Additionally, the two countries intend to increase their joint world-class research and promote the 

development of rules, norms, and standards for data sharing, technology, and digital economy that reflect 

their shared values and principles. To this end, the UK’s CST will coordinate with the US President’s 

Council of Advisors on Science and Technology (PCAST), and the science and technology advisors from 

both countries will cooperate.

In October 2022, based on this partnership, the “UK-US Joint Statement: New Comprehensive Dialogue 

on Technology and Data and Progress on Data Adequacy” was issued.42,43 The two governments agreed 

to hold an annual dialogue on technology and data, with the first meeting held in January 2023. The 

dialogue focused on three areas: 1) data, 2) important emerging technologies, and 3) safe and resilient 

digital infrastructure. The following items have been identified as priorities for 2023: 1) cooperation toward 

realizing globally reliable data circulation, 2) completion and implementation of bilateral data bridges, 3) 

promotion of open, interoperable, and secure data communication systems, 4) ensuring complementary 

and cooperative efforts in R&D related to ICT, 5) holding a roundtable conference on next-generation, 

license-free technologies in the 6 GHz band, 6) promoting the OECD Global Technology Forum, 7) 

establishing cooperation opportunities between the semiconductor industries of both countries in the areas 

of skills, investment, and R&D, and 8) strengthening bilateral cooperation on developing AI technology 

standards and tools for reliable AI through joint research, information sharing, and supporting commercial 

cooperation.

In June 2023, the “Atlantic Declaration: A Framework for a Twenty-First Century US-UK Economic 

Partnership” was announced.44 To strengthen and rebuild the alliance between the United States and 

the United Kingdom, five areas of cooperation were identified: 1) ensuring leadership in key emerging 

technologies, 2) strengthening cooperation on technology protection, economic security, and supply chains, 

3) collaborating on comprehensive and responsible digital transformation, 4) building a future clean energy 

economy, 5) strengthening the alliance in defense, health, security, and space. The three cooperation areas 

related to emerging technologies are outlined below:

・	1) Ensuring leadership in key emerging technologies: The three initiatives to be promoted are: a) joint 

R&D, b) joint utilization of private capital, and c) promotion of human resource exchange in important 

emerging technologies such as quantum technology, AI, future communication technology, and 

synthetic biology. In particular, regarding a) joint R&D, the following will be implemented: i) promoting 

fundamental research in quantum science, ii) establishing a common vision for future communication 
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technologies, implementing joint R&D projects, and cooperating on 5G/6G technologies, iii) promoting 

public-private cooperation and exchange, joint R&D, new application development, and improving the 

supply chain for bio-manufacturing and biotechnology to advance economic security in synthetic biology, 

and iv) cooperating on the safe and responsible development of AI.

・	2) Strengthening cooperation on technology protection, economic security, and supply chains: 
Measures will be taken to prevent the leakage of sensitive dual-use technologies as well as export-

controlled products and technologies by adapting the current regulatory framework to changes in 

geopolitical and technological environments.

・	3) Collaboration on comprehensive and responsible digital transformation: To establish a policy 

environment conducive to technology and promote responsible innovation, the two countries will work 

together to: a) strengthen cooperation on data, b) promote cooperation on AI, and c) deepen cooperation 

on privacy-enhancing technologies (PETs). In particular, with regard to (b) promoting cooperation in AI, 

the focus will be on ensuring safe and responsible development, welcoming international activities on 

the risks and opportunities presented by AI, and continuing to monitor them closely. With regard to (c) 

deepening cooperation on PETs, joint research will be initiated to maximize the responsible use of data 

while protecting individual privacy and the principles of our democracy, and working to gain insights 

from data and train responsible AI models.

(2) Australia

In October 2021, the UK signed its first free trade agreement with Australia since leaving the EU. 

The “UK-Australia Free Trade Agreement”45 includes a chapter on innovation that covers regulation, 

the commercialization of new technologies, and supply chain resilience. In particular, regarding AI and 

emerging technologies, the two countries will share knowledge and experience to promote the responsible 

use and adoption of these technologies, as well as commercialization opportunities and public-private 

partnerships. They will also actively promote the development of international standards, regulations, 

and conformity assessment procedures to facilitate investments in R&D and trade. Through international 

forums such as the “Global Partnership on Artificial Intelligence (GPAI),” the two countries will 

collaborate to develop governance frameworks that promote the trustworthy, safe, and responsible use 

of emerging technologies. Furthermore, they will establish a “Strategic Innovation Dialogue” to identify 

areas of cooperation that would promote innovation and emerging technologies in both countries.

Regarding cooperation in specific emerging technology fields, the UK and Australia signed the “UK-

Australia Cyber and Critical Technologies Partnership”46,47 in January 2022 and the “Joint statement 
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between UK and Australia on cooperation in quantum science and technologies”48 in November 2023. 

These agreements aim to promote scientific advancement and social benefits, in line with the shared 

values of the two countries.

・	UK-Australia Cyber and Critical Technology Partnership: This includes provisions for strengthening 

resilience against ransomware in the Indo-Pacific region and tightening legal sanctions against 

cyberattacks. The four pillars for deepening cooperation are 1) addressing malicious actors, 2) promoting 

shared values and visions on technology, 3) strengthening global technology supply chains, and 4) 

leveraging technology to address global challenges.

・	Joint Statement between UK and Australia on cooperation in Quantum Science and Technologies: 
This statement lists eight areas for strengthening cooperation in quantum science and technology, 

namely: 1) exploring new theoretical and practical applications of quantum technology, 2) promoting joint 

R&D, and exchanges in quantum technology, 3) building reliable quantum markets and secure supply 

chains, 4) providing opportunities to promote the development of the quantum industry and participation 

in the quantum value chain, 5) sharing economic prosperity and security, 6) protecting sensitive 

technologies, 7) exchanging personnel and developing human resources, and 8) utilizing existing bilateral 

and multilateral science and technology cooperation frameworks. To advance specific cooperation, 

the following three measures are outlined: 1) positioning quantum technology within existing bilateral 

initiatives, 2) holding regular high-level government meetings to exchange information, identify specific 

initiatives, and review cooperation, and 3) convening working-level meetings, as necessary.

(3) India

In recent years, the UK has formally declared a mutually beneficial relationship with India. In May 

2021, the two countries agreed to the “2030 Roadmap for India-UK future relations,”49 and in April 2023, 

they signed the “Memorandum of Understanding on India-UK Research and Innovation.”50 The 2030 

Roadmap elevates bilateral relations to a comprehensive strategic partnership and outlines guidelines for 

cooperation over the next decade in areas such as exchange and collaboration, trade, defense and security, 

climate, and health. The “Memorandum of Understanding on India-UK Research and Innovation” aims to 

promote economic growth, job creation, and improved living standards by deepening scientific cooperation 

between the two countries. Both documents emphasize the intention of strengthening cooperation in 

emerging technologies.
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・	2030 Roadmap for the Future of UK-India Relations: Regarding emerging technologies, establish 

dialogue and working groups under the Memorandum of Understanding on Telecommunications/ICT 

and the Joint Declaration of Intent on Digital and Technology. Strengthen existing UK-India technology 

partnerships to address global challenges, realize the potential of AI and other emerging technologies, 

and optimize data systems. Enhance cooperation between the two countries regarding capacity 

development and emerging technology-related public safety risks.

・	Memorandum of Understanding on India-UK Research and Innovation: To strengthen joint 

research between India and the UK, a new cooperation framework has been introduced that removes 

bureaucratic barriers and facilitates collaboration. This framework aims to advance research on global 

challenges such as climate change, pandemic preparedness, AI, and machine learning. Additionally, India 

has been selected as a partner for the UK’s International Science Partnership Fund. Two joint research 

programs will be implemented using matching funds from both countries: 1) research on livestock 

diseases and animal health and 2) a partnership program to develop skills, technologies, and knowledge 

in fields such as AI, machine learning, and bioimaging. Furthermore, efforts to strengthen cooperation 

between universities and research institutions in both countries will be promoted by matching funds 

from both countries. This includes the establishment of the UK-India Net Zero Innovation Virtual 

Center, a joint research call for proposals between the UK Research and Innovation (UKRI) and India’

s Department of Science and Technology (DST) on sustainability, and a partnership between Aston 

University in the UK and the Council of Scientific and Industrial Research (CSIR)-Dehradun in India on 

sustainable biofuels.

(4) Cooperation Framework in the Digital Field

Since leaving the EU in February 2020, the UK began actively promoting free trade agreements with 

the Asia-Pacific region. The UK sees digital trade—including e-commerce and the free flow of cross-

border data—as a key part of this strategy. In July 2023, the UK formally joined the “Comprehensive and 

Progressive Agreement for Trans-Pacific Partnership (CPTPP).”51 The UK began initial consultations with 

the 11 member countries in September 2020 and formally applied for membership in February 2021. After 

approximately 21 months of negotiations, the UK became the first European country to join the CPTPP.

In June 2020, even before CPTPP talks began, the DSIT and the Department for Business and Trade 

(DBT) jointly launched the “Digital Trade Network (DTN)” in the Asia-Pacific region.52 DTN offices 

were set up in Australia, Japan, Indonesia, Singapore, Thailand, Vietnam, South Korea, and Taiwan. The 

network helps UK businesses explore trade and investment opportunities, connect with partners, and 

attract investment from Asia-Pacific technology companies.
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In 2021, when the DTN became fully functional, the “ASEAN-UK Digital Innovation Partnership” 

was signed.53 In line with the “ASEAN Digital Master Plan 2025,” the “Master Plan on ASEAN 

Connectivity 2025,” the “ASEAN Digital Integration Framework,” and the “ASEAN Agreement on 

Electronic Commerce,” the partnership will advance cooperation in three areas by 2025, namely: 1) digital 

government, 2) the digital economy, and 3) reliable digital services. To commemorate the signing of the 

partnership, the “UK-ASEAN Digital Innovation Symposium” was held online on September 1, 2021, 

where government and private sector representatives gathered to share insights on digital technology 

standards, digital transformation, data governance, and e-commerce.

The “UK-APAC Tech Growth Programme” was launched in June 2023 as an initiative under the DTN.54 

The UK government commissioned Intralink, a consulting firm based in Oxfordshire, to run the program. 

It provides ten weeks of business development support, including site visits, workshops, and pitch events, 

to help UK technology companies and entrepreneurs expand their businesses in the Asia-Pacific region.

The UK has concluded two digital trade agreements. The “UK-Singapore Digital Economy Agreement,” 

signed in February 2022, was Singapore’s first digital trade agreement with a European country. It aims to 

achieve an open digital market, including the guarantee of duty-free circulation of digital content, reliable 

and free data circulation, protection of personal data and intellectual property, and cheaper transactions 

through the adoption of digital transaction systems.55 The agreement also aims to facilitate cheaper 

transactions through the adoption of digital trading systems. Additionally, the “UK-Ukraine Digital Trade 

Agreement” signed in March 2023 aims to support Ukraine’s economy and significantly strengthen trade 

and investment relations between the UK and Ukraine by advancing cooperation in digital markets, data 

circulation, and financial services.56 emerging technologies have been recognized to play an important role 

in promoting economic competitiveness and facilitating international trade and investment flows, and it 

is confirmed that cooperation will be promoted to establish governance and policy frameworks for the 

development and use of emerging technologies that are ethical, trustworthy, safe, and responsible.

・	UK-Singapore Digital Economy Agreement: The agreement includes provisions for cooperation on 

AI and other emerging technologies. It commits both countries to developing governance and policy 

frameworks that support the ethical, trustworthy, safe, and responsible use of AI and technologies 

such as distributed ledger technology, digital twins, immersive technologies, and the Internet of Things 

(IoT). The agreement also outlines areas for bilateral cooperation, including 1) exchanging information 

and sharing best practices in research, industrial activities, laws, regulations, policies, enforcement, and 

compliance, as well as promoting interoperability between international AI governance frameworks; 

2) collaboration on issues and development related to AI and emerging technologies, such as ethical 
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use, human diversity, unintended bias, industry-led technical standards, and algorithm transparency; 

3) promoting cross-sectoral cooperation among academia, industry, and government in research and 

development, joint deployment and testing for practical applications, investment and commercialization 

and responsible adoption of AI technologies; and 4) active participation in international forums such as 

the GPAI.

・	UK-Ukraine Digital Trade Agreement: The section on e-commerce lists the following seven emerging 

technologies with important applications in a wide range of current and future fields: 1) AI, 2) distributed 

ledger technology, 3) quantum technology, 4) immersive technology, 5) sensing technology, 6) digital 

twins, and 7) the Internet of Things (IoT). The agreement also outlines five areas for cooperation 

between the two countries, including 1) the exchange of information and the sharing of best practices 

regarding legal regulations, policies, and compliance; 2) the ethical use of technology, human diversity, 

unintended bias, industry-led technical standards, and algorithm transparency; 3) the promotion of public-

private cooperation between the two countries in research, development, and investment in emerging 

technologies; 4) playing a leading role in developing international standards, regulations, and conformity 

assessment procedures; and 5) actively participating in international forums on the interrelationship 

between trade and emerging technologies.

To strengthen technical cooperation in the digital field with Japan, the UK Department for Digital, 

Culture, Media, and Sport (DCMS) and Japan’s Ministry of Internal Affairs and Communications, Ministry 

of Economy, Trade and Industry, and Digital Agency signed the “UK-Japan Digital Partnership” in 

December 2022.57 The partnership outlines four pillars and 14 areas to strengthen cooperation between 

the two countries: 1) Digital Infrastructure and Digital Technology: a) diversification of communications; 

b) cyber resilience; c) semiconductors; and d) AI, 2) Data: a) data circulation, b) regulatory cooperation, 

and c) data innovation, 3) Digital Regulation and Standards: a) online safety; b) digital markets; c) digital 

technology standards; and d) internet governance, and 4) Digital Transformation: a) digital government 

transformation; b) digital identity; c) ensuring that the benefits of digital technology reach every corner of 

society.

(5) Other bilateral frameworks

The UK is advancing partnerships with Indonesia and South Korea. The “UK-Indonesia Partnership 

2022 to 2024 Roadmap,” signed in April 2022, aims to strengthen relations between the UK and Indonesia 

in a wide range of areas, from trade and investment to climate change, science, and global health, and 

promotes cooperation on politics, security, and defense to support security, prosperity, and stability in the 

Indo-Pacific region.58 Furthermore, in November 2023, the “Downing Street Accord: A United Kingdom-

Republic of Korea Global Strategic Partnership” was signed, in which the UK and the Republic of Korea 

agreed to deepen their relationship through cooperation in trade and investment, science and technology 
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innovation, defense and security, and renewable energy.59 With regard to emerging technologies and 

data, industry-academia-government cooperation will be strengthened, and bilateral trade and investment 

relations will be enhanced with a focus on important high-tech fields of the future, such as AI and 

semiconductors. Furthermore, as part of the effort to strengthen international security, cooperation on 

the responsible military use of AI and other emerging technologies will be deepened, including exploring 

opportunities for the UK to support the 2nd Responsible AI in the Military Domain (REAIM) summit 

hosted by South Korea on September 9 and 10, 2024. The two countries will also cooperate to maximize 

the benefits and address the risks of emerging disruptive technologies, advance norms and principles 

for their responsible use, and strengthen arms control and non-proliferation. As part of this agreement, 

an agreement on science and technology was also signed, which included a commitment to strengthen 

cooperation on important technologies, such as AI, quantum technology, and semiconductors. In addition, 

the “UK-Thailand Strategic Partnership Roadmap,” signed in April 2024, aims to expand and deepen 

cooperation in a wide range of areas, including trade and investment, defense, climate change and energy, 

and agriculture, in light of the 170th anniversary of the establishment of diplomatic relations between the 

UK and Thailand in 2025.60 Utilizing funds such as the UK’s International Science Partnership Fund, the 

two countries will strengthen cooperation in research and innovation, exchange opinions on governance 

and applications in public services and regional issues through dialogue between AI engineers and experts, 

and launch new science and technology programs ranging from AI to engineering biology by the end of 

2025. Mobility between the two countries for students and researchers will also be promoted through 

existing immigration systems.

・	UK-Indonesia Partnership 2022 to 2024 Roadmap: Regarding matters related to the digital economy, 

the following four areas have been identified: 1) strengthening cooperation to support the development 

of ICT infrastructure and digital transformation in Indonesia, including high tech, digital economy, and 

Industry 4.0; 2) exploring opportunities to deepen cooperation in digital technology by promoting and 

strengthening inter-company cooperation in digital-responsive fields and through training and education; 

3) initiatives to shape future technologies based on shared democratic values; and 4) promoting dialogue 

to strengthen cooperation to expand contact and networking among entrepreneurs and strengthen 

cooperation to develop existing digital ventures. Additionally, dialogue will continue to exchange views 

on a wide range of cybersecurity issues and technological developments.

・	Downing Street Agreement: The agreement on science and technology covers the following 

seven areas: 1) acceleration of cooperation on the development of safe and responsible AI based 

on shared democratic values, 2) strengthening cooperation on skills, R&D, supply chain resilience, 

and trade; establishing a new semiconductor cooperation framework to deepen industry ties, 3) a 

new digital partnership to promote collaboration in priority areas such as data, communications, 
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AI, and digital competition, 4) a new memorandum of understanding on space cooperation aimed at 

fostering collaboration between the two countries’ space industries and joint space development, 5) an 

implementation agreement to update and restart the science and technology cooperation agreement 

since 1985, 6) renewed dialogue on quantum issues including personnel exchanges, and 7) closer 

cooperation on engineering biology. Under these agreements, the Royal Society and National Research 

Foundation of Korea will establish the UK-Korea International Cooperation Award to promote 

collaboration between researchers from both countries, investing up to £4.5 million through the UK’

s International Science Partnership Fund. Additionally, Innovate UK will invest over £8 million in joint 

innovation program with South Korea starting in the 2024 fiscal year to advance the development and 

commercialization of critical technologies, including semiconductors.

The UK has signed agreements on quantum science and technology cooperation with Australia, Canada, 

and the Netherlands. The “Joint Statement between the UK and Canada on cooperation in quantum 

science and technologies,” signed in June 2023, and the “UK-Netherlands cooperation in quantum science 

and technology: memorandum of understanding,” signed in November 2023, aim to strengthen bilateral 

joint R&D and personnel exchanges in quantum science and technology.61,62

・	Joint Statement between the UK and Canada on cooperation in quantum science and technologies: 
Based on shared values, joint R&D has been promoted through the use of existing and newly developed 

bilateral and multilateral frameworks. Additionally, a forum has been established for the governments of 

both countries to discuss future quantum research policies in collaboration with industry and academia. 

In addition, efforts have been made to promote the development of future quantum markets through 

commercialization and economic support measures. Furthermore, regularly discussions are now held, 

both bilaterally and multilaterally, on internationally significant policy issues such as regulation, security, 

and supply chain resilience. Cooperation has also been pursued to promote cross-disciplinary research, 

foster next-generation human resources, strengthen the workforce, and encourage the participation and 

implementation of quantum science and technology.

・	UK-Netherlands cooperation in quantum science and technology: memorandum of understanding: 

The two countries have created opportunities to regularly discuss policy issues such as research 

security, standards, and supply chain resilience at bilateral and multilateral levels. Additionally, the two 

countries have promoted exchanges between industry and academia to deepen their understanding of 

research fields and issues, identify concrete opportunities for collaboration at the basic research level, 

and explore possibilities for future joint academic research, verification, and development missions. 

Furthermore, both countries have considered mechanisms to provide funding for joint projects between 
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startups and research institutions in both countries and for the quantum industry. Efforts have also been 

made to promote social awareness of quantum technology and support the establishment of ethical and 

governance principles for the responsible use of quantum technology.

The UK has been advancing its cooperation with Israel on quantum technology. In March 2023, the UK 

and Israel agreed to the “2030 Roadmap for UK-Israel bilateral Relations.”63 Then, in September 2023, 

they signed the “UK-Israel cooperation in science, technology, research and innovation: memorandum of 

understanding.”64 Under this framework, the UK has committed a total of £1.7 million to support joint 

research between the two countries on critical technologies, such as quantum technology. Additionally, 

over £600,000 has been allocated to fund bilateral cooperation led by the UK Atomic Energy Authority 

to advance the development of quantum technologies with high commercial potential that support the 

foundation of quantum computers. Furthermore, the UK has supported UK-based researchers traveling 

to Israel to conduct joint research with Israeli partners at leading Israeli institutions, and allocated £1.1 

million to the “UK-Israel Innovation Researcher Mobility Scheme” administered by Universities UK 

International. All these initiatives form part of a broader package of the joint science, research, and 

innovation projects, totaling £20 million, as agreed in the 2023 Roadmap.

(6) European Union

In September 2023, the UK and European Commissions announced the “UK Association to Horizon 

Europe and Copernicus programmes.”65,66 This agreement enabled UK researchers to apply to the EU’

s major research program, Horizon Europe. Owing to a dispute with the EU over part of the Northern 

Ireland Protocol signed in conjunction with the UK’s withdrawal from the EU, the UK had been excluded 

for nearly three years.67 However, after agreeing to the Windsor Framework in February 2023 to resolve 

the Northern Ireland issue and six months of political negotiations, the UK was granted permission to 

participate as an associate member starting in January 2024. This achievement has been widely welcomed 

by the British academic community, and the government has announced that it will promote participation 

by British industry and academia in new technology development and research projects in various fields, 

from health to AI, and will build cooperative relationships not only with the EU but also with Norway, 

New Zealand, and Israel, which are participating in the program, as well as with South Korea and Canada, 
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which are hoping to participate. In addition, through participation in the European Earth Observation 

program Copernicus, the UK's Earth observation sector aims to promote the utilization of data useful 

for the early warning of floods and fires. On the contrary, in the field of nuclear fusion, the UK will 

not participate in the EU’s Euratom Program but will promote its own nuclear fusion energy strategy, 

including close cooperation with international partners, including Europe, and an investment of up to £650 

million over four years until 2027.68

After announcing its participation in Horizon Europe, the UK successively announced plans to 

strengthen its bilateral research and development cooperation with France and Germany.69,70 In a joint 

declaration with France, the UK’s AI Safety Institute and France’s INRIA (Institut National de Recherche 

en Informatique et en Automatique) announced a new partnership to advance the safe and responsible 

development of AI technology under a new partnership. In conjunction with this, the first France-UK Joint 

Committee on Science, Technology, and Innovation was convened, during which participants exchanged 

views on topics such as AI and research security. The committee is scheduled to meet every two years 

to discuss ways to promote bilateral cooperation in priority areas, such as AI and quantum technology. In 

the joint declaration with Germany, it was confirmed that a strategic working group would be established 

to explore possibilities for bilateral cooperation in areas such as AI, quantum technology, and research 

security, and to develop concrete implementation plans. Additionally, discussions on the potential use of 

the UK’s International Science Partnership Fund have been underway.

Additionally, in April 2024, it was announced that €112 million would be allocated to research on AI 

and quantum technologies under the “Digital, Industry, and Space” work program of the second pillar 

of Horizon Europe, “Global Challenges and European Industrial Competitiveness,” from 2023 to 2024.71 

Of this amount, €50 million will be allocated to the development of large-scale AI models, €15 million 

for promoting cross-border research and development in next-generation quantum technologies, and €60 

million for strengthening Europe's involvement in the international standardization of ICT.

(7) Multilateral frameworks

The UK has leveraged multilateral frameworks to increase its influence on the development and use of 

emerging technologies internationally. The Global Partnership on Artificial Intelligence (GPAI), established 

in June 2020, includes the UK as a founding member, contributing to the promotion of activities consisting 

of four working groups: 1) data governance, 2) innovation and commercialization, 3) the future of work, 
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and 4) responsible AI.72 Many UK experts are also participating in the Steering Committee, continuing 

to collaborate with international partners, including the 29 member countries, to ensure that the GPAI 

steadily promotes the responsible development of AI based on the principles of human rights, inclusivity, 

diversity, innovation, and economic growth. Additionally, in October 2023, the “Global Communications 

Alliance (GCOT)” was established as an informal multilateral alliance alongside Australia, Canada, 

Japan, and the United States to ensure safe, resilient, and innovative telecommunication networks.73 It 

promotes international consensus-building and global dialogue, coordinates efforts to promote innovation in 

telecommunications, and advances multilateral cooperation.

The UK has strategically raised its profile in global discussions. Based on the agreement reached 

at the G7 Digital and Technology Ministers’ Meeting held in April 2021, the UK, as the chair country, 

hosted the “Future Tech Forum” on November 29 and 30, 2021.74,75 The UK led discussions among 200 

representatives from academia, industry, and government in more than 20 countries and identified two 

issues, namely: 1) how technology and its impact on society will change over the next 5 to 10 years, and 2) 

how future technologies can be utilized to address global challenges. Discussions took place on topics such 

as user-centered approaches to new digital technology development, governance of digital technology, 

transparency in data collection, use and sharing, and an open and free Internet. These discussions will 

continue in forums such as the OECD and G7 meetings. Additionally, in June 2023, the UK announced the 

world’s first “AI Safety Summit 2023.” On November 1 and 2, 2023, representatives from major countries 

and academia gathered in London to discuss focusing on Frontier AI (high-performance, general-purpose 

AI models capable of performing a wide range of tasks that could introduce new risks due to cutting-

edge technological advancements and matching or exceeding the capabilities of current state-of-the-art 

models) and to discuss how to optimally manage new risks arising from the latest advancements in AI 

technology.76 Based on the Bletchley Declaration agreed upon as a result, the UK co-hosted the “AI Seoul 

Summit” with South Korea on May 21 and 22, 2024.77 Representatives from approximately 20 countries 

and regions around the world, including governments, international organizations, industry, and academia, 

participated in discussions on three key priorities: 1) safety, 2) innovation, and 3) inclusiveness. The G7 

countries, South Korea, Australia, Singapore, and the EU, which attended the leaders' session, adopted the 

“Seoul Declaration for Safe, Innovative, and Inclusive AI.”78 The importance of interoperability between 
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AI governance frameworks, the special responsibilities of organizations developing and deploying cutting-

edge AI, and the strengthening of international cooperation for the human-centered use of AI were 

clearly stated along with the formation of a network of national research institutions on AI safety. The 

“Seoul Statement of Intent on International Cooperation on AI Safety Science,” published concurrently, 

agrees to build complementarity and interoperability among national efforts on AI safety and to promote 

international sharing of scientific understanding.

・	AI Safety Summit 2023: In September 2023, the UK set the following five goals for the summit: 1) 

a common understanding of the risks posed by Frontier AI and the need for countermeasures, 2) a 

process for promoting international cooperation on the safety of Frontier AI, 3) appropriate measures 

that individual organizations should take to enhance the safety of Frontier AI, 4) potential areas of 

cooperation in AI safety research, such as the development of new standards to support the evaluation 

of model capabilities and governance, and 5) an introduction of the status of the global good use of AI by 

ensuring its safe development.79 On the day of the summit, discussions were held under these five goals. 

Consequently, more proactive and risk-based international cooperation activities were deemed necessary 

to build a safe Frontier AI. Looking ahead, five themes were identified: 1) the need for urgent action 

to establish a common understanding of Frontier AI, 2) the necessity of a comprehensive approach to 

address Frontier AI and other risks, 3) the importance of addressing current AI risks alongside those 

of Frontier AI, 4) the value of appropriate standardization and interoperability in AI, and 5) the need to 

develop a broader AI ecosystem, including skills and talent.80

	   The UK is strengthening its cooperative relationships with like-minded countries through multilateral 

frameworks regarding the development and use of emerging military technologies. In September 2020, 

the US Department of Defense (DoD) Joint Artificial Intelligence Center (JAIC) established the “AI 

Partnership for Defense,” of which the UK was a founding member.81 In September 2021, AUKUS 

was formed to protect and defend the shared interests of the United Kingdom, the United States, and 

Australia in the Indo-Pacific region.82,83 The UK’s International Technology Strategy explicitly identifies 

strengthening international partnerships in defense and security, including AUKUS, as one of its top 

priorities.

・	AI Partnership for Defense: This is composed of 16 like-minded countries: Australia, Canada, Denmark, 

Estonia, France, Finland, Germany, Israel, Japan, South Korea, Norway, the Netherlands, Singapore, 
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Sweden, the United Kingdom, and the United States. The group holds official meetings every six months 

to share insights on AI ethics, data, human-centered management, testing and evaluation issues, and 

other topics related to AI introduction policies and initiatives, with the aim of achieving global leadership 

based on defense values.

・	AUKUS: To strengthen joint capability development and interoperability and promote deeper 

integration of science and technology, industrial infrastructure, and supply chains related to security 

and defense, the following two pillars of activity have been identified: 1) introduction of nuclear-powered 

submarine capabilities to Australia and 2) advanced capabilities. Regarding the second pillar of activities, 

cooperation is being advanced in eight key areas: a) underwater capabilities, b) quantum technology, 

c) AI and autonomy, d) advanced cyber capabilities, e) hypersonic and anti-hypersonic capabilities, f) 

electronic warfare, g) innovation, and h) information sharing.84 Of these, b) quantum technology involves 

the development of positioning, navigation, and timing technologies for military purposes, with a focus 

on enhancing stealth capabilities underwater and integrating these technologies into nuclear submarines. 

Regarding c) AI and autonomy, the focus is on resilient and autonomous AI technologies that leverage 

AI algorithms and machine learning to enhance force protection, precision targeting, intelligence, 

surveillance, and reconnaissance. In April 2023, the UK conducted experiments on the detection and 

tracking of military targets by flight,85 and in October 2023, experiments on the Trusted Operation 

of Robotic Vehicles in a Contested Environment (TORVICE)86 were conducted in South Australia, 

both of which were successful. In November 2023, it was also announced that AI algorithms provided 

by the UK were used for data processing on US maritime patrol aircraft.87 Regarding d) advanced 

cyber capabilities, the UK is working with the industry to improve supply chain cybersecurity while 

introducing advanced tools to gain deeper insights into threats to AUKUS. Efforts are also underway to 

strengthen cyber capabilities, including the protection of critical communication and operational systems. 

Furthermore, regarding g) innovation, the three countries have launched an innovation challenge for 

companies to compete in, with the first event scheduled for early 2024, focusing on electronic warfare.

The UK, which has positioned NATO as its top priority in defense and security, is also advancing 

cooperation in emerging technologies. In February 2021, the NATO Defense Ministers’ meeting approved 

the “NATO Strategy for the Consistent Implementation of Emerging Disruptive Technologies,” which 

identified two priority areas: 1) promoting a consistent approach to the development and adoption of dual-

use technologies, and 2) establishing a forum for allies to protect technologies from potential adversaries.88 
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The “UK International Technology Strategy” states that continuing to support this strategy is one of the 

top priorities of international partnerships, recognizing that emerging disruptive technologies are essential 

to the Alliance’s current and future deterrence posture, collective defense, and national resilience. In April 

2022, the “Defense Innovation Accelerator for the North Atlantic (DIANA)” was approved at the NATO 

Foreign Ministers’ meeting. Focusing on emerging dual-use disruptive technologies, such as AI, big data 

processing, quantum technology, autonomy, biotechnology, new materials, and space, it aims to promote 

the development of emerging disruptive technologies related to defense and security through close 

cooperation among member states. Regional offices were established in London (UK) and Halifax (Canada) 

and a regional hub in Tallinn (Estonia). The London regional office is located at Imperial College, London’s 

White City Campus and works closely with the Tallinn regional hub. The success of DIANA is highlighted 

as one of the top priorities for international partnerships in the “UK's International Technology Strategy.”

・	NATO Strategy for the Consistent Implementation of Emerging Disruptive Technologies: Under a 

comprehensive strategy for addressing emerging disruptive technologies, NATO’s innovation activities 

are focused on nine key technology areas: 1) AI, 2) autonomy, 3) quantum technology, 4) biotechnology 

and human augmentation, 5) hypersonic systems, 6) space, 7) new materials and manufacturing, 8) 

energy and propulsion, and 9) next-generation communication networks. The aim is to develop specific 

plans for each area, promote responsible innovation, and ensure alignment with the alliance’s values, 

norms, and international laws.

・	DIANA: DIANA offers a six-month curriculum that combines lectures, workshops, and mentoring 

for startups and researchers working on emerging disruptive technologies. The selected participants 

will receive further support, including grants, during the six-month program. Participants will receive 

support from accelerators across ten countries and have access to approximately 90 test centers in 

21 countries. In June 2023, DIANA’s first challenge program was launched in three strategic priority 

areas: 1) energy resilience, 2) secure information sharing, and 3) sensing and monitoring. In November 

2023, the 44 companies participating in the accelerator program were announced. The accelerator hubs 

responsible for this program were Tallinn (Estonia), Turin (Italy), Copenhagen (Denmark), and Boston 

and Seattle (United States).

7.3 Summary

In March 2021, the UK published IR2021, setting the ambitious national goal of becoming a global “science 

and technology superpower” by 2030. IR2023, published in March 2023, largely followed the guidelines of 

IR2021 and placed greater emphasis on national security. Recognizing that science and technology are the 

primary drivers of the future, the “creation of strategic advantage through science and technology” has 

been positioned as one of the top priorities.

In March 2023, ahead of IR2023, the plan for achieving a “science and technology superpower” 

was announced in the “Science and Technology Framework.” The framework identified five “key 

technologies” on which the UK should focus to build strategic advantages: 1) AI, 2) engineering biology, 

3) future communications technology, 4) semiconductors, and 5) quantum technology. Decisions regarding 
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the development and utilization of these key technologies will be made using an “own-collaborate-access” 

framework to determine whether the UK will take the lead, collaborate with other countries, or acquire 

technologies from them.

The five strategic plans for key technology areas were announced after the publication of IR2021. The 

four areas, excluding AI, were announced successively after the publication of IR2023. These plans were 

systematically developed within the framework of the “Science and Technology Framework” to achieve 

“strategic advantage through science and technology” and realize the vision of becoming a “science 

and technology superpower.” The “Basic Acts and Strategic Documents on Cybersecurity and National 

Security” were formulated after the publication of IR2021. The “Higher Education (Freedom of Speech) 

Act of 2023,” enacted in May 2023, and the “National Security Act 2023,” enacted in July 2023, include 

provisions to prevent undue foreign influence on universities and research institutions. This finding 

demonstrates that strengthening national security affects higher education as well.

Following the publication of the “Science and Technology Framework” in March 2023, the UK 

announced the “UK International Technology Strategy,” setting out the actions it will take by 2030 to 

become a “science and technology superpower,” win the global competition for technological prowess, and 

build alliances that foster freedom and democracy. This strategy emphasizes that competition between 

authoritarian and liberal values will determine how technology shapes the future, explicitly stating a 

stance against authoritarian states and highlighting the importance of science and technology diplomacy.

Additionally, the “UK International Technology Strategy” sets out four fundamental principles and six 

strategic priorities that serve as guidelines for the UK’s international engagement, partnership building, 

and actions regarding specific technologies. In particular, regarding “Priority Technologies and Data,” one 

of the “Strategic Priorities,” the document emphasizes the importance of emerging technologies critical to 

the UK’s security. The document outlines the actions the UK should take and explains how the four core 

principles should be applied to the five key technologies and the supporting data identified in the “Science 

and Technology Framework.”

Based on this policy framework, the UK is developing and expanding its research funding system, talent 

attraction measures, and research security measures while actively seeking to influence the international 

order regarding important emerging technologies. The UK cooperated with China as necessary while 

expressing caution due to national security threats. Additionally, the UK is strengthening its economic, 

trade, and defense cooperation with allied and like-minded nations. The UK is advancing the establishment 

of strategic partnerships centered on scientific and technological cooperation in the Asia-Pacific region, 

which it considers critical for its economic and security interests. Following the general election in July 

2024, which resulted in a change of government for the first time in 14 years, the UK is likely to continue 

its policy of prioritizing international partnerships with allied and like-minded nations.

Japan and the UK have maintained friendly relations for many years. As the UK seeks to strengthen 

its ties with the Asia-Pacific region, Japan’s importance as a strategic partner has grown. Japan can 

contribute to the international community alongside the UK by actively cooperating with it in the 

establishment of an international order for emerging technologies. Japan can further advance international 

cooperation in this area by drawing on the UK’s policy framework which focuses on five key technologies 

and adopts an “own-collaborate-access” approach to development and utilization. Furthermore, regarding 
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cooperation with like-minded countries, strategies such as specifying partners within the Indo-Pacific 

region and exempting certain target countries from certification under regulatory frameworks such as 

the ATAS deserves close attention. To determine the most effective strategies moving forward, it is 

important for Japan to continue monitoring the UK’s evolving approach in the Asia-Pacific region.
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8 Germany: Ensuring Research Security

8.1  Critical and Emerging Technology Policies

8.1.1　Science, Technology, and Innovation Basic Policy

In June 2021, Germany, which has achieved several major accomplishments, including the successful 

development of a COVID-19 vaccine, introduced its "High-Tech Strategy 2025".1 With research and 

development spending nearing the national target of 3.5% of GDP, and with strong recognition of the 

need to stay at the forefront of innovation while upholding freedom and technological sovereignty, the 

strategy outlines key priorities and goals. These include: 1) technology and mobility, 2) sustainability 

and the environment, and 3) health and transformation. Special attention is given to green hydrogen, 

artificial intelligence (AI), and quantum technology, which are described as "future technologies" that can 

strengthen Germany and Europe’s control over their own technological development.

In March 2023, Germany released the "Future Research and Innovation Strategy" (also referred to as 

the "Future Strategy"), which forms the basis of its science, technology, and innovation (STI) policy.2 It 

advocates "Science, Research, and Transformation," and outlines plans to create detailed roadmaps to 

achieve six major societal missions: 1) resource management, 2) climate protection and the preservation of 

biodiversity, 3) health, 4) digital and technological sovereignty, 5) outer space and marine research, and 6) 

social resilience. Each mission includes specific priority goals and action plans. The strategy highlights the 

importance of developing and employing emerging technologies in cooperation with international partners 

who share similar values. It also stresses the need to ensure Germany and Europe’s technological and 

digital sovereignty while making full use of digital technologies.

Sector-specific strategies have been developed to support two nationwide initiatives. In January 2023, 

the German Federal Ministry of Education and Research (Bundesministerium für Bildung und Forschung, 

BMBF) released the "Cybersecurity Research Agenda". This agenda emphasizes the need for original 

research innovation in cybersecurity aimed at the comprehensive protection of information in the digital 

space. Key principles outlined include strengthening Germany’s and Europe’s technological sovereignty, 

minimizing critical dependencies, enhancing cybersecurity, and protecting privacy.3 In April 2023, the 

German Federal Government adopted a new action plan aimed at securing Germany's position and 

technological sovereignty in quantum technologies.4 The "AI Action Plan 2023 for Germany and Europe," 



206 

Research Report　　Emerging Technology Policies in the Leading Countries and International Cooperation in Asia and the Paci�c

JST Asia and Pacific Research Center　 　APRC-FY2024-RR-02-EN 

Daily Watcher Editorial Board. “BMBF Publishes 'AI Action Plan 2023' for Germany and Europe.” JST Center for Research 
and Development Strategy, 15 September 2023., https://crds.jst.go.jp/dw/20230915/2023091536555/
Janosch Delcker. “3 ways Germany wants to claim tech leadership.” Deutsche Welle, 21 November 2023, 
https://www.dw.com/en/3-ways-germany-wants-to-claim-tech-leadership/a-67512313. 
Henschen, Horst, and Juhasz, Martin. “Technology Sector under Closer Scrutiny – German Government Significantly Extends 
the Scope of Foreign Direct Investment Review in Germany.” Covington Competition, 6 May 2021, 
https://www.covcompetition.com/2021/05/technology-sector-under-closer-scrutiny-german-government-significantly-extends 
the-scope-of-foreign-direct-investment-review-in-germany/

5

6

7

developed by the BMBF in August 2023, aims to contribute to the Federal Government’s AI strategy, 

including enhanced cooperation within and outside Europe.5

In November 2022, at the Digital Policy Summit, Chancellor Olaf Scholz listed three measures necessary 

for Germany to catch up with the United States and China: improving data access, creating "reliable AI," 

and overcoming the shortage of human resources.6

Germany has some of the world’s most stringent privacy restrictions, such as the 1970 Data Protection 

Act. However, as the development and use of AI have advanced, the need to promote data sharing has 

been highlighted. It is also said that the environment of safe information use based on these established 

privacy restrictions should be considered as a weapon to strengthen the competitiveness of AI. 

Additionally, the visa application process is being improved to attract talent from outside the European 

Union (EU).

8.1.2　Definition of Critical and Emerging Technology

In the "Future Strategy," semiconductors, AI, and green technology are listed as "key technologies," 

but no definition or list of these technologies can be found. In addition, the Federal Ministry of Economic 

Affairs and Energy (Bundesministerium für Wirtschaft und Energie, BMWi) amended the Foreign Trade 

and Payments Ordinance (Außenwirtschaftsverordnung, AWV) in April 2021 in line with EU regulations, 

against the backdrop of the shock caused by the acquisition of the robotics company KUKA by the 

Chinese home appliance giant Midea Group in 2016.7 As a result, the scope of foreign direct investment 

(FDI) screening was expanded to include 16 additional sectors shown in Table 8-1. Other sectors, such 

as biotechnology, nanotechnology, energy storage technology, and defense technology, are restricted to 

separate frameworks for FDI screening.

As mentioned above, although there is no uniform definition or list of critical and emerging technologies 

in the German government policy documents, it is considered that the three sectors exemplified in the 

"Future Strategy," the 16 sectors newly subject to FDI screening, and the four sectors mentioned above 

that are subject to FDI screening under the separate framework, are included.
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9

Table 8-1　Sixteen Sectors Subject to Mandatory Noti�cation of Foreign Direct Investment

Germany is currently discussing the implementation of an outbound investment screening system as 

part of efforts to prevent technology leakage.8 This includes proposals such as establishing a scientific 

advisory council, evaluating the trade-offs between restricting technology transfer and enhancing national 

security, and preparing for potential retaliation from countries affected by investment restrictions. 

Simultaneously, there is an emphasis on identifying emerging technologies that are critical to national 

security and economic-technological leadership. Once these discussions translate into concrete actions, 

they are expected to pinpoint the critical and emerging technologies vital for Germany.

8.2 Current Status of International Cooperation

Germany does not have specific policies dedicated solely to international cooperation on critical and 

emerging technologies. This section introduces some of the common basic policies for international 

cooperation in science and technology that could significantly influence such collaborations.

8.2.1　Basic Policy on International Cooperation

In February 2017, the BMBF published "The Federal Government Strategy for the Internationalization 

of Education, Science and Research."9 This strategy builds upon the 2008 "Strategy for the 

Internationalization of Education, Science and Innovation" and outlines five key objectives: 1) strengthening 

international cooperation, 2) demonstrating Germany's innovation capabilities internationally, 3) expanding 

vocational training and qualification internationally, 4) cooperating with emerging and developing countries, 
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and 5) overcoming global challenges. The strategy emphasizes strengthening cooperation in key areas 

with partners that share common values. In collaboration with the EU, Germany aims to advance the use 

of forums such as the EU-U.S. Trade and Technology Council (TTC), cooperation within the framework of 

the Indo-Pacific Partnership, and the strengthening of activities as a member of the EU-India Trade and 

Technology Council, and the EU-Japan Green Alliance. The "Federal Government Report on International 

Research Cooperation in Education, Science, and Research 2019-2020," published by the BMBF, highlights 

new collaborations with Africa, green hydrogen initiatives with Australia, AI cooperation with Japan, 

and participation in the Global Partnership on Artificial Intelligence (GPAI), an international cooperative 

project involving 29 countries and regions, underscoring the significance of value-sharing partnerships.10

8.2.2　Cooperation in the Asia-Pacific Region

The BMBF places high priority on cooperation with the Asia-Pacific region and has been running a 

funding program since 2009 to establish joint research centers with partners in the Asia-Pacific Research 

Area (APRA).11 APRA, named analogously to the European Research Area (ERA), aims to contribute 

to the internationalization of German research and education, strengthen competitiveness in the Asia-

Pacific region, and expand the network of German researchers in Asia. Between 2009 and 2020, six public 

calls for research applications were issued, leading to the establishment of 26 research platforms by 2015, 

primarily in critical and emerging technology fields. In the sixth public call in 2020, seven projects with 

partners from Australia, Japan, New Zealand, and South Korea were selected to establish joint research 

centers for green hydrogen technology, which will be conducted until 2026 or 2027.

In September 2020, the Federal Government released the "Policy Guidelines for the Indo-Pacific."12 The 

guidelines outline focal areas for implementing the Indo-Pacific policy, including: 1) peace and security, 2) 

diversifying and deepening relationships, 3) a multipolar world, 4) open shipping routes, 5) open markets 

and free trade, 6) digital transformation and connectivity, 7) protection of our planet, and 8) access to fact-

based information. Simultaneously, the guidelines outline the following guiding principles for the Indo-

Pacific policy: 1) European action, 2) multilateralism, 3) a rules-based order, 4) United Nations Sustainable 

Development Goals, 4) human rights, 5) inclusivity, and 6) partnership among equals. The guidelines list 

specific policy fields for concrete action: 1) strengthening multilateralism; 2) tackling climate change and 

protecting the environment; 3) strengthening peace, security, and stability; 4) promoting human rights and 

the rule of law; 5) strengthening rules-based, fair, and sustainable free trade; 6) rules-based networking 

and the digital transformation of regions and markets; and (7) bringing people together through culture, 

education, and science. In relation to international cooperation in critical and emerging technology 

fields, emphasis is placed on point 6, which involves expanding cooperation with Indo-Pacific countries 
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in Industry 4.0, intensifying the existing close dialogue on digital transformation with Australia, Japan, 

and South Korea, and promoting close cooperation with partners such as Japan, India, and South Korea 

in digital transformation research, development, and standardization. Regarding point 7, the Federal 

Government seeks opportunities for cooperating on "key technologies" with Australia, South Korea, and 

Japan to strengthen competitiveness.

Under these guidelines and in relation to point 6 above, a "Digital Dialogue" was initiated between 

Germany and Indonesia in April 2023, resulting in an agreement on policies, strategies, and plans for 

digital and new technologies.13 In addition, the digital dialogue with Singapore, ongoing since 2019, 

has agreed on priorities for advanced industrial technologies such as AI, the Internet of Things (IoT), 

communication technologies, and smart cities. Furthermore, in relation to point 7, cooperation in the fields 

of culture, education, and science is being strengthened, with a focus on inviting young researchers. In 

March 2023, Taiwan reached a technology exchange agreement.

(1) China

An "Agreement on Cooperation in Science and Technology" between Germany and China was signed 

in 1978, and joint committee meetings have been held regularly since 2011.14 Active people-to-people 

exchanges are also underway. In 2023, 39,137 international students in Germany were from China, 

accounting for approximately 9% of the total, ranking as the second-largest group after India.15

In September 2020, the German Rectors’ Conference formulated the "Guidelines of Higher Education 

Cooperation with the People's Republic of China."16 The guidelines clearly outline the opportunities 

and risks for German universities in cooperation with China and raise questions about 1) strategy 

and governance; 2) cooperation in teaching, learning, and research; and 3) the development of campus 

environments from the perspective of transparency, equity, and ethics to ensure beneficial cooperation 

with China. Subsequently, the "Bonn Declaration" for strengthening freedom of research was adopted at 

the Ministerial Conference on the European Research Area held on October 20, 2020.17 The Declaration 

emphasizes that "the role of freedom of scientific research in global research collaborations" is to 

"encourage the protection and promotion of freedom of research in cooperation with researchers from 

all countries, including those with different values" and to "work to ensure that freedom of research is 

recognized as an important element in building global cooperation, including in negotiations with third 

countries and international organizations, and in the renewal of the agreement on cooperation in science 
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and technology."

In June 2023, Friedrich-Alexander University Erlangen-Nuremberg, FAU) in Bavaria announced that, as 

of June 1, it would indefinitely suspend the admission of Chinese students receiving scholarships from the 

China Scholarship Council (CSC).18 The university cited the reason that Chinese students receiving CSC 

scholarships are required to pledge "absolute loyalty to the Chinese state, to maintain constant contact 

with the Chinese embassy, and to serve their country upon their return," and that these obligations 

extend to their families and relatives, emphasizing the importance of adhering to the principle of academic 

freedom. Although similar suspensions have already been implemented at universities in the United 

States, the Netherlands, Denmark, and Sweden, this was the first case in Germany, where approximately 

30 universities have reportedly accepted Chinese students on CSC scholarships.

In June 2023, the 7th German-Chinese intergovernmental consultations on science and technology 

were held in Berlin. The two sides agreed on the importance of continuing cooperation in research and 

education.19 The BMBF, while affirming its openness to dialogue, called for improvements in conditions 

for academic freedom, the peaceful use of data, and scientific cooperation. It also proposed organizing 

workshops to facilitate knowledge exchange in research and vocational training.

The following month, on July 13, 2023, the German Federal Government published its "Strategy on 

China."20 While acknowledging China's significant development alongside limited political and social 

transparency, the strategy outlines a multifaceted policy approach to bilateral relations with China, 

enhancement of EU-German collaboration, and strengthening of international partnerships. In the area of 

research and innovation, the document highlights the importance of securing "technological sovereignty." 

It stresses the need to avoid reliance on critical information technology from third countries that do 

not share fundamental democratic values and to ensure digital sovereignty. Therefore, the Federal 

Government indicated a policy not to support projects with China that are likely to result in knowledge 

leakage or to support such projects only under appropriate conditions and will review its current rules 

on intellectual property. Regarding foreign interference, the Federal Government stated that it would 

take measures in cooperation with state governments and call on universities and academic institutions 

to ensure maximum transparency. It also indicated its intention to coordinate cooperative relationships 

among German universities, research institutions, and Chinese institutions.

Upon the release of the "Strategy on China," the BMBF Minister stated that the relationship with China 

must be viewed from three aspects: as a partner, competitor, and systemic rival, and that "maintaining 

capabilities independent of China" is a particularly important topic, expressing the intention to carefully 

examine individual cooperation in science with China and advance cooperation with partners who 

share their values.21 However, diplomatic considerations were added to the content, which was received 
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favorably in Germany and Europe.22 The Chinese government expressed its opposition, saying that "China 

is a partner rather than a rival to Germany," but the Chinese media responded with optimism. However, 

the message that the Merkel-era approach to China had come to an end was clear and was perceived as 

an irreversible shift in direction.

In response to the "Strategy on China," the BMBF announced that it will only support joint research 

projects with China that clearly offer added value for Germany and Europe. It also stated it will actively 

engage with China on global issues such as climate change, making a distinction from cooperation 

involving the risks of dual-use and cooperation in areas such as AI that could potentially be misused for 

surveillance purposes or human rights violations.23 While welcoming the direction to reviewing cooperation 

with China from the perspective of scientific and educational freedom, workshops on research and human 

resource development with China will be continuously held. The BMBF also expressed a commitment to 

promoting the development of Chinese experts in Germany and Europe, emphasizing the importance of 

accumulating expertise in China and securing experts to engage with China on an equal footing.

As the review of cooperation with China progressed, the difficulty of restricting research cooperation 

with China became apparent.24 Germany is China's largest research partner in Europe, with 86,000 

papers co-authored with China annually. Germany's tradition of academic freedom makes it difficult to 

introduce binding regulations on international cooperation with universities, and university authorities are 

reluctant to shoulder the burden of managing research involving dual use and military affairs. Under these 

circumstances, measures to strictly monitor high-risk research should be explored, bearing in mind that 

many Chinese universities are engaged in research activities that combine military and civilian activities 

and that higher education institutions discuss the entry of Chinese students and researchers in cooperation 

with government agencies, public security authorities, technical experts, and Chinese experts to assess the 

content of international cooperation projects and the structure of cooperation.

The following is an overview of the three German research institutes that play important roles in 

cooperation with China:

・Sino-German Center for Research Promotion

The German Research Foundation (DFG) has established the Sino-German Center for Research 

Promotion (SGC) as a division within the organization of the National Natural Science Foundation of China 

(NSFC).25 in October 2000. The SGC was established to strengthen research funding cooperation between 

the DFG and the NSFC. Both countries contribute 10 million RMB annually to support the center’s 

activities. With an emphasis on the natural sciences, life sciences, engineering, and management sciences, 

the center supports joint research and exchanges between the two countries. Its activities are overseen by 
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the German-Chinese Joint Committee on Science and Technology comprising four members appointed by 

the DFG, which　has its secretariat at the NSFC and the NSFC, respectively, and is managed primarily 

by a director and a deputy director (currently one German director and one foreign director) appointed by 

the Joint Committee. In August 2023, a DFG delegation visited the SGC, reaffirming their commitment to 

strategic cooperation in response to the evolving situation.26

・Max Planck Institute

Cooperation between China and The Max Planck Society (MPG), one of the world's leading research 

organizations, spans 50 years since April 1974.27 The relationship with the Chinese Academy of Sciences 

(CAS) is particularly strong, with thousands of Chinese scientists conducting research at MPG. In the 

1980s, a guest laboratory of the MPG was established at the CAS Institute of Cell Biology in Shanghai, 

leading to numerous joint research projects. Chinese researchers constitute approximately 10% of all MPG 

visiting scientists, and one-third of CAS management positions are held by individuals trained in Germany.

In 1995, junior research groups modeled after the MPG were introduced at CAS. These groups, selected 

through a screening process based on international standards have contributed to the career development 

of young Chinese researchers by allowing them to study abroad and return to China. Since the program’

s inception, 13 groups have been established, with their leaders becoming prominent researchers within 

CAS. In 2004, the CAS-MPG Partner Institute for Computational Biology (PICB) was founded based on an 

agreement between MPG and CAS. Although the PICB concluded its operations in December 2020, its 

successor has become a key component of the Shanghai Institute of Nutrition and Health.

While the MPG values its longstanding collaboration with China, it has recently adopted a more cautious 

approach, acknowledging China’s emergence as a competitor in setting international scientific standards.28

・Fraunhofer Institute

The Fraunhofer Gesellschaft (FhG), Europe's largest applied research institute in the field of science 

and technology, opened its Beijing office in 1999 and to foster collaborations with Chinese partners.29 

Between 2013 and 2017, the "Critical Rare Earths" project30 was conducted under the Lighthouse Project 

framework, aiming to develop practical solutions to economic challenges. In March 2019, an agreement 

was signed with Shanghai Jiao Tong University to establish the "Fraunhofer Project Center for Smart 

Manufacturing."31 The center focuses on application-oriented solutions in the fields of manufacturing 

management, human-robot collaboration, and Industry 4.0, emphasizing digital transformation and AI in 
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collaboration with Chinese industry partners. In November 2019, the Fraunhofer Project Center for Urban 

Eco-Development was established to collaborate on efficient energy supply, rainwater management, and 

green space management from the perspective of building environments within the scope of city districts 

and buildings.32

(2) Japan

An "Agreement on Cooperation in Science and Technology" between Japan and Germany was signed 

in October 1974, and since then, collaboration between the two countries has expanded across a wide 

range of fields.33 At the 23rd Japan-Germany Joint Committee on Cooperation in Science and Technology 

held in February, 2019, discussions focused on cooperation in science and technology such as photonics, 

battery technology, cluster cooperation, autonomous driving technologies, and AI. In April 2019, a " Joint 

Statement on German-Japanese Cooperation in Promoting Advanced AI Research and Development" 

was published. In February 2023, the 24th Joint Committee Meeting was held to discuss cooperation in 

science and technology in fields such as information and communication technology, hydrogen technology, 

automated driving technology, marine and polar research, regional clusters, battery technology, and 

agriculture. Potential areas for future cooperation, including the bioeconomy and ensuring research 

integrity, were also explored.

(3) South Korea

An "Agreement on Cooperation in Science and Technology" between Germany and South Korea was 

signed in April 1986, and since 2007, the Korean-German Cooperation Committee on Science and Industrial 

Technology has been held regularly.34 Since 2016, research cooperation between universities, research 

institutes, and companies from both countries has been promoted in the fields of robotics, lightweight 

structures, and energy conversion. In 2021, a research center focusing on green hydrogen was established, 

with activities promoted through funding of up to €760,000 over a five-year period. In September 2023, 

the FhG and the Korea Evaluation Institute of Industrial Technology (KEIT) agreed to strengthen their 

cooperation in industrial technology and innovation research and announced the launch of a specific 

cooperation project in 2024.35 In October 2023, the DFG and the National Research Foundation of Korea 

(NRF) held the first joint forum to exchange views on issues facing both sides, such as research evaluation 

and best practices in research.36
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(4) India

Cooperation between Germany and India in science and technology has spanned 60 years.37 In May 1974, 

an "Intergovernmental Agreement on Cooperation in Scientific Research and Technological Development" 

was signed, and in 1996, an Indo-German Committee on Science and Technology was established. In 

May 2000, a strategic partnership was established, and since 2011, intergovernmental consultations have 

been held every two years.38 On May 2, 2022, the sixth round of intergovernmental consultations was 

held, culminating in the signing of a Joint Declaration on Partnership to Promote Green and Sustainable 

Development.39 In February 2023, the "India-Germany Vision to Enhance Cooperation in Innovation 

and Technology" was released, which identified areas the two countries planned to address: 1) Energy 

partnership and clean technologies, including green hydrogen, 2) strengthening the framework and 

ecosystem for Indo-German business relations to thrive, 3) digital technologies, including fintech, 4) AI, and 

5) 5th and 6th generation mobile communication systems (5G/6G).40

The DFG established an office in India in 2006 and, in collaboration with relevant organizations such 

as the Department of Science and Technology (DST) of India, has supported bilateral joint research in 

materials science, biotechnology, healthcare, and AI.41 In addition, the DFG is fostering young researchers 

and strengthening bilateral cooperation in the fields of humanities and social sciences.

(5) Australia

Germany and Australia have regularly held joint conferences on science and technology since signing 

an "Agreement on Cooperation in Science and Technology" in 1976.42 In December 2014, the German 

Academic Exchange Service (DAAD) and Universities Australia established the "Australia-Germany Joint 

Research Cooperation Scheme" to support the exchange of students and researchers between the two 

countries. In 2018, the embassies of both countries launched the "German-Australian Research Network," 

which promoted exchanges between researchers from the two countries.43

Research cooperation between the two countries has been actively conducted in areas such as hydrogen 

production, scarce resources, digital transformation, and climate change. In particular, regarding hydrogen, 

a two-year study titled "HySupply" was conducted on the feasibility of a supply chain for hydrogen 

and hydrogen derivatives between the two countries, starting in December 2020. This study involved 

universities, research institutions, and industry sectors from both countries.44 Building on this cooperative 



215 

Research Report　　Emerging Technology Policies in the Leading Countries and International Cooperation in Asia and the Paci�c

JST Asia and Pacific Research Center　 　APRC-FY2024-RR-02-EN 

“Joint Declaration between the Federal Republic of Gemany and the Republic of Singapore: Partners for a Resilient and 
Sustainable Future.” German Embassy Singapore, 14 November 2022, https://singapur.diplo.de/sg-en/-/2566212.

“Germany–Singapore SME Funding Programme.” Enterprise Singapore, https://www.enterprisesg.gov.sg/grow-your-business/
innovate-with-us/market-access-and-networks/global-innovation alliance/cip/germany-singapore-sme-funding-programme.

“New agreement offers opportunities for Singapore and German companies to collaborate and scale.” Enterprise Singapore,21 
Apr 2023, https://www.enterprisesg.gov.sg/resources/media-centre/media-releases/2023/april/mr01723_new-agreement-offers 
opportunities-for-singapore-and-german-companies-to-collaborate-and-scale.

“A Historic Milestone in Taiwan-Germany Cooperation! First German Minister Visits Taiwan in 26 Years to Sign a Cooperation 
Arrangement with the NSTC.” National Science and Technology Council, 21 March 2023, 
https://www.nstc.gov.tw/folksonomy/detail/6bc0f076-9685-4e92-857c-8b95a91edc42?l=en.

“Taiwan to deepen AI cooperation with Germany.” Taiwan Today, 9 April 2024, https://taiwanreview.nat.gov.tw/news.php?uni
t=6&post=250898&unitname=Politics&postname=Taiwan-to-deepen-AI cooperation-with-German.

45

46

47

48

49

relationship, Germany and Austria signed the German-Australian Hydrogen Alliance in June 2021 and 

agreed to produce the world's most cost-effective green hydrogen. In March 2022, the two countries 

launched "HyGATE" to support pilot and research projects to build a green hydrogen supply network, and 

are also working to promote cooperation in the Australian hydrogen hubs and hydrogen trade between 

the two countries.

(6) Singapore

Germany and Singapore have built strong bilateral relationships over the past half-century and have 

developed cooperation in a wide range of fields. In November 2022, a Joint Declaration was issued by both 

countries, outlining policies to strengthen cooperation in politics, trade, investment, renewable energy, 

climate protection, research and innovation, connectivity, cybersecurity, and defense and security.45 In 

regard to research, science and technology, the joint declaration highlights the promotion of research 

cooperation on manufacturing technology and talent exchange, as well as the exploration of cooperation 

in the development of new materials, communications technologies, and life sciences. In addition, joint 

research between companies from both countries is actively supported through the Germany-Singapore 

SME Funding Programme46 jointly administered by the Federal Ministry for Economic Affairs and 

Climate Action (BMWK) and Enterprise Singapore (EnterpriseSG), as well as by a Joint Workplan 

Agreement47 between North Rhine-Westphalia and EnterpriseSG to promote two-way collaboration 

between Singaporean and German companies in the fields of advanced manufacturing, green technologies, 

and ICT.

(7) Taiwan

In March 2023, the BMBF Minister visited Taiwan as the first German minister to do so in 26 years 

and signed an "Agreement on Cooperation in Science and Technology" between the two countries.48 

They agreed to expand cooperation in several critical fields, including lithium batteries, hydrogen, AI, 

semiconductors, and human resource development. Under the agreement, Wolfgang Wahlster, Chief 

Executive Advisor of the German Research Center for Artificial Intelligence (DFKI), was appointed the 

coordinator of the joint AI initiative.49 In August 2024, Taiwan Semiconductor Manufacturing Company 

Limited (TSMC) held a groundbreaking ceremony for its first factory in Europe, located in Dresden, 

eastern Germany, and the European Commission announced that it had approved a €5 billion support 
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package from the German Federal Government.50

(8) ASEAN

In July 2016, following ASEAN’s agreement to designate Germany as a development partner at the 49th 

Foreign Ministers' Meeting, the first ASEAN-Germany Development Partnership Committee (AG-DCP) 

was held in January 2017.51 In November 2022, at the 6th AG-DCP Meeting, ASEAN and Germany agreed 

to develop the "ASEAN-Germany Development Partnership: Practical Cooperation Areas (PCA)," which 

defined the key areas of cooperation for 2023 to 2027. At the 7th AG-DCP Meeting held in November 

2023, robust cooperation was reaffirmed under the PCA in areas such as trade and investment, promotion 

of micro, small, and medium enterprises (MSMEs), human resource development, food, agriculture, 

environmental protection, waste management, and sustainable development. They also agreed to continue 

strengthening cooperation in areas of mutual interest, including cybersecurity, energy security, science, 

technology, and innovation.52

8.3 Initiatives on National Security Policy and Research Security

On June 14, 2023, Germany formulated the country's first ever "National Security Strategy."53 It outlines 

an integrated security policy that goes beyond national defense and includes raw material security, supply 

chain security, cybersecurity, protection against disinformation, and the security of critical infrastructure. 

In particular, STI notes that Germany's security and prosperity are based on a high level of innovation 

and technological and digital sovereignty, and that the Federal Government will further promote research 

and development while also taking measures to protect against illegitimate interference and unauthorized 

knowledge transfers. The Federal Government will also strengthen its capabilities in evaluating key 

technologies that serve as tools and driving forces behind global political and economic competition, 

develop essential scientific and technological competencies, and enhance its engagement in setting 

technological norms and standards within the EU. This strategy also includes initiatives to strengthen 

cybersecurity, expand national capabilities, and support the development of international norms for 

activities in outer space.

With regard to China, rivalry and competition have increased, and China has been criticized for 

attempting to reshape the existing rules-based international order, often acting in ways that conflict with 

Germany's interests and values. At the same time, however, it is acknowledged that China remains a 

partner without whom many global challenges cannot be resolved, and that Germany must recognize the 

available options and opportunities for cooperation.
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The BMBF has been implementing measures to prevent technology leaks to foreign countries, 

particularly in quantum technology, AI, and robotics, where Germany holds a leading position. German 

universities are reported to lack sufficient awareness of the risks associated with cooperation with foreign 

military and defense agencies, and they are required to strike a balance between preventing technology 

leakage to foreign countries and maintaining openness in research. At the Munich Security Conference 

held in February 2024, the BMBF Minister emphasized the need to reconsider the strict separation 

between civilian and military research in the context of research security, citing increasing multipolarity, 

cyber threats, and competition from China.54 The Position Paper published by the BMBF in April 2024 

expresses the view that it is necessary to minimize risks while protecting scientific freedom and to allow 

for cooperation between civilian and military research in order to strengthen Germany's and Europe's 

technological sovereignty.55 The discussion paper presented by the BMBF in May 2024 on the next EU 

Framework Program for Research and Innovation for the period 2028–2034 highlights the need for funding 

in key technologies and ensuring synergies between military and civilian research.56

8.4 Summary

Germany has cooperated with China for many years. Research institutions have contributed to the 

training of Chinese researchers, and the industrial sector has developed through strong economic ties 

with China. However, as the geopolitical landscape shifts, the Federal Government unveiled a strategy 

specifically focused on China, titled "Strategy on China," demonstrating its intention to seek a balanced 

approach that weighs risks and opportunities. In addition, the MPG, a leading German research institute, 

has described China as an attractive partner while also expressing caution about China as a competitor.

Attention will be focused on whether German research institutes will promote cooperation in science 

and technology that contributes to the region, such as addressing global challenges, while establishing 

their own technological sovereignty in the Asia-Pacific region.
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9  France: Defending National Interests 
and Academia’s Engagement

Many countries, including France, have implemented protective measures to safeguard emerging 

technologies, preserve national sovereignty, and ensure stable economic development. In this context, 

France has adopted two unique approaches. First, France employs a broad and country-agnostic policy 

framework that emphasizes the defense of national interests without singling out specific nations. When 

preparing the report titled “Better Protect Our Scientific Assets and Academic Freedom” published 

in September 2021, French authorities conducted over 30 public hearings to gather input from higher 

education institutions. They also consulted several representatives from countries that had experienced 

malicious foreign interference1. Based on these consultations, the resulting policy does not explicitly name 

target countries. Instead, it broadly applies it to non-European countries, including China, and spans beyond 

the area of emerging technologies. It is designed and on the principle of strengthening partnerships with 

countries that share France’s core values. Second, France has made significant effort to extend a robust 

national security system into its academic sector—traditionally characterized by institutional autonomy, 

which includes universities and research institutes. In particular, public funding agencies are committed 

to protecting national interests in the context of international cooperation. These agencies also ensure the 

academia’s engagement in upholding national security. Through these approaches, France demonstrates a 

clear commitment to addressing the evolving challenges they face.

9.1  Critical and Emerging Technologies Significant to National 
Security

9.1.1　Policy for Critical and Emerging Technologies

Since the mid-1990s, France has followed a national strategy to identify and promote promoting “key 

technologies” as part of its research and development (R&D) policy. The goal has been to strengthen 

the country’s position as global economic leader, in 2010, France identified 36 technologies2. However, at 

the time, these technologies were not classified as “emerging,” they were simply seen as important tools 

for maintaining economic leadership. Starting in 2020, the concept of “technological sovereignty” began 

playing a more central role in policymaking. Inspired in part by actions taken by the United States and 

China, France shifted its focus to eight strategic areas: 1) advanced nuclear technologies, 2) ultra-high-

speed missiles, 3) artificial intelligence (AI), 4) quantum physics, 5) cyber security, 6) directed energy 
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weapons, 7) neuroscience, and 8) nanotechnology3.

On April 25, 2019, a group of experts—appointed by President Emmanuel Macron in February 20204—

submitted a report emphasizing economic security. The report identified 22 “technology-driven emerging 

markets” where France could experience strong economic growth between 2025 and 2030. Among 

these, 10 markets were considered as high priorities and included sectors such as sustainable food for 

health, hydrogen energy, quantum technology and digital health. The expert report also stressed the 

urgency of creating a national strategy for technologies to avoid losing France’s competitive edge. This 

showed France’s commitment to staying ahead in technological development—even before economic 

security became a widespread concern. However, there is no mention of specific measures targeting 

countries suspected of technology theft or competitors seen as a threat. Still in October 2022, the French 

government increased financial support for cyber technology. As part of its focus on technological 

sovereignty, it invested €36 million in 17 projects5.

Regarding emerging technologies and their international cooperation, France’s national security policy 

pays close attention to foreign influence and interference in universities and research organizations. 

However, its science, technology and innovation policies does not explicitly address national security 

concerns in the same way. In recent discussions about technological sovereignty in Europe—especially in 

France—the rise of China is often mentioned as an prominent issue. Interestingly, there is also concern 

about Europe’s technological dependence on the United States, particularly in the field of information 

technology (IT)6.

9.1.2　Sectoral Strategies

France does not currently have a unified strategy for critical and emerging technologies. Instead, 

different technologies are supported through sector-specific strategies. Two examples of this approach are 

quantum technology and AI, both of which receive targeted funding and policy support.

(1) Quantum technology

In January 2021, the Ministry of Higher Education and Research (MESR) launched a national strategy 

to position France as a global leader in the field of quantum technology in Europe and internationally7. 

Under this strategy, the government committed a total of €1.8 billion in funding by 2025, which includes 

contributions from the “Fourth Investment Plan for the Future (PIA4).” This investment is designed to 
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strengthen industrial value chains, foster human resource, develop scientific research, and technologies. 

Specific project areas include the development of quantum computers, quantum sensors and their 

applications, post-quantum cryptography and quantum communication systems. As part of this national 

strategy, the Priority Program for Research (PEPR) also provides support quantum technology research, 

including the development of solid-state qubits for quantum computing and the creation of post-quantum 

cryptography solutions at the Atomic Energy and Alternative Energies Commission (CEA), the National 

Center for Scientific Research (CNRS), and the National Institute for Information Science and Automation 

(INRIA8. As of March 2023, funding for quantum technology includes €350 million from the “France 2030” 

Five-Year Investment Plan and €150 million from PEPR’s “Quantum Technology” program.

(2) Arti�cial Intelligence (AI)

Following an announcement by President Emmanuel Macron in March 2018, the MESR launched the 

country’s National Strategy for AI Research in November of the same year9. The goal of this strategy is 

to make France a European leader in AI and one of the top five AI countries in the world. To support 

this ambition, the National Institute for Research in Digital Science and Technology (INRIA) leads effort 

to attract and support AI talents, while the National Agency for Research (ANR) manages funding AI 

research and collaboration, as well as works to expand the country’s computing capabilities. By 2022, ANR 

had invested €100 million in AI research support projects and €65 million euros in collaborative research 

projects. One major example is a joint project ANR launched in May 2021 with the Defense Innovation 

Agency (AID). This initiative focuses on developing AI applications for the monitoring of soil, air, and 

ocean, and cybersecurity10.

In November 2021, the French government announced the second phase of its AI Strategy, committing 

€2.2 billion euros in total funding to support priority areas such as device-embedded AI, reliable AI, 

and ecologically transformative AI. The Ministry of Economy, Finance, Industry, and Digital Affairs is 

investing €120 million into projects that aim to commercialize trustworthy AI technologies.11 As part of 

this effort, an AI research project is being conducted under the PEPR framework12. The “France 2030” 

five-year financing plan is contributing €65 million to this program. As with France’s with quantum 

technology efforts, leading institutions such as CEA, CNRS, and INRIA are conducting the research, while 
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ANR is in charge of the administration and projects oversight. This initiative targets the development of 

energy-saving AI systems, embedded and distributed AI systems as well as a new AI infrastructure that 

leverages France’s strong mathematics education system and attracts top international AI researchers. In 

May 2024, nine locations across France were designated as AI research clusters, including Paris Sciences 

& Lettres (PSL) Research University and the University of Grenoble-Alpes. A total of €360 million euros 

will be invested in these clusters to promote research, innovation, and human resource development 

in AI.13 To better coordinate national effort, in January 2023, M. Guillaume Avrin, former head of the 

AI department at the National Laboratory of Metrology and Testing (LNE) was appointed as France’s 

national AI coordinator. He is responsible for supervising AI-related projects across multiple government 

ministries14.

9.2 Current Status of International Cooperation

9.2.1　Basic Policy on International Cooperation

As concerns about foreign interference in research have grown, France has strengthened its oversight 

of international cooperation involving emerging technologies. The MESR, in collaboration with diplomatic 

authorities, has been working to develop a basic policy framework to guide international research 

partnerships15. France now prioritizes research collaboration in three scientific areas of diplomatic 

significance: 1) digital technologies, including AI and quantum technologies, 2) medical and life sciences, 

and 3) energy and sustainable development. In these areas, the emphasis is placed on selecting partners 

who share common values and a long-term vision. In July 2023, Minister of MESR, Sylvie Retailleau 

stressed that science diplomacy plays a crucial role in addressing global challenges. She noted that 

scientific collaboration strengthens not only research institutions and universities, but also broader 

economic sectors. According to her, cooperation with international partners should always be based on 

mutually shared values and principles. Twelve countries have been identified as priority partners for 

cooperation: Australia, Brazil, Canada, Germany, India, Israel, Japan, Singapore, South Africa, Republic of 

Korea, the United Kingdom, and the United States16. Among them, France has established joint strategic 
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committees with Canada17 and Republic of Korea18, focusing especially on digital and quantum technologies 

that are closely linked to the economy, national security, and basic research.

While French universities and research institutes experience academic freedom and institutional 

autonomy, some international partnerships—especially those in sensitive areas—may require review 

or approval from MESR or a designated Senior Defense and Security Official (HFDS) assigned to the 

institution19. As cooperation with China grows, the MESR has observed an increasing number of inquiries 

from institution seeking guidance. Although China is viewed as a partner, rather than an adversary like 

Russia, certain partnerships still raise concerns. For example, the CNRS advises that any project funded 

by the Chinese government should be referred to the MESR for review.

9.2.2　Cooperation in the Asia-Pacific Region

France’s objectives and initiatives in the Asia-Pacific region are outlines in its “French Indo-Pacific 

Strategy,” announced President Macron’s visit to Australia in May 201820. To promote French business 

activities in research and innovation, and to strengthen international cooperation, the following actions 

have been undertaken: promotion of inter-university research cooperation with Australia, India, Indonesia, 

Japan, Singapore, and Vietnam; expansion of research on emerging infectious diseases, such as Zika 

fever, through the extended network of the Institut Pasteur; support for French research institutes, 

such as CNRS, and INSERM, to increase their engagement in key areas such as oceanography, resource 

management, climate change and biodiversity. In ASEAN countries and India, these efforts are pursued 

in partnership with the European Union (EU). The CNRS identifies Australia, Indonesia and Japan as 

strategic partners for scientific cooperation and maintains six regional offices across the region.

(1) Japan

The Agreement on Scientific and Technical Cooperation between the Government of Japan and the 

Government of the Republic of France was originally signed in 1974 and later updated in June 199121. The 

Agreement sets the policy framework for the bilateral relationship in science and technology, with the 

Joint Committee, established under Article 5, serving as a platform for intergovernmental discussions. In 

July 2022, the 10th meeting of the Joint Committee was held at the MESR in Paris. The meeting featured 

active exchanges on the current state of science and technology diplomacy, as well as cooperation in 

the fields of digital technology, health, energy, and agriculture. On this occasion, a Memorandum of 

Understanding was signed between the Associations of Universities from both countries to strengthen 

their cooperation in the future. In December 2023, the two governments announced a “Roadmap on Japan-
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France Cooperation under the Exceptional Partnership (2023-2027).” In the field of science, technology, 

and innovation, the roadmap reaffirmed the role of the Joint Committee in facilitating policy dialogue and 

promoting cooperation in areas of common interest, such as digital technology, health, energy, agriculture, 

oceanographic research, and polar studies. The roadmap also emphasized the importance of protecting 

emerging technologies and related intellectual properties22. Further collaboration was also supported 

through major funding programs led by research institutions in both countries, including Japan’s “Adopting 

Sustainable Partnerships for Innovative Research Ecosystem (ASPIRE)” program.

(2) Republic of Korea

France and Korea have deepened their cooperation in science and technology since the signing of a 

“Science and Technology Cooperation Agreement” in April 1981. An action plan was introduced in 2018 

to further strengthen this collaboration23. Each year, more than 15 joint projects are undertaken, primarily 

under the Hubert Curien Partnerships, totaling 225 projects to date. On June 20, 2023, the 8th meeting 

of the Joint Committee was held, bringing together representatives of universities, research institutes, 

and international relations officials from both countries. During the meeting, participants confirmed their 

commitment to bolster bilateral science and technology cooperation through a strategic joint committee 

framework. A new mechanism for co-funding high-priority projects was also introduced to support 

promising projects that aligned with share national priorities. In addition, the agreement between France’

s CNRS and South Korea’s National Research Council of Science and Technology (NST) was updated to 

cover the fields of scientific data, supercomputing, and high-performance computing (HPC).

(3) Australia

France and Australia share the values of dynamic and open democracy, law-based multilateralism, 

respect for human rights, and fair, rules-based trade. In 2012, the two countries affirmed their commitment 

to developing a strategic partnership, which evolved further in 2017 into a deeper relationship 

encompassing political, economic, military, and scientific cooperation24. An intergovernmental science 

and technology dialogue has also been ongoing since 2016. The Joint Declaration of July 2022 announced 

during the visit of the French Minister for Europe and Foreign Affairs to Australia, called for “enhanced 

cooperation on cyber, critical technologies and facilities.” This was followed by the publication of a 

roadmap in December 2023, which outlined the establishment of an Indo-Pacific France-Australia Center 

of Excellence, as well as reinforced cooperation in key sectors such as defense, space, rare minerals, and 

climate change. Three programs, including one focused on energy transition, have been promoted under 

this framework25.

Scientific cooperation spans a wide range of fields. On the French side, institutions such as CNRS, 
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CNES(the French Space Agency), INRA, INSERM, Institut Pasteur, University Paris-Saclay, Sorbonne 

University, and PSL Research University are actively engaged. Priority areas for joint research are 

engineering, digital technology, ecology and energy conversion, space, medicine, marine science, 

sustainable agriculture, and biodiversity conservation. Both universities are especially active in Industry 

4.0 related activities, supporting startups commercialization of public research, and cooperation through 

competitiveness centers. They also promote the formation of international centers of excellence to 

encourage public-private partnerships, bolster connections between education, research, and innovation, as 

well as empower universities to play a leading role in combining research and technology development. 

In 2021, the CNRS launched an international AI-focused joint laboratory with the University of Adelaide, 

Flinders University, and the University of South Australia26.

(4) China

France has played a key role in China’s technological development, particularly in the fields of railroads, 

nuclear power, aircraft, and other industrial technologies. The Wuhan Institute of Virology is also a 

product of French technical collaboration. Notably, France was the first nation in the world to recognize 

the People’s Republic of China in 1964, under President de Gaulle, and became the first Western nation 

to conclude a science and technology cooperation agreement with China in 1978. A French-Chinese 

Committee for industry-base cooperation was established in 1979 under the auspices of both governments 

and continues to operate today27.

In March 2014, as part of the celebrations for the 50th anniversary of diplomatic relations, the two 

countries launched the French-Chinese Expert Committee on Innovation in partnership with China’

s Ministry of Science and Technology (MOST)28. This was followed by an agreement in July 2017 to 

strengthen bilateral cooperation. President Xi Jinping stressed that both countries could independently 

pursue foreign policies, contribute to international peace, and deepen cooperation in the fields of science 

and technology, including nuclear power, space, agriculture, food, finance, and sustainable development29. 

In February 2019, the 14th meeting of the Joint Committee was held where seven priority themes 

were adopted for the next three years: health, agriculture, AI, advanced materials, environment, space, 

and particle physics. In March 2024, during the 15th meeting of the Joint Commission, the CNRS and 

the Ministry of Science and Technology of the People' Republic of China (MOST) agreed to resume 

collaboration which had largely stalled in the aftermath of the COVID-19 outbreak. The CNRS and the 

Chinese Academy of Sciences (CAS) also renewed their cooperation framework, expanding it to cover 

climate change and its impacts on biodiversity, as well as particle physics, and both basic and applied 

mathematics, and other areas30. Furthermore, in May 2024, Frane and China issued a joint declaration on 
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AI and global challenges related to AI governance31. This declaration explicitly referenced the Bletchley 

Declaration from the AI Safety Summit hosted by the UK in November 2023, in which China participated. 

However, it did not reference the UN resolution, titled “Seizing the opportunities of safe, secure and 

trustworthy artificial intelligence systems for sustainable development,” led by the U.S. and not backed by 

China at the UN in March 2024.

Since 2017, France and China have implemented a bilateral exchange program, under which 

approximately ten early-career prospective researchers are hosted annually at partner institutions for 

periods of two to six weeks. In the field of nuclear energy, the France-China Institute for Nuclear Energy 

Research has operated since 2010, a joint initiative between China’s Sun Yat-sen University and the French 

Consortium for the Training of Nuclear Engineers, led by Grenoble Polytechnic. This cooperation supports 

both human resources development and the resolution of technical challenges in China’s nuclear industry32. 

As of September 2021, bilateral cooperation between the two countries included: 120 sister universities, 

approximately 47,500 Chinese students in France, over 10,000 French students in China, and 17 Confucius 

Institutes in France. Within the CNRS framework, around 100 bilateral research projects were active as 

of 2019, including 26 “Cooperative International Laboratories” in China. Notably, 1,591 French researchers 

has visited China for short-term research stays (approximately 15 days each), while 1,491 Chinese PhDs 

and doctoral students had undertaken research activities at the CNRS. In June 2024, to celebrate the 60th 

anniversary of diplomatic relations, the National Natural Science Foundation Commission (NSFC) and 

the CNRS jointly funded five research projects over a two-year period. These projects focus on the fields 

of biodiversity evolution, dynamics under natural and anthropogenic constraints, natural hazards and 

extreme weather phenomena. Each project received funding of RMB 150,000 from the NSFC and €20,000 

from the CNRS33.

(5) India

France and India have maintained diplomatic relations since 1947, the year of India’s independence. 

In July 2023, marking the 25th anniversary of their Strategic Partnership, the two nations adopted the 

“India-France Indo-Pacific Roadmap,” which outlines a shared vision to strengthen relations and promote 

stability and sustainable development in the Indo-Pacific through 2047. As part of this roadmap, both 

countries committed to consolidating strategic ties in the fields of science and sustainable growth between 



226 

Research Report　　Emerging Technology Policies in the Leading Countries and International Cooperation in Asia and the Paci�c

JST Asia and Pacific Research Center　 　APRC-FY2024-RR-02-EN 

“Franco-Indian roadmap: 30,000 Indian students in France in 2030.” Campus France, 26 July 2023,
https://www.campusfrance.org/en/actu/feuille-de-route-franco-indienne-30-000-etudiants-indiens-en-france-en-2030.

“Scientific Cooperation.” Ambassade de France à Singapour, https://sg.ambafrance.org/Scientific-Cooperation-3571.
Déclaration conjointe : Singapour et la France renforcent leurs partenariats en matière de recherche et d'innovation lors de la 
3e réunion du Comité mixte sur la science et l'innovation”, The Center for Research and Development Strategy (CRDS), JST, 
November 21, 2023, https://crds.jst.go.jp/dw/20231121/2023112137053/.

“La France et Singapour créent un laboratoire conjoint en R&D dans le domaine de l’intelligence artificielle pour la défense.”
Agence de l’innovation de défense, 18 April 2023, https://www.defense.gouv.fr/aid/actualites/france-singapour-creent-
laboratoire-conjoint-rd-domaine-lintelligence-artificielle-defense

35

36

37

38

their research institutes34. A Joint Committee on Science, Technology and Innovation was established 

to promote collaboration on priority projects involving the ANR. Key areas include digital and critical 

technology, energy, environmental and urban transformation, and healthcare. Additionally, the two nations 

jointly create the “Indo-French Centre for the Promotion of Advanced Research (IFCPAR)” to foster 

scientific collaboration. In the realm of critical technologies, ongoing collaboration is guided by the “Indo-

French Roadmap on Cybersecurity and Digital Technology” adopted between the two countries in 2019. 

This includes joint efforts in supercomputing, cloud computing, AI, and quantum technologies, with the 

aim of enhancing industrial applications in critical digital technologies, climate change, and medicine. 

France has also pledged to welcome 20,000 Indian students by 2025 and 30,000 by 2030,35 supported by a 

special visa system and the establishment of a global Indian alumni community.

(6) Singapore

France and Singapore share a longstanding history of cooperation in science and technology. This 

collaboration has deepened over the years, as evidenced by the establishment of the CNRS regional 

representative office in Singapore in 2014 and the launch of the “France-Singapore Year of Innovation 

Initiative” in 2018, which included a series of joint events in both countries36. In July 2018, an agreement on 

AI was signed between the CNRS, INSERM, INRIA and AI Singapore, marking a significant step toward 

collaborative research. A series of joint workshops were held in June 2018, August 2019, and December 

2019, alternating between Singapore and France. These workshops focused on research areas such as 

AI and health, accountable AI, distributed integrated learning, natural language processing, and privacy, 

trust, responsibility, as well as data sharing in AI. The France - Singapore Joint Science and Innovation 

Committee (COSIMIX) convened its inaugural meeting in 2019, supported by the ANR and Singapore’

s National Research Foundation (NRF). At the third COSIMIX meeting on October 23, 2023, both sides 

agreed to start cooperating on energy efficient resource reuse, fusion research, electronics, materials 

engineering, photonics, quantum technology, sustainable technology, women’s health, and nanophononics37.

In the field of defense technology, bilateral cooperation has been driven by the Singapore and France 

Advanced Research Initiative (SAFARI) since 1997. Under SAFARI, over 70 joint projects have been 

carried out in the fields of naval science, robotics, biology and chemistry. In April 2023, a technical 

agreement was signed to establish a joint R&D laboratory as part of SAFARI. This lab supports a 

collaborative AI project for defense applications, coordinated by researchers from both countries38. 

Specifically, backed by Temasek Laboratories at the National University of Singapore, and with the 

participation of four additional Singaporean universities, including the Singapore-based CNRS International 
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(French-Singaporean) Research Laboratory (IPAL), the joint efforts focus on command and control systems, 

AI-driven decision support, autonomy, and operational advantage in combat, as well as computer vision, 

geospatial AI, robust AI, and automated language processing, These initiatives also include modeling, 

demonstration, and field applications where relevant.

(7) Taiwan

On November 29, 2023, France and Taiwan signed a “Science and Technology Cooperation 

Convention”39. As like-minded nations committed to democracy, freedom of speech, and respect for human 

rights, both countries reaffirmed their shared values through this agreement and set a framework for 

deepened research collaboration. The Convention outlines cooperation in six key areas: social impact of AI, 

semiconductors, quantum technology, healthcare, maritime technology, cyber security, green industry, net 

zero energy, and space technology, as well as climate change and aging society.

(8) ASEAN

The “French Indo‑Pacific Strategy” unveiled in May 2018, outlines France’s commitment to addressing 

the issues of security, economic, health, climate, and environment in the Indo-Pacific region. The strategy 

reflects France’s ambition to act as stabilizing power in the region, promoting the values of freedom, 

respect for international law, and the protection human rights. Given ASEAN’s strategic importance, 

France aims to strengthen cooperation in areas such as security and defense, economy, connectivity, 

research and innovation, multilateralism and the rule of law, climate change, biodiversity, and sustainable 

management of the oceans. To support projects in areas such as biodiversity conservation, emerging 

infectious diseases, and energy transition, France established a dedicated project fund and committed 

French experts to the ASEAN Secretariat.

In September 2020, ASEAN officially recognized France as a development partner during its 53rd 

Foreign Ministers’ Meeting. Subsequently, in March 2021, the ASEAN-France Development Partnership 

Committee (AF-DFC) agreed to advance cooperation in disaster response, biodiversity, energy, healthcare, 

sustainable agriculture, security, digitalization, cybersecurity, and connectivity, culture and tourism40. In 

November 2022, both sides adopted the “Practical Cooperation Areas (PCA) 2022-2026,” which outlines 

short- and medium-term goals in science, technology, and innovation. Priority areas include medicine, 

emerging infectious diseases, environmental management, climate change adaptation, alternative energies, 

biodiversity conservation, food processing, and advanced materials for value-added products41. Additionally, 

the MESR and the French Academy of Sciences launched the “Trampoline Prize” to support scientific 

and technological cooperation for two years. For the 2022-2023 period, the prize awarded €22,000 to six 



228 

Research Report　　Emerging Technology Policies in the Leading Countries and International Cooperation in Asia and the Paci�c

JST Asia and Pacific Research Center　 　APRC-FY2024-RR-02-EN 

“Prix Tremplin ASEAN de coopération bilatérale en recherche.” Ministère de l’Enseignement supérieur et de la Recherche, 31 
August 2022, 
https://www.enseignementsup-recherche.gouv.fr/fr/prix-tremplin-asean-de-cooperation-bilaterale-en-recherche-86824.
Délégation interministérielle à l’intelligence économique. Guide de l’intelligence économique pour la recherche. Paris, 
January 2012. https://www.enseignementsup-recherche.gouv.fr/sites/default/files/content_migration/document/
GuideIErecherche_278301.pdf.
Izambard, Antoine. France-Chine – Les liaisons dangereuses. Stock, 2019.

42

43

44

collaborative research teams, composed of French researchers from seven ASEAN countries (Thailand, 

Cambodia, Indonesia, Malaysia, the Philippines, Singapore, and Vietnam)42.

9.3  Efforts to Protect Critical Emerging Technologies and 
Eliminate Foreign Interference

9.3.1　 Foreign Interference Against Academic-R&D Activities and Countering 
Actions

Throughout the Cold War, efforts to protect national interests in science and technology were closely 

tied to national defense. From the 1970s to the 1990s, these efforts focused on restricting access to 

defense-related facilities, controlling information flows, regulating access to sensitive sectors in industry 

and research institutions, and monitoring potential information leaks through cooperative oversight. 

During this period, laws and regulations on dual-use technologies were instituted, and international export 

trade controls were rigorously enforced. However, by the 2000s, it became increasingly necessary to 

address threats on foreign interference in academic and R&D activities, while simultaneously promoting 

and protecting emerging technological developments critical to maintaining economic leadership. In 

this context, priorities shifted toward identifying areas of technology that should be protected, and the 

overarching concept guiding these efforts became known as “economic intelligence.” To formalize this 

approach, the “Guidelines of Economic Intelligence for Research,” were jointly issued in September 

2011 by the six research-related ministries. These guidelines offered principles for protecting national 

interests in international cooperation, such as warning of restricted access areas, declining unannounced 

visits or questions, confirming the affiliation of visitors, and taking national interests into consideration 

when allocating intellectual property rights. However, they did not specify which emerging technologies 

should be protected. In February 2015, the Interministerial Delegation of Economic Intelligence (D2IE)—

responsible for coordinating cross-ministerial efforts—published the “Basic Principles on the International 

Mobility of Scientists and Experts.” This document emphasized the need for establishing formal 

agreements for the acceptance of students and researchers, managing authorized access by defining 

restricted areas (ZRR), and implementing robust information systems43.

Concerns about foreign interference in academic and R&D activities surfaced earlier in France earlier 

than in other parts of world, and were increasingly perceived as foreign threat to academic freedom and 

independence. In October 2019, the publication of the book “France-China, Dangerous Relationships” drew 

significant public attention to the issue, citing specific examples of Chinese students allegedly reporting 

research findings and technologies back to Chinese authorities44. At the European level, responses to 
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these concerns grew tractions. In March 2019, the European Parliament introduced an EU framework 

for screening foreign direct investment, and in June 2020, it established a Special Committee on Foreign 

Interference in All Democratic Processes45. In 2021, the General Inspection of Public Finance submitted a 

report to the French government titled “Challenges for the Protection of Knowledges and Knowhow in 

Higher Education and Scientific Research”46. In light of China’s increasingly comprehensive strategy to 

influence French universities, the report called for greater awareness and stronger actions to safeguard 

France’s National Scientific and Technological Potential (PPST). It raised concerns particularly about 

relationships between certain French universities and Chinese institutions linked to China’s national 

defense apparatus. According to the National Assembly’s Commission of inquiry into political, economic, 

and financial interference by foreign powers, the number of investment projects suspected of foreign 

interference rose sharply from 300 in 2021 to 700 in 2022, mirroring a significant increase in foreign 

investment in French companies47. The report noted the growing alarm over leak cases of intellectual 

property and sensitive technology, including those caused by cyberattacks. As foreign powers intensified 

efforts to engage with French companies, oversight and regulation were reinforced. However, the report 

highlighted a shift in tactic referred to as the “wild salmon” strategy—a move upstream to the academic 

achievements, which remained comparatively less protected. Notably, the Leti Research Institute of the 

CEA, which had a history of collaborating with Huawei in electronics and information technologies, ended 

its partnership in the summer of 2021. Similarly, Telecom Paris, which had accepted a € 700,000 donation 

from Huawei in late 2019, stopped admitting doctoral students under contracts with the company around 

the same time48.

In response, the French Senate issued its “Recommendations for Ensuring Academic Freedom” in 

September 2021. The Senate recognized that foreign influence—particularly from China— was increasingly 

detrimental to academia, and that Europe as a whole faced an urgent need to take actions. The report 

offered 26 recommendations, including the creation of a monitoring body for foreign interference 

in universities, greater transparency in bilateral exchanges between European and non-European 

universities, and the introduction of clauses ensuring respect for academic freedom and research integrity 

in agreements with non-European research institutions and private companies. In addition, the “Report of 

Foreign Interference” published in October 2022 identified China, along with Russia and the Middle East, 

as capable of interfering in all aspects of policy through persistent political influence, and that the “naivety” 

of French academia was being put to the test.49
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In June 2023, the National Assembly also released a report by its Commission of Inquiry on Interference 

by Foreign Powers, which included 12 recommendations, notably “the development of security plans 

for universities and laboratories”50. This was followed in November 2023 by the release of the annual 

report of the Parliamentary Delegation on Intelligence (DPR), a body composed of members from both 

houses of Parliament, which warned of the threat of foreign interference and recommended, among 

others, stronger measures against China, Russia, and Turkey51. In September 2023, during the General 

Assembly of the Association of French Universities (an organization of university presidents), Nicolas 

Lerner, Directorate-General of Internal Security (DGSI), drew attention to the increasing foreign threats to 

higher education and research activities. He emphasized the growing risks associated with international 

scientific cooperation, and stressed the need for enhanced communication with the MESR52. In June 

2024, Sylvie Retailleau, Minister of MESR, testified before the Senate Inquiry Committee, stating that 

foreign interference in French higher education and research communities, particularly from China, had 

become increasingly serious, resulting in the leakage of sensitive information and the abusive use of 

judicial decisions, partly due to the recent deterioration in the geopolitical situation53. She further noted 

that the number of MESR personnel dealing with such interference tripled from 2016 to 2024, bringing 

the number of ZRR to 900. While ZRRs were initially introduced and developed to protect scientific and 

technological research facilities and equipment, she stressed that serious interference had also extended 

to the humanities and social sciences in recent years. As a result, hundreds of individuals working in these 

disciplines have been denied access to relevant ZRRs since 2020.

Efforts to counter foreign interference have also been undertaken with a strong emphasis economic 

security. In February 2022, the Minister of MESR required Technology Transfer Acceleration Companies 

(SATT) to appoint a chief officer for economic security. On September 21, 2023, a bipartisan bill was 

introduced to establish a “Directorate-General of Economic Intelligence Secretariat” within the Prime 

Minister’s Office tasked with formulating a “National Strategy for Economic Intelligence.” This strategy 

promotes measures focusing on “offence” rather than “defense,” and encourages local governments to 

play a more active role54. In particular, a key focus has been on strengthening France’s leadership in 

international standardization activities, an area in which it has traditionally lagged. The empowerment 
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of foreign investment screening institutions has also been accentuated. Regarding emerging technologies, 

the bill mandates that each research institute develop its own economic intelligence program and submit 

annual reports assessing economic, technological, and scientific threats. Furthermore, public officials 

involved in matters of national interest are now required to undergo ethics training, and economic 

intelligence training is to be included in the education of public officials involved in international 

cooperation.

9.3.2　Basic Policies and Efforts for the Protection of Emerging Technologies

In France, the protection of emerging technologies operates within three major interconnected yet 

distinct frameworks, each designed to safeguard national interests: “Intelligence,” “Protection of National 

Scientific and Technological Potential (PPST),” and “Protection of Sensitive State Information.” More 

specifically, the “Intelligence” framework falls under the jurisdiction of the Directorate-General of External 

Security (DGSE) and is guided by National Intelligence Strategy (SNR),55 enacted in October 2014. The 

PPST is a legal instrument under the Criminal Code, overseen by the Secretariat-General for National 

Defense and Security (SGDSN) in collaboration with Senior Defense and Security Officers (HFDS) installed 

in ministries, universities, and research institutions. Lastly, the “Protection of Sensitive State Information” 

is the responsibility of the Strategic Intelligence and Economic Security Service (SISSE), which also 

shares jurisdiction over PPST-related information protection. Since 2017, Research Integrity Officers and 

Compliance Officers have been appointed in universities and research institutes under separate legal 

frameworks. They are required to collaborate with HFDS and share relevant information. In February 

2024, quantum computing and related technologies were added to the EU Export Trade Control List, 

further tightening Control Regulation for Dual-Use Items and Technologies56.

(1) Intelligence

In the SNR, “Intelligence” is defined as the totality of information and facts gathered and analyzed by 

the competent authorities with the aim of countering threats to national interest, protecting people and 

property, and advancing the objectives of the state and its organizations.

The Directorate-General for External Security (DGSE) is the main executing agency of the SNR. It 

traces its origin to the Central Bureau of Intelligence and Operations (BCRA), established in 1942 by the 

Free French Government during World War II57. The DGSE’s mission is to facilitate informed decision-

making, prevent threats, and advance France’s national interests. It categorizes targeted threats into 

four categories: 1) terrorism; 2) grave and catastrophic crises that threaten public safety; 3) protection or 

promotion of national economic and industrial interests; and 4) combating transborder threats (including 

cybersecurity, interference, espionage, organized crime, and weapons proliferation), and the goals, 
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priorities, and organizational structure are specified for each of them. Regarding categories 3 and 4, the 

protection of emerging technologies becomes a national priority whenever threats to France’s economic, 

industrial, and scientific interests are imminent. These threats include foreign interference and espionage 

targeting know-how and research results at inadequately protected R&D facilities. Addressing them 

requires identifying hostile forces and groups, their objectives, and their tactics.

The General Directorate for Internal Security (DGSI), under the Ministry of the Interior, is also 

the executing agency of the SNR. It was established in 2014 through the merger of the two historic 

institutions: the Central Directorate-General of General Information, founded in 1907, and the Directorate-

General of Homeland Surveillance, founded in 194458. While its primary missions are counterterrorism, 

counterintelligence, and cyber security, the DGSI also gathers information on economic security and 

provides supports to research institutions and businesses. Every year, the DGSI conducts nationwide 

outreach activities, reaching approximately 65,000 people in 1,400 locations, and regularly shares 

information with the MESR and the Secretariat-General for National Defense and Security (SGDSN).

(2) Protection of National Scienti�c and Technological Potential (PPST)

Activities conducted under the PPST are orchestrated by the SGDSN, which operates under the 

authority of the Prime Minister’s Office. A dedicated structure has been instituted whereby HFDS—

assigned to the MESR and other ministries, universities, and research institutes—are tasked with 

implementing PPST in protected fields. In addition, public or private institutions that are committed to the 

protection of knowledge and know-how, and to ensuring the confidentiality, also contribute to this effort.

The SGDSN has been actively involved in these issues since the late 1990s, with a focus on the “transfer 

of scientific and sensitive information.” In 2009, the Cabinet agency for national defense was reorganized 

into a new body with four main missions: “Safeguarding national defense related information,” “PPST,” 

“Protecting key facility managers, public or private, from terrorism,” and “Maintaining the integrity of 

information management systems related to critical service functions of economy and society”59. In 2011, 

the concept “scientific and technological potential,” was legally recognized in Article 410-1 of the Criminal 

Code as a “fundamental element” of the state’s essential interest, alongside territorial integrity and 

national security. It was defined as “the whole property, material or immaterial, inherent in products of 

scientific activities, basic or applied, as well as technological development.” Under the PPST framework, 

strict control measure are triggered when the “misuse” or “theft” of “the most sensitive knowledge, 

know-how and technologies possessed by domestic establishments, public or private,” could result in any 

of the following: 1) harm to France’s economic interests, 2) reinforcement of foreign military capabilities or 

weakening French military forces, 3) proliferation of weapons of mass destruction and their transportation, 

or 4) support for acts of terrorism, either in France or abroad. The Criminal Code and related laws and 

regulations define “risk” as “measures to protect specific interests,” “penalties for those who commit acts 

that harm fundamental interests,” “definition of the case of infringement and imprisonment/penalty for 
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the offender,” and other relevant provisions. These provisions apply not only to public institutions—such 

as universities and research institutes—but also, on a voluntary basis, to private companies.

Each ministry has a designated HFDS responsible for managing matters related to the PPST, as well 

as defense and security concerns within the scope of that ministry’s jurisdiction. These HFDSs operate 

under the authority of their respective ministers and the SGDSN. The HFDS of the MESR works in close 

collaboration with the SGDSN, and, when necessary, coordinates with the Ministry of Military Affairs 

and the Ministry of Interior. MESR also maintains its own administrative service tasked with setting up 

a ZRR, granting access applications, and issuing regular recommendations on administrative efficiency, 

as well as defense and security issues. In addition, universities, higher education institutions, and public 

research institutes each appoint a “Defense and Security Official (FSD)” who reports directly to the head 

of the institution. For example, the CNRS appoints an FSD through its President. This FSD is responsible 

for the implementation of PPST in partnership with a National Coordinator, also appointed by the CNRS 

President60. The National Coordinator manages the designation of ZRRs, develops protection protocols for 

sensitive scientific and technological fields, liaise with MESR’s HFDS, and coordinates PPST efforts across 

the CNRS network. The FSD provides input to the President on risk assessments for individual research 

project, reviews ZRR designations, and submits formal recommendations to MESR’s HFDS. Alongside the 

National Coordinator, the FSD ensures laboratory staff are kept informed about confidentiality measures 

and performs hands-on evaluations of the effectiveness of PPST-related actions undertaken within CNRS.

The PPST framework provides the legal basis for sanctioning infractions that jeopardize institutional 

competitiveness, including: illegal use of information, theft of sensitive data, inducement of unfair 

competition, and cyber intrusion. It helps to secure the scientific and technological tied to an organization’

s R&D, intellectual property, and production processes. Moreover, public-private partnerships under the 

PPST umbrella fosters mutual trust between public institutions and industrial partners, contributing to 

economic security. Private companies also benefit from formal evaluations of their actions taken within the 

framework of PPST, which may in turn open the door to government support for improving their level 

security standards.

The individual application of PPST measures are based on formal agreements between the government 

and each institution, and guided by relevant regulations such as the “Regulation dated July 3, 2012 on 

the Protection of the Scientific and Technological Potential of the State”61, and the “Inter-Ministerial 

Circular dated November 7, 2012 on the Implementation of Measures to Protect the Scientific and 

Technological Potential of the State”62. There are no penalties imposed on institutions that fail to take 

the actions required under the PPST framework, or that, despite having taken such actions, end up 

harming the fundamental interests of the country. Nonetheless, institutions are expected to fulfill two 

critical responsibilities 1) designating a ZRR and enforcing measures to restrict access to that area, and 
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2) identifying scientific and technological fields to be protected, as well as patterns of information leaks. 

In carrying out these actions, institutions must assess the risk level for each field and pattern. Risks are 

categorized into four types: 1) damaging economic interests, 2) consolidating the power of conventional 

weapons, 3) proliferating weapons of mass destruction, or 4) increasing risk of terrorism. When a field 

or pattern is associated with risk of 3 or 4, it is classified as requiring an “intensified protection zone.” 

In such cases, the relevant minister—under the oversight of the Minister of Defense or the Minister of 

Interior—is tasked with determining and implementing appropriate protection measures.

The above Circular specifically provides detailed guidance on individual measures to be taken for: the 

“Designation of ZRR and measures to restrict access,” the “Science and technology fields to be protected,” 

as well as protective measures in international cooperation frameworks. While some concerns have been 

raised about the potential for PPST to discourage research in universities, these concerns have not been 

echoed by unions, who currently do not see this as a problem63. For example, Sorbonne University has 

been discussing how to reconcile the protection of knowledge with the international exchange necessary 

for promoting research and talent development. The university puts particular emphasis on raising 

researcher awareness and fostering a sense of mutual trust64. Finally, in light of the rapid evolution of 

emerging technologies, both the MESR and the SGDSN are considering revising the list of protected 

research fields under the PPST, acknowledging that the current list may be too broad.

・Designation of ZRR and measures to restrict access

A ZRR is defined as a designated physical area where an institution or the state conducts strategic 

research and production activities deemed essential for maintaining national competitiveness. Access to 

these areas is controlled, typically signaled by posted notices indicating that that violators may face legal 

penalties65. Notably, physical security measures such badges and surveillance cameras are not required. 

The decision to establish a ZRR is made jointly by the competent ministry and the head of institution, 

based on assessment of the sensitivity of the information to be protected. In cases where the risk is 

particularly high, as previously outlined, an “intensified protection zone” may be set up at the ministry’

s request. For ZRRs management, the head of institution is required to issue bylaws regarding the exact 

location and scope of the ZRR locations, responsible personnel, access procedures, internal control methods, 

on-site information tracking, among others. Access to ZRRs, whether for training, education, research, or 

technical works, requires prior authorization from the head of institution, who must also obtain consent 

from the relevant ministry. Except for certain credential holders, all visitors entering a ZRR must be 

monitored, and their visit should be organized and conducted in such a way that no protected information 

is disclosed or even indirectly inferred. Furthermore, individuals requiring access may only begin their 

contracts for employment or research once their ZRR access has been approved. As part of the bylaws, 



235 

Research Report　　Emerging Technology Policies in the Leading Countries and International Cooperation in Asia and the Paci�c

JST Asia and Pacific Research Center　 　APRC-FY2024-RR-02-EN 

the head of institution must also establish an Information System Security Plan (PSSI), within the ZRR, 

ensure that it is fully observed by all personnel, and appoint an Information System Security Officer (RSSI).

As of 2021, there were 573 registered ZRRs, covering more than 150 research units across 52 

universities and research institutes under the PPST framework. The number of ZRRs has been increasing 

at a rate of 20% per year, while 2-3% are closed every year. Given the prevalence of sensitive research 

units, operating without ZRR designations, the MESR has encouraged the heads of institution to optimize 

their ZRR registrations. In 2018 alone, around 20,000 access applications were submitted across the six 

ministries involved. For the MESR, for example, approximately 9,400 were received, 95% of which were 

granted, and 1.7% (157 cases) were denied. The average processing time for MESR applications was 

usually 24 days, but it could extend up to 10 weeks when an application is denied. For foreign applicants, 

the average review time was 34 days, compared to nine days for French nationals. Moreover, the non-

approval rate for foreigners was much higher than for French applicants and stood at 3.8%. Foreign 

applicants have expressed concerns over lengthy administrative process, noting that in addition to ZRR 

access, they may also need four months to obtain a visa or residency permits.

In January 2019, the Parliamentary Office for the Evaluation of Scientific and Technological Choices 

(OPECST) held a study session to assess the implementation of ZRR within the PPST framework. The 

discussion highlighted several major challenges, notably the strict conditions for ZRR designation, the 

complexity of application and permission for entry, and the lengthy review process. It was suggested 

that streamlining these procedures, for example, by encouraging close cooperation between research 

unit managers and the HFDS could improve the system’s efficiency. Concerns were also raised regarding 

the scope of protected research fields. While most are covered, some informatics and mathematics 

fields remain excluded. In response, an OPECST member commented that the degree of restriction 

and the demarcation of ZRR could be tailored for each research field. A further issue involved the lack 

of transparency in SGDSN’s review processes, which may lead to distrust and dissatisfaction among 

principal investigators. Enhancing mutual trust between principal investigators and the SGDSN was 

identified as key priority. Additionally, the study group noted that some institutions overregulate by 

implementing bylaws that exceed PPST requirements, such as mandatory prior review of publications of 

research implemented within a ZRR. Beyond ZRR-related challenges, the OPECST acknowledged broader 

structural problems including: the exodus of researchers to foreign countries, patent infringements, theft 

of protected information and IT equipment. Therefore, to make the PPST framework more effective, it 

would be necessary not to rely solely on ZRRs, but instead to value the autonomy of research institutions, 

similar to approaches seen in the US and UK, where government policy is shaped in close partnership 

with the research community. The study group also criticized the centralized system, which relies heavily 

on national defense security authorities, and advocated for a more flexible strategy tailored to France’s 

research landscape.

Additional concerns included the limited engagements of private companies in the PPST framework. As 

participation is largely voluntary, the system’s success depends on the active cooperation of universities, 

public research institutes and industry stakeholders66. In early 2022, an audit performed by the General 

Inspection of Public Finance at the request of the President’s Office raised another question: the ZRR 

system may discourage student mobility. The audit called for a re-valuation of the model, encouraging 
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greater autonomy of institutions as is done in the US and the UK67.

・Scienti�c and technological �elds to be protected

The list68 of scientific and technological fields to be protected is established by the French government 

and updated annually. While the list covers most fields, humanities and social sciences are excluded. 

The protected domains include: biology, medicine, and health sciences (4 fields); chemistry (4 fields); 

mathematics (1 field) ; physics (5 fields); agroecological sciences (3 fields); earth and space sciences (3 

fields); information sciences (6 fields); and engineering (12 fields). All research units operating within these 

protected fields must be registered, and their unit heads are responsible for implementing all necessary 

measures to safeguard sensitive information. This includes setting up access controls as determined by 

the head of institution, and notifying the HFDS of any creation, reorganization, or shutdown of a unit. In 

cases where a unit’s knowledge and expertise within the protected fields is considered relevant to the 

development of weapons of mass destruction or terrorism, such knowledge is classified as “sensitive 

property.” Units possessing such knowledge and expertise are designated as “units to be protected” and 

are subject to stricter requirements, including enforcing register entries and ensuring that visitors are 

always accompanied by full-time personnel.

・Special measures reserved for the protection of relevant information

The PPST framework emphasizes the importance of knowledge protection in scientific and technological 

exchanges. It defines all such exchanges, including technology transfers, conferences, and seminars, as 

protected activities. Any documents such as contracts, or agreements that contain certain sensitive 

information must be labeled “Restricted Distribution,” “Trade Secret,” or, if national defense secrets are 

involved, “Defense Classified” or “Defense Top Secret.” These documents should clearly indicate that they 

contain confidential information regarding technologies, methods, or knowledge stemming from scientific 

and technical activities conducted within a ZRR. When a researcher drafts a report that may contain the 

results from work performed in a ZRR, they are required to submit it in advance to the PPST officer 

for review. The officer will provide an opinion on whether the report should be classified as restricted 

distribution. To ensure that academic publishing complies with security-related compliance requirements, 

institutions must establish internal regulations by the head of the institution in accordance with the PSSI. 

They must be reported to both the relevant ministry, as well as the National Authorities for Security and 

Defense of Information Systems (ANSSI), which oversees cybersecurity. The report should also clarify the 

potential consequences of these deficiencies for the broader PPST system.
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(3) Strategic Intelligence and Economic Security Service (SISSE)

The SISSE was created by the regulation dated January 29, 2016, as an internal department of the 

Directorate-General of Enterprises (DGE) within the Ministry of Economy, Finance, Industry and Digital 

Sovereignty. It operates under the jurisdiction of the Committee on Strategic Information and Economic 

Security69. In accordance with the Law of July 26, 1968, the SISSE has the mandate “not to transmit to 

foreign countries information of French importance,” and works in coordination with relevant ministries 

to protect strategic assets of the French economy from foreign threats70. Following the March 2019 

Regulation on the Governance of Economic and Security Policy, the SISSE was also assigned the role of 

identifying technologies and organizations vital to national economic, industrial and scientific interests71. 

Since 2022, the SISSE has consolidated its responsibilities to act as a unified channel for private companies 

facing requests from foreign entities to disclose sensitive information. Requests for assistance are on the 

rise, with 343, 478, and 515 requests respectively in 2020, 2021, and 2022.72

The SISSE serves as a command post for the protection of sensitive information, with three priority 

targets to protect: “strategic business enterprises,” “critical technologies,” and “laboratories of public 

research institute.” Upon detection of a foreign threat, such as a hostile takeover, industrial espionage, 

or theft of intellectual property, the SISSE takes swift and effective actions. To extend its reach across 

the country, it deploys 20 regional officers, called DISSE, placed under each governor. In addition, the 

SISSE participates in the screening of foreign investment in strategic companies and technologies and 

contributes to law enforcement. In November 2021, the guidelines “Economic Security in Daily Life” were 

developed.73 They meticulously provide detailed instructions to private companies, research institutes, 

and others stakeholders on how to: identify sensitive information, define access rights, control methods 

of transfer, and manage procedures for accepting staff, students, researchers, and visitors. Although the 

full list of “critical technologies” remains undisclosed by the SISSE, the National Assembly’s Investigative 

Committee on Foreign Interference reported the existence of a comprehensive catalog of such 

technologies—including those held—and its readiness for distribution to relevant government departments 

for appropriate actions.

Regarding international cooperation projects, Article L123-7-1 and D123-19 of the Education Code have 

been amended74 to require an interministerial review. Opinions may now be sought from the ministries of 
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the MESR, the ministry of Economics, Foreign Affairs, Interior, and, where appropriate, the ministry of 

Defense. Furthermore, a best practices guide for cooperation with specific countries has been elaborated 

and distributed to relevant institutions through the FSD network of higher education institutions and 

public research institutes

(4) Initiatives of Funding Agencies

The ANR, France’s major funding agency for research, upholds its Code of Ethics and Research 

Integrity, while aligning with the national security framework defined under the PPST. In its “2023 

Action Plan,” the ANR requests that all applicants and awardees take appropriate and necessary actions 

in advance to comply with both the Code and the PPST75. Specifically, the ANR encourages institutions 

of applicants and awardees to follow the recommendations of the SGDSN, and recommends that project 

involving foreign companies or partners implement measures in accordance with guidance from the HFDS 

of MESR. For projects conducted under international scientific and technological cooperation, institutions 

must obtain the opinion of MESR’s HFDS. If the opinion is negative, the application is not adopted, and the 

reason for rejection is not disclosed. All applicants are required to consult with their institution’s PPST 

competent department or FSD before applying. In the context of recruiting young researchers joining for 

ANR-funded projects that fall within the protected categories under the PPST, “the recruitment of any 

applicants of a project, which concerns the protected category of PPST, is subject to the prior approval 

of the competent authorities of MESR”76. The same applies to researchers joining an international joint 

research project, such as those under the Open Research (ORA) program: the PPST procedure must be 

observed77.

Furthermore, the ANR plays a key role in managing strategic fundic under the Future Investment 

Program and its successor initiative, France 2030—a five-year investment and financing plan aimed at 

developing key strategic technologies. These “key technologies” financed by the ANR, encompass a wide 

range of advanced fields, including:78 quantum technology, hydrogen, education and digital, cybersecurity, 

sustainable cities and innovative buildings, emerging infectious diseases, digital medicine, innovative 

medicine and biotherapeutics, cloud innovation, food, microbiomes and health, next-generation storage 

batteries, digital agriculture, electronics, deoxygenation production technology, biofuels, energy innovations, 

AI, and plants resilient to climate change.

9.4 Summary

The PPST is an institution that plays a pivotal role in France’s approach to protect emerging 

technologies, while fostering international cooperation. It embodies a structured and proactive approach 
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to the protection of the nation’s scientific and technological assets, particularly in sensitive or strategic 

domains. The PPST operates through a multi-layered governance model, involving fundamental national 

institutions and agencies responsible for defense, security, counterintelligence, cybersecurity, etc. Despite 

its importance, the system has been subject to criticism for its rigidity and administrative complexity. 

The implementation of the PPST are spread throughout the relevant departments of universities and 

research institutes, where it is closely linked to research integrity mechanism. The issue of foreign 

interference—a central concern of the PPST—intersects with broader questions of academic freedom 

and autonomy. Protection efforts are also dispersed across different institutional frameworks and must 

increasingly be aligned with EU policy dynamics. The funding agency also contributes to these efforts 

by encouraging universities and research institutes to consult with competent prior to initiating any 

international cooperation project. Although the PPST does not target specific countries, regions, or actors, 

there is ongoing debate over whether it should focus more explicitly on emerging technologies and 

whether humanities and social sciences should also be brought under its protective scope. A broadening of 

coverage is anticipated in the near future. The Parliament has played an active role in shaping the PPST 

framework, and future legislative developments are expected to address: international standardization of 

emerging technologies, enhanced screening of foreign investment, and a reporting system for technological 

developments of strategic importance. These measures aim to strengthen France’s “economic intelligence” 

capacity, shifting it from a”defensive” posture to a more “offensive.” Nonetheless, a fundamental tension 

remains: how to balance the protection of scientific and technological potential with the imperatives of 

international talent mobility, and the shared pursuit of scientific knowledge to address global challenges.

In terms of international priorities, the MESR identifies Australia, Japan, Korea, and Singapore as like-

minded countries and preferred partners in the Asia-Pacific region. Notably, France and Singapore have 

established a unique bilateral framework for international cooperation, including joint research initiatives 

that explore the application of AI in defense. The development of these strategic partnerships in the Asia-

Pacific region warrants attention.
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10  European Union: Safeguarding 
Sovereignty and Advancing Rules-
Based Cooperation

The European Union (EU) has established a consistent and robust international stance on securing 

European sovereignty and upholding its values while considering the diverse relations of its Member 

States with non-EU countries and regions. The trend of regulations against Huawei is particularly 

noteworthy when assessing Europe’s distance from or caution toward China. France was the first in 

Europe to impose legal restrictions on the company in August 2019, followed by the United Kingdom 

in July 2020, which excluded Huawei from its fifth-generation (5G) mobile communication networks. In 

October of the same year, Sweden implemented similar measures, including ZTE, and Italy introduced 

stringent controls on Huawei. In December 2020, Finland tightened its screening process for 5G 

investments. Subsequently, in May 2021, Denmark excluded Huawei from its 5G network, and in 

September 2022, it banned the introduction of Chinese-made surveillance cameras and related products. 

This illustrates a broader trend across Europe, which has gradually adopted similar measures over time1. 

Meanwhile, the EU has experienced subtle policy discrepancies even with the United States (US) on issues 

such as information and communication technology (ICT) and personal data regulations. Notably, the EU 

and its Member States are striving to secure their own leadership and autonomy.

In recent years, the importance of safeguarding sovereignty in the EU and upholding its values has 

become more widely recognized, with efforts underway to embody this commitment through international 

cooperation in science, technology, and innovation (STI). Simultaneously, there is growing scrutiny 

regarding the types of international cooperation frameworks needed to address global challenges such 

as climate change and the prevention of infectious diseases. Against this backdrop, Europe launched 

the framework program “Horizon Europe“in 2021 and is formulating a basic STI strategy within this 

framework, aiming to establish new patterns of cooperation with like-minded countries and rebuild 

cooperative systems in EU and non-EU regions.

In this chapter, we first provide an overview of some of the EU’s definitions and related policies 

concerning emerging technologies; review the state of international cooperation with the US, China, and 

other major countries in the Asia-Pacific region; and examine initiatives related to economic and research 

security. We hope these insights will serve as a useful reference for Japan as it seeks to deepen STI 

cooperation with Europe in the Asia-Pacific region.

Bartlett-Imadegawa, Rhyannon, et al. “EU struggles to limit China’s involvement in sensitive tech areas.” Nikkei Asia, October 
11, 2023, https://asia.nikkei.com/Economy/Trade-war/EU-struggles-to-limit-China-s-involvement-in-sensitive-tech-areas.

1



241 

Research Report　　Emerging Technology Policies in the Leading Countries and International Cooperation in Asia and the Paci�c

JST Asia and Pacific Research Center　 　APRC-FY2024-RR-02-EN 

Leyen, Ursula von der. A Union that strives for more: my agenda for Europe: political guidelines for the next European 
Commission 2019-2024. Publications Office of the European Union, 2019. https://data.europa.eu/doi/10.2775/018127.
JST Center for Research and Development Strategy. Overview Report on Research and Development. International Trends in 
Science, Technology and Innovation Policies (2023). March 2023. 
https://www.jst.go.jp/crds/pdf/2022/FR/CRDS-FY2022-FR-02.pdf.
EU-Japan Centre for Industrial Cooperation. “Examples of Participation from Japan.” https://www.ncp-japan.jp/casestudy-2/.

2

3

4

10.1 Critical and Emerging Technology Policies

10.1.1　 Science, technology, and innovation basic policy and major research and 
development support measures

When describing Europe as a single entity, it is important to recognize the diversity among its regions, 

including those that adopt coherent EU policies, the United Kingdom—which recently withdrew from the 

EU—and other European countries and regions that are not EU members.

The structure of the EU’s STI policy is similarly complex and is primarily driven by the European 

Parliament as the legislative body, the Council of the European Union as the supreme decision-making 

body, and the European Commission (EC) as the executive body. The EC has an advisory body that 

provides guidance on policy matters, including those related to STI, and a Joint Research Center that 

functions as a think tank.

The EU’s priorities during the five-year term of EC President Ursula von der Leyen, from December 

2019 to November 2024, are outlined in the Policy Guidelines released in July 2019 prior to her taking 

office2. These guidelines advocate for a “stronger Europe in the world” with specific goals of “strengthening 

the EU’s unique role as a responsible global leader,””supporting and revising the rules-based international 

order,” “promoting free, open, and fair trade,” and “working hand in hand with neighbors and partner 

countries and regions.”

EU funding programs for research and development (R&D) began with the framework program in 

19843. These consist of multiple individual programs targeting EU Member States, operating over multiple 

years with the aim of improving capabilities and industrial competitiveness in the EU’s STI sector. The 

9th EU Framework Program for Research and Innovation, titled “Horizon Europe,” is being implemented 

over the seven-year period from 2021 to 2027, with a total budget of €95.5 billion. Japan is also eligible to 

participate in “Horizon Europe,” and as of May 2024, 79 organizations—including universities, research 

institutes, and companies—are involved in 65 projects4.

“Horizon Europe” is structured around three pillars. Pillar 1 includes funding for cutting-edge research 

projects by leading scientists through the European Research Council (ERC), offering fellowships, 

facilitating researchers’ mobility through the Marie Skłodowska-Curie Actions (MSCA), and investing in 

world-class research infrastructure for a total of €25 billion over seven years. In particular, MSCA aims 

to build Europe’s research and innovation capacity by investing in the long-term development of talented 

researchers. It provides funding, with a total budget of €600 million over seven years, to researchers at 

various stages of their careers, including doctoral students and postdoctoral and senior researchers.

Pillar 2, “Global Challenges and European Industrial Competitiveness,” identifies seven mission areas 
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6
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to address social challenges. These areas include adaptation to climate change; cancer; healthy oceans, 

seas, and coastal and inland waters; restoration of oceans and waters; climate-neutral and net-zero smart 

cities; and healthy soil and food. A wide range of projects in each area are being implemented, with a total 

investment of €53.7 billion.

Pillar 3, “Innovative Europe,” supports innovative R&D closer to the industry by establishing a new 

European Innovation Council (EIC), implemented with a total budget of €13.7 billion. The EIC launched its 

activities in March 2021, following a pilot phase from 2018 to 2020. With a budget of €10.1 billion, the EIC 

provides risk capital to support breakthrough technologies and disruptive, market-creating innovations 

through grants and investments in innovative startups and small and medium-sized enterprises. In 

principle, funding is provided through three instruments depending on the maturity of the technology: the 

EIC Pathfinder, EIC Transition, and EIC Accelerator. Rather than protecting emerging technologies to 

ensure technological sovereignty, the EIC defines emerging technologies and breakthrough innovations to 

broadly foster them. These technologies may be in any domain that is “in the very early stages of R&D, 

where the very first scientific ideas are being invented and tested, and new technological concepts are 

being formulated” or where “a novel technology has just been validated or demonstrated but requires 

significant financing to overcome the remaining technological and market risks.” The EIC working paper, 

published in January 2022, describes 25 target technologies and innovations selected from three major 

sectors: Green Deal (environment), health, and digital fabrication5. In the environment sector, 6 identified 

areas include “energy harvesting, conversion and storage”; in the health sector, 10 identified areas 

include artificial intelligence (AI)-enabled drug delivery; and in the digital industry sector, 9 identified areas 

include “next generation computing devices and architectures” and “alternative approaches to quantum 

computation.” The study also demonstrates how these target technologies relate to the 14 adopted EIC 

Challenges.

One of the objectives of “Horizon Europe” is to encourage non-EU organizations to join the coalition 

by promoting the exchange of information and aligning policies under the “Widening Participation and 

Strengthening the European Research Area (ERA)” initiative6. These conditions have become more 

favorable, permitting not only European nations such as Switzerland and Norway and neighboring 

European countries such as Israel and Turkey but also non-European countries that share values with the 

EU and possess exceptional capabilities in STI to register as associate countries. New Zealand, Canada, 

and the United Kingdom were also approved for joining. In September 2020, the EC announced the “New 

ERA for Research and Innovation,” which includes 14 actions in four areas: “prioritizing investments and 

reforms in research,” “improving access to excellence,” “translating research results into the economy,” 
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and “deepening the ERA.” The EC adopted a draft Council Recommendation on a “Pact for Research 

and Innovation in Europe” in July 20217. This pact sets out priority areas for joint action to support the 

ERA, outlines investment and reform objectives, and serves as a framework for aligning the policies of 

the EU and its Member States. In particular, through the ERA framework, it aims to realize common 

values and principles of research and innovation in the EU, such as ethics and integrity in research and 

innovation, freedom of scientific research, gender equality, and equal opportunity, not only within each 

member state but also in relation to non-EU countries and regions. In November 2021, the ERA further 

announced “the future governance of the European Research Area”8, upholding the strengthening of the 

protection of academic freedom in Europe as one of the actions to be taken by the ERA and expressed 

its support for relevant institutions in implementing the recommendations outlined in the basic policy on 

foreign interference. It is noteworthy that the ERA seeks to uphold the values and principles of the EU 

while expanding cooperation both within and outside the EU region, without neglecting measures against 

foreign interference.

In addition to “Horizon Europe,” the EC proposed the “Strategic Technologies for Europe Platform 

(STEP)” in June 2023 as a support measure targeting emerging technologies9. It mobilizes 11 existing 

programs, including “Horizon Europe,” to support the development and manufacture of emerging 

technologies within the EU region, such as deep-tech digital technologies, clean technologies, and 

biotechnologies. With €500 billion in funding, STEP expressed its intention to establish a “completely 

independent original fund” in the future. In October 2023, the European Parliament adopted STEP, 

which was officially launched in March 2024 under an agreement between the President of the Council of 

Ministers and the European Parliament. The STEP Task Force within the EC was designated to manage 

its operations, and in July 2024, the EU Cluster Talk was held10.

10.1.2　Definition of critical and emerging technology

On October 3, 2023, the EC issued a “Recommendation on critical technology areas for the EU’s 

economic security, for further risk assessment with Member States.”11 This Recommendation invites the 

Member States to engage in open dialogue and conduct risk assessments across Europe regarding the 10 

technology areas listed in Table 10-1.
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Table 10-1　Ten Critical Technology Areas for the EU’s Economic Security
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Table 10-1 Ten Critical Technology Areas for the EU’s Economic Security 

 
Among the items in this list, four technologies are considered highly likely to present the most immediate risks 

concerning technology security and leakage: advanced semiconductor technologies, AI technologies, quantum 

technologies, and biotechnologies. Risk assessments for these areas are recommended to be conducted by the end of 

FY2023. The following six points have been identified as the main topics of discussion in these risk assessments: 1) 

identify and analyze vulnerabilities based on their potential impact on the EU’s economic security; 2) focus the 

assessment on specific subsets of technologies; 3) ensure the assessment is not limited to country-specific issues; 4) 

prioritize risks with potential effects on the entire EU; 5) ensure synergies and complementarities with existing analyses 

at both the EU and Member State levels; and 6) consider private sector input. 

As of July 2024, no response regarding the risk assessments of these four technologies has been submitted by the 

Technology area Specific subset examples

Advanced semiconductor
technologies

Microelectronics, including processors; photonics technologies, including high-energy lasers; high-
frequency chips; semiconductor manufacturing equipment at very advanced node sizes

Artificial intelligence
technologies

High-performance computing, cloud and edge computing, data analytics technologies, computer
vision, language processing, object recognition

Quantum technologies Quantum computing, quantum cryptography, quantum communications, quantum sensing and
radar

Biotechnologies Techniques of genetic modification, new genomic techniques, gene-drive, synthetic biology

Advanced connectivity,
navigation, and digital
technologies

Secure digital communications and connectivity, such as RAN and Open RAN; cybersecurity
technologies, including cybersurveillance, security and intrusion systems, and digital forensics;
Internet of Things and virtual reality; distributed ledger and digital identity technologies; guidance,
navigation, and control technologies, including avionics and marine positioning

Advanced sensing
technologies

Electro-optical, radar, chemical, biological, radiation, and distributed sensing; magnetometers and
magnetic gradiometers; underwater electric field sensors; gravity meters and gradiometers

Space and propulsion
technologies

Dedicated space-focused technologies; space surveillance and Earth observation technologies;
space positioning, navigation, and timing; secure communications, including low Earth orbit
connectivity; propulsion technologies, including hypersonics and components for military use

Energy technologies
Nuclear fusion technologies; reactors and power generation; radiological conversion, enrichment,
or recycling technologies; hydrogen and new fuels; net-zero technologies, including photovoltaics;
smart grids, energy storage, and batteries 

Robotics and
autonomous systems

Drones and vehicles (air, land, surface, and underwater); robots and robot-controlled precision
systems; exoskeletons; artificial intelligence-enabled systems

Advanced materials,
manufacturing, and
recycling technologies

Technologies for nanomaterials, smart materials, advanced ceramic materials, stealth materials,
and safe and sustainable by design materials; additive manufacturing; digitally controlled micro-
precision manufacturing and small-scale laser machining or welding; technologies for extraction,
processing, and recycling of critical raw materials, including hydrometallurgical extraction,
bioleaching, nanotechnology-based filtration, electrochemical processing, and black mass

Among the items in this list, four technologies are considered highly likely to present the most 

immediate risks concerning technology security and leakage: advanced semiconductor technologies, 

AI technologies, quantum technologies, and biotechnologies. Risk assessments for these areas are 

recommended to be conducted by the end of FY2023. The following six points have been identified as the 

main topics of discussion in these risk assessments: 1) identify and analyze vulnerabilities based on their 

potential impact on the EU’s economic security; 2) focus the assessment on specific subsets of technologies; 

3) ensure the assessment is not limited to country-specific issues; 4) prioritize risks with potential effects 

on the entire EU; 5) ensure synergies and complementarities with existing analyses at both the EU and 

Member State levels; and 6) consider private sector input.

As of July 2024, no response regarding the risk assessments of these four technologies has been 

submitted by the Member States. While the EU is exploring and prioritizing these technologies for 
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potential future export control measures and foreign investment screening, some Member States 

have expressed reluctance to cooperate with the EU owing to administrative and business burdens. 

Consequently, there is no clear prospect for the EU to move forward12.

10.2 Current Status of International Cooperation

10.2.1　 Basic policy and strategy for international cooperation in science and 
technology, research, and innovation

In May 2021, the EC announced “The Global Approach to Research and Innovation: Europe’s Strategy 

for International Cooperation in a Changing World (Europe’s Strategy for International Cooperation)”13. 

The international strategy published in 2012 emphasized openness as its fundamental principle, advocating 

comprehensive international cooperation. However, to respond to the markedly different global landscape 

and current policy priorities, the 2021 strategy underscores fundamental values such as openness and 

academic freedom while prioritizing the EU’s strategic interests, including autonomy, competitiveness, 

intellectual assets, and security. This clearly signals that future international cooperation will be selective 

in both partners and content, based on the premise of reciprocity within a level playing field.

In particular, “multilateral dialogue on the principles and values for international cooperation” has been 

maintained as a key element in developing strategies for research and innovation cooperation14. This 

strategy calls for discussions with international partners on the principles and values underlying research 

and innovation policies as well as cooperation with non-EU countries. It also provides specific guidance 

on academic freedom, gender equality, diversity and inclusiveness, open data and science, standards, 

and evidence-based policymaking. The first multilateral dialogue was held in July 2022, attended by 

representatives from 46 countries and international organizations, including 22 EU Member States. From 

October 2022 through the following year, a series of workshops covered topics such as ethics and research 

integrity, academic freedom, gender equality and inclusiveness, intellectual property, research excellence, 

and open science. These workshops aimed to build shared understanding by exchanging experiences, 

practices, and priorities; identifying commonalities and best practices; and discussing differences.

The second multilateral dialogue was held in June 2023 with 42 countries to review workshop progress 

and exchange opinions on commonly acceptable principles and values, respect for diversity, and “freedom 

of research.” Subsequently, in February 2024, a ministerial-level discussion involving 57 countries resulted 

in the issuance of the Brussels Statement. The Brussels Statement outlines: 1) the importance of research 

and innovation in addressing global challenges; 2) the significance of shared principles and values alongside 

an understanding of their diversity; 3) the importance of international dialogue to build trust among 
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different partners; 4) the development of international instruments for acknowledged principles and values 

in human rights and ethics as discussed in preceding dialogues; 5) political considerations on additional 

principles and values beyond those discussed in preceding dialogues; 6) the sustainability of multilateral 

dialogue, including broader participation from the private sector; 7) the invitation for participation from 

diverse global regions; and 8) the development of a roadmap to ensure synergies with other international 

organizations for a more balanced approach. At the ministerial level, consensus was reached on the 

importance of sharing principles and values in international cooperation on research and innovation, 

including the responsible development of emerging technologies and an understanding of different cultural 

contexts. However, as the dialogue progresses, prioritizing “respect for different cultures and regions” 

may risk diluting efforts to promote international cooperation—including among like-minded countries—

while pursuing shared “principles and values.” This potential challenge must be considered when 

discussing principles and values for the R&D of emerging technologies, such as AI, at the international 

level.

The EU currently maintains individual science and technology cooperation agreements with 21 countries 

in the Asia-Pacific region, including Australia, China, India, Japan, the Republic of Korea, and New 

Zealand. Europe’s international cooperation strategy affirms the basic stance of strengthening partnerships 

with non-EU countries and regions. While reinforcing cooperation with the US is evident, the EU also 

seeks to deepen collaboration with Canada and the Asia-Pacific region, bolster its strategic partnership 

with India, and promote research and innovation cooperation and human resource development with 

ASEAN (Association of Southeast Asian Nations) through its established science and technology dialogue 

framework. The EU Parliamentary Research Service further emphasizes expanding cooperation with 

Australia, Canada, Japan, Singapore, and New Zealand to support the implementation of the “Horizon 

Europe” initiative15.

The EU intends to cooperate as extensively as possible with like-minded partners such as the US, 

Canada, Japan, the Republic of Korea, and NATO (North Atlantic Treaty Organization) and its member 

states under conditions that ensure mutual benefits. Specifically, cooperation is contingent upon adherence 

to fundamental values and principles, the protection of intellectual assets, the security of supply, 

transparent standard-setting, non-discriminatory state subsidies, and the absence of protectionist laws. 

Countries or regions failing to meet these conditions may be excluded from the EU’s cooperation program. 

Member States are also expected to align their international cooperation efforts with this EU approach, 

and the EC recommends providing appropriate forums for consultation with Member States. Furthermore, 

in promoting open scientific exchange, the EU upholds freedom of thought, critical thinking, evidence-based 

argumentation, and the rejection of appeals to authority. It ensures a democratic, inclusive, and supportive 

environment free from political interference, safeguarding academic freedom and enabling curiosity-

driven research. The EU particularly stresses that academic freedom should be protected and promoted 

internationally and urges third countries to uphold the principles of the “Bonn Declaration on Freedom of 

Scientific Research.” The EU regards the US as a partner that shares the fundamental values essential for 
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jointly addressing global issues such as climate change and remains committed to advancing the agreed 

initiatives such as the Green Technology Alliance and cooperation within the Trade and Technology 

Council (TTC). However, the EU emphasizes the need for greater reciprocity in bilateral coordination and 

alignment, reflecting concerns that US participation in “Horizon Europe” could potentially compromise 

Europe’s leadership in advanced technologies.

Simultaneously, the EU remains open to cooperating with China to achieve mutual benefits in addressing 

global challenges. The EU views China as a “systemic rival” and an important partner in research and 

innovation as well as a key economic competitor.

For the Asia-Pacific region, the “Multiannual Indicative Programme 2021–2027 for the Asia and the 

Pacific region,” formulated in December 202116, identifies three priority areas: regional integration and 

cooperation; advancing EU interests with key partners; and addressing migration, forced displacement, 

and mobility. The annual action plan developed to pursue these priorities seeks to promote EU values 

while shaping bilateral relations with a focus on tackling global challenges. The “EU Strategy for 

Cooperation in the Indo-Pacific,” issued in January 2024, establishes seven priority areas: sustainable and 

inclusive prosperity; green transition; ocean governance; digital governance and partnerships; connectivity; 

security and defense; and human security. These priorities aim to promote a rules-based international 

order and responsible international cooperation17. In addition to formulating standards and regulations 

for technologies that build resilient and sustainable value chains, the EU seeks to enhance research 

and innovation cooperation under “Horizon Europe” with like-minded countries such as Australia, 

Japan, the Republic of Korea, New Zealand, and Singapore. In September 2021, the EU released a joint 

communication responding to this strategy, reaffirming its commitment to ongoing cooperation in research, 

human resource development, and researcher exchanges based on shared values in the realm of “digital 

governance and partnerships”18. Furthermore, in December 2021, the EU introduced the “Global Gateway 

Strategy” to strengthen ties with the Asia-Pacific region in areas such as digital technology, energy and 

transport, health systems, and education and research19. In February 2022 and May 2023, the EU hosted 

the “EU Indo-Pacific Ministerial Forum for Cooperation”20 to strengthen its collaborative efforts. Both 

forums emphasized democratic values, adherence to international law, good governance, equality, and 

security in promoting international cooperation.
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10.2.2　Cooperation with countries and regions

(1) The United States of America

The TTC is a framework for emerging technology cooperation between the EU and US. It was 

established in June 2021 to address global trade and technological challenges through joint efforts, 

reflecting a shared commitment to democracy, freedom, and human rights21. Regarding emerging 

technologies, the TTC aims to promote trade policy and technology development by considering 

national security and scientific leadership and to strengthen cooperation with allied countries to counter 

authoritarian regimes by establishing international standards based on democratic values. Specific 

initiatives are advanced through 10 working groups covering a wide range of issues—not limited to 

emerging technologies—including technical standards, export control cooperation for dual-use items, and 

global trade issues.

Since the first meeting held in the US in September 2022, discussions have continued on global trade 

issues related to emerging technologies such as AI and semiconductors. At the third ministerial meeting 

held in the US on December 5, 2022, new forms of cooperation on emerging technologies were discussed, 

resulting in the release of the “Joint Roadmap on Evaluation and Measurement Tools for Trustworthy 

AI and Risk Management.” This roadmap aims to provide appropriate information, promote international 

standardization, and develop tools for sharing measurement methods for trustworthy AI and risk 

management. The parties also agreed to strengthen expert cooperation in implementing healthcare pilot 

projects and advancing AI and computing research to establish data protection rules and apply privacy-

enhancing technologies.

In the field of quantum information science and technology, an expert task force was created to jointly 

address barriers to R&D, develop a common framework for evaluating technological maturity, resolve 

intellectual property and export control issues, and promote international standardization. In addition, 

a Strategic Standards Information mechanism was introduced to support international standardization 

efforts in emerging technologies, including AI, with the goal of developing a shared vision for R&D beyond 

5G and toward 6G. A joint statement adopted at the sixth ministerial meeting held in Belgium in April 

2024 reaffirmed a commitment to continued cooperation in creating rules for emerging technologies—

such as AI and quantum technologies—to ensure interoperability, uphold common democratic values 

and human rights, and influence trade and technology policy. The TTC is positioned as a platform for 

governance through the development of international technical standards, codes of conduct, and guidelines. 

It was agreed that the “Joint Roadmap on Evaluation and Measurement Tools for Trustworthy AI and 

Risk Management,” along with efforts in quantum technologies, would support the development and 

application of unified benchmarks for technology readiness levels.

These activities exemplify a coordination mechanism for emerging technologies among major economies; 
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however, it significant challenges have been observed in reaching consensus22. Several key issues remain 

unresolved, including the definition of “trustworthy AI,” the sharing of R&D information for sensitive 

emerging technologies (e.g., applied AI, bio-machine interfaces, and quantum computing), and the analytical 

capabilities needed for effective technological foresight. Nonetheless, the importance of discussing 

emerging technologies has been emphasized, particularly concerning the protection of democracy from 

the potential misuse of information technology by authoritarian regimes and the necessity of a cooperative 

approach despite differing regulatory frameworks.

Beyond the TTC’s assessment, a key difference in the approaches of the US and EU toward China arises 

from their respective economic ties. Unlike the US, the EU pursues an interest-driven policy based on 

transparency and rules-based multilateralism23. In its research and innovation relationship with China, the 

EU seeks to establish a roadmap grounded in equal cooperation in mutually beneficial areas.

 

(2) China

China is the EU’s second-largest trading partner in the EU after the US. The EU and China established 

diplomatic relations in 1975 and have since developed cooperative ties across a wide range of areas. 

Negotiations for a “Comprehensive Agreement on Investment,” ongoing in recent years, remain stalled, 

with no agreement reached at the 24th EU–China Summit held in December 2023. Nevertheless, the EU 

recognizes the potential of China’s emerging research and innovation capabilities and continues dialogue 

with China to ensure equal cooperation in areas where mutual benefits can be secured24. Following 

the signing of the Science and Technology Cooperation Agreement in 1998, joint committee meetings 

have been held regularly. This was followed by the launch of the “EU–China Comprehensive Strategic 

Partnership” in 2003, the “High-Level Innovation Cooperation Dialogue” in 2012, and the “EU–China 

Strategic Agenda for Cooperation” in 2013. Under this framework, 11 joint flagship initiatives were 

implemented between 2018 and 202025. Furthermore, cooperation has been deepened through various 

initiatives, including the agreement signed in June 2015 between the ERC and the National Natural 

Science Foundation of China for short-term researcher hosting; researcher exchanges via MSCA under 

“Horizon Europe”; the administrative arrangement signed in April 2022 to support cooperation; and 

the first China–EU Science and Technology Management Personnel Exchange Program, held in Beijing 

on September 18, 202326. Additionally, the “European Think-Tank Network on China” serves as a 

regular forum for dialogue between European and Chinese researchers, contributing to a broader public 
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understanding of China’s developmental impact on Europe.

Since 2019, the EU and China have been discussing a “Joint Roadmap for the Future of EU–China 

Cooperation in Science, Technology, and Innovation.” Although some progress was made toward open and 

mutually beneficial cooperation by 2023 during four years of discussions, the lack of a satisfactory balance 

with China’s focus on securing technological dominance has been cited as a major factor preventing 

resolution27. The MSCA also reported that seven Chinese defense universities participated in five EU 

research programs in areas such as thermal conductivity, drones, and data security28. In addition, under 

“Horizon Europe,” a Spanish university has collaborated with the University of Science and Technology 

of China on quantum technologies—a partnership that has raised concerns regarding potential technology 

leakage to China and its potential diversion to military applications.

Participation by non-EU entities in “Horizon Europe” is permitted only when duly justified and for 

exceptional reasons. The aim has been to impose certain restrictions on the involvement of Chinese state-

owned enterprises, US IT giants, or EU-based entities under their influence29. According to the 2023–2024 

Work Program of “Horizon Europe,” no Chinese entity is eligible to participate in “Innovation Actions” on 

market-oriented development topics until discussions are organized to establish conditions and principles 

for equal cooperation in areas of mutual benefit30. The same eligibility criteria are outlined in the EIC 

Work Program 202331. Meanwhile, the “Horizon Europe: A Practical Guide for China,” compiled by the EU 

Delegation in China in May 2021, outlines the collaboration procedures for EU and Chinese researchers 

and provides specific guidance for fostering further cooperation, based on the fundamental recognition that 

research and innovation are key elements of EU–China relations32. The guide also strongly encourages 

outstanding Chinese researchers and innovators to register with the EU’s database. Registration is free 

of charge, and the collected information is primarily used by funding agencies to select evaluators for 

public projects—reflecting the EU’s intention to leverage top Chinese talent for the development of STI 

within the EU. Under the Co-Funding Mechanism, which has been in operation since the Horizon 2020 

period, research collaboration has progressed since April 2022 in the flagship initiatives of Climate Change 

and Biodiversity and Food, Agriculture, and Biotechnology33. However, challenges such as difficulties in 
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coordinating public calls and sharing information have been identified.

The responses of the EU and its Member States to research security vary. Countries such as the 

Netherlands and Norway have readily introduced strict regulatory measures, whereas Germany, which 

strongly opposes restrictions on academic freedom, has shown little willingness to significantly limit 

international university cooperation. Until 2018, many European universities cooperated with Chinese 

military-linked institutions in sensitive fields such as quantum cryptography. However, foreign interference 

targeting European universities has been detected, and actions by certain countries have been deemed 

inconsistent with Europe’s sovereignty, values, and interests—prompting the need for responses to the 

rapidly changing geopolitical landscape34.

Indeed, the number of coauthored papers between European researchers and affiliates of the Chinese 

National Defense University has grown to 3,000 over nearly two decades since 2000, increasing from 

fewer than 150 in 2011 to approximately 400 in 2019. However, the number has declined since then. For 

example, while the Niels Bohr Institute at the University of Copenhagen in Denmark and Delft University 

of Technology in the Netherlands collaborated with Chinese military scientists in the fields of quantum 

physics and nanotechnology, most of the resulting papers were published before the 2010s. In response, 

the European University Association, representing universities and other institutions in 49 European 

countries, issued a warning that without a clearer definition of critical technologies for Europe and specific 

targets for imposing restrictions, such measures could be misinterpreted as a blanket ban on all forms of 

cooperation with certain partners in the name of economic security35.

(3) Japan

Since 1994, Japan and the EU have held a “Science and Technology Forum” every few years to promote 

cooperation on science and technology policies and researcher exchanges36. In 2009, the EC–Japan Science 

and Technology Cooperation Agreement was signed, which was expected to increase research cooperation 

through bilateral research funding schemes.

“The EU–Japan Strategic Partnership Agreement,” signed in July 2018, aims to promote cooperation on 

issues of common interest, including global challenges, among Japan and the EU and its Member States, 

who share common values and principles, and to strengthen their mutual strategic partnership for the 

future.

During the fifth meeting of the Japan–EU Joint Committee on Scientific and Technological 
Cooperation in Brussels on December 3, 2019, discussions were held on scaling up cooperation in 
various areas, including emerging technologies such as ICT, quantum technologies, AI, autonomous 
driving, hydrogen, battery safety, technological standards for solar cells, utilization of satellite 
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information, and human–robot interaction. In May 2020, at the EU–Japan Summit, both sides agreed 
to strengthen cooperation in STI and signed a Memorandum of Cooperation under the Strategic 
Partnership Agreement to enhance synergies between “Horizon Europe” and Japan’s Moonshot 
Research and Development Program. Furthermore, in June 2023, the third High-Level Economic 
Dialogue was held, during which Japan and the EU reached an agreement on the EU–Japan Digital 
Trade Principles.37 The importance of strategic cooperation was reaffirmed, covering areas such 
as data governance, the facilitation of digital trade, consumer trust, and business confidence. In 
addition to the need for cooperation on economic security, the dialogue explored the potential for 
collaboration within the Critical Raw Materials Club, aimed at building resilient supply chains and 
promoting cooperation between consumer and supplier countries of critical raw materials. At the 
fifth High-Level Economic Dialogue, held on May 2, 2024, Japan and the EU agreed to cooperate on 
economic security, including the sharing of the risk assessment analysis of emerging technologies 
and preventing their leakage.38 (4) Republic of Korea

The EU and Republic of Korea have developed cooperation in trade and research, concluding the “Science 

and Technology Cooperation Agreement” in 2007 and “Free Trade Agreement” in 2011. Both parties 

agreed on a digital partnership in November 202239 and announced a Green Partnership in May 2023 to 

promote cooperation in combating climate change, increasing cooperation on environmental issues, and 

supporting a clean and fair energy transition40.

In June 2023, the EU and Republic of Korea agreed to promote cooperation toward a comprehensive 

and resilient digital transformation, focusing on emerging technologies such as semiconductors, high-

performance computing, quantum technologies, 5G and Beyond 5G, platform economy, AI, and 

cybersecurity41. They also established a “ROK–EU Forum for Semiconductor Researchers” and an expert 

group to work on standards and facilitate access to research infrastructure in the field of quantum 

technology.

(5) India

Between the EU and India, a “Partnership Agreement” was concluded in December 1993, followed by 

a “Science and Technology Cooperation Agreement” in June 2002. At the 13th Joint Committee meeting 

held in Brussels in February 2021, the progress of research cooperation through programs such as “Horizon 

Europe,” the ERC, and MSCA was confirmed. Discussions also addressed the potential for cooperation in 

various fields, including emerging technologies such as cyber-physical systems involving AI and robotics, 
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electric vehicles, and sustainable agriculture and food processing42. In April 2022, the two parties agreed on 

a strategic partnership to deepen bilateral cooperation and established a TTC to promote cooperation on 

key trade, reliable technology, and security challenges. In response, the first TTC Ministerial Meeting was 

held in Brussels in May 202343,44. The TTC comprises three working groups: “strategic technologies, digital 

governance, and digital connectivity,” “green and clean energy technologies,” and “trade, investment, 

and resilient value chains.” With regard to “strategic technologies”, the EU and India plan to pursue 

joint R&D projects on quantum and high-performance computing aimed at addressing challenges such 

as climate change and natural disasters as well as improving healthcare through personalized medicine. 

Both sides also committed to advancing cooperation on trustworthy AI and aligning their policies in the 

strategic semiconductor sector.

(6) Australia

Cooperation between the EU and Australia has evolved from scientific and technological collaboration 

under the Science and Technology Agreement signed in 1994 to broader cooperation on research, 

technology, and innovation through the Framework Agreement concluded in 201745,46. At the 15th Joint 

Committee Meeting held in Canberra in July 2019, the importance of sharing scientific knowledge, 

including open science and data access, was emphasized to address common challenges. Specific 

collaborations are ongoing in health, food, natural resources, energy, transport, space, research 

infrastructure, and researcher exchanges. The “National Health and Medical Research Council—EU 

Collaborative Research Grant Scheme” has actively supported the participation of Australian researchers 

in “Horizon Europe.” Joint research funding by the ERC and Australian Research Council as well as 

researcher exchange support through the MSCA are also being actively implemented.

(7) Taiwan

Europe has been developing cooperative relations with Taiwan, a reliable and like-minded partner in 

Asia, across a wide range of fields, including trade and the economy47. In the field of STI, Taiwanese 

research institutions have actively participated in the EU Framework Program since 2003, engaging in 

collaborative research in areas such as robotics, micro- and nano-electronics, 5G technologies, ICT, digital 
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security, personalized healthcare, and smart cities. Efforts have also been made to strengthen human 

resource exchange. Since 2022, the “European Education Fair in Taiwan” has been held to provide 

information on European higher education institutions, visa processes, and scholarship programs.

(8) ASEAN

The EU and ASEAN established a partnership in 1977 and have since built a cooperative relationship 

spanning over 45 years48. The “Nuremberg Declaration on an EU–ASEAN Enhanced Partnership,” 

announced in March 2007, set the framework for deepened cooperation in information, communication, 

science, and technology as well as politics, security, economics, energy security, and climate change. In 

2008, the “EU–ASEAN Science and Technology Dialogue” was launched between the EU and the ASEAN 

Committee on Science, Technology, and Innovation (COSTI)49. Under the EU–ASEAN Regional Dialogue 

Initiative, launched in September 2011, and the Enhanced Regional EU–ASEAN Dialogue Instrument 

of 2016, cooperation has been promoted in key policy areas such as science and research, education, 

environment, and disaster management50,51. In 2020, the “Plan of Action to Implement the ASEAN–EU 

Strategic Partnership (2023–2027)” was developed to foster dialogue between the EU and ASEAN-COSTI 

as well as to promote flexible people-to-people exchanges through MSCA, particularly in the fields of 

research, innovation, science, and technology52. The Joint Leaders’ Statement issued at the commemorative 

summit held in December 2022 to mark the 45th anniversary of EU–ASEAN dialogue emphasized the 

importance of maintaining a rules-based international order and developing infrastructure. In February 

2023, additional initiatives were implemented, including the ASEAN Technology Management Hub53, which 

supports the integration of science and technology projects across the ASEAN region, and the EU Support 

to Higher Education in the ASEAN Region54. Notably, the challenges of establishing international rules and 

standards have been highlighted55 in the context of digital partnerships and emerging technologies via the 

Technology Management Hub, especially when addressing issues such as ICT use, surveillance, privacy 

protection, and digital governance in AI applications. Close attention should be paid to the future progress 
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of these cooperative efforts.

10.3  European Strategy for Economic Security and Basic Policy 
on Research Security

In response to the COVID-19 crisis, friction between the US and China, and Russia’s invasion of Ukraine, 

the EU introduced various policies and strategies related to security and defense. In particular, the EC 

has placed significant importance on investment in STI to reduce strategic reliance on countries outside 

the EU and to ensure the EU’s open strategic autonomy. In 2021, the European Defense Fund (EDF) 

was established to provide funding for international joint R&D among EU Member States in the defense 

sector. There is a legal distinction between the EDF, which funds defense R&D exclusively, and “Horizon 

Europe,” which is limited to civilian technology. However, the need to bridge the gap between civilian and 

defense research has been increasingly recognized, leading to a growing demand for stronger synergy 

between the two fields.

One of the most significant recent developments in policies related to technology sovereignty was the 

enactment of the European Chips Act in September 202356. This regulation aims to scale up manufacturing 

in the EU, enhance Europe’s design capabilities, and support scaling and innovation throughout the value 

chain, with the goal of increasing the EU’s global semiconductor market share to 20% by 2030. Specifically, 

the European Chips Act consists of three main pillars: 1) bridging the gap between research, innovation, 

and industrial activities by promoting technology transfer from laboratory to factory; 2) encouraging 

both public and private investments in chipmakers and manufacturing facilities; and 3) establishing a 

coordination mechanism by strengthening collaboration with and across Member States and monitoring 

and estimating the supply and demand of semiconductors.

10.3.1　Key strategies for economic security

In March 2022, the European Council developed the “Strategic Compass for Security and Defense for 

the EU that protects its citizens, values, and interests and contributes to international peace and security” 

(Strategic Compass)57. Immediately after Russia’s invasion of Ukraine, the EU shifted its geopolitical 

strategy to focus on security and defense policy, presenting a vision for defense and demonstrating the 

importance of mutual cooperation and support. Within this framework, it is highlighted that the EC should 

develop an EU Defense Innovation Scheme in cooperation with the EIC and EDF regarding “innovation, 

disruptive technologies, and reducing strategic dependencies.” Emphasizing the importance of ensuring the 

security of supply and advanced technologies, the “Observatory on Critical Technologies” will be used to 

monitor and identify strategic technologies to foster synergies among civilian, defense, and space research 

and innovation. Regarding international cooperation, “tailored bilateral partnerships” are considered 

important. The EU is committed to strengthening cooperation with strategic partners such as NATO 
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and the United Nations as well as with regional partners such as ASEAN and to developing bilateral 

partnerships with like-minded countries and strategic partners, including the US, Canada, Norway, the 

United Kingdom, and Japan. In particular, China is described as both a partner for cooperation and an 

economic competitor and systemic rival. The EU will also continue to pursue dialogue not only on issues 

serving its own interests but also on respect for the international law of the sea, peaceful settlement of 

disputes, the international rules-based order, and human rights.

In June 2023, the EC issued a “Joint Communication on a European Economic Security Strategy”58. It 

proposes developing a common framework for building partnerships with a wide range of countries that 

share the EU’s economic security concerns and interests to assess various risks to its economic security, 

including economic challenges, energy issues, and technology leaks. It also emphasizes the importance 

of the EU carrying out risk assessments based on information provided by the private sector, where 

appropriate, in cooperation with its Member States to strengthen the EU’s research and technology base 

and competitiveness to mitigate risks and to build cooperative relationships with the broadest possible 

range of countries to reinforce the international order.

To this end, the EC will work with Member States to establish a framework for assessing the risks 

affecting EU economic security. This includes developing a list of technologies critical to economic security 

and devising appropriate mitigating measures; strengthening the EU’s technological sovereignty and 

value chains by advancing emerging technologies through STEP; and addressing current shortcomings 

in research security by reinforcing existing measures to secure a comprehensive framework. In addition, 

cooperation with non-EU countries will be intensified to enhance Europe’s economic security.

In January 2024, the EC adopted “New Initiatives Under the European Economic Security Strategy (New 

Initiatives)”59. The EU is an institution that formulates and implements common policies for its Member 

States. However, as economic security fundamentally concerns the sovereignty of each member state, the 

EC, as in previous strategies, seeks to ensure the unity of the EU by adopting a package of proposals and 

initiatives. The new initiatives aim to enhance cooperation with countries that share the EU’s concerns 

and interests to strengthen the resilience of the economy as well as its scientific, technological, and 

industrial base. The EU intends to ensure strategic autonomy and build a more independent relationship 

with the US while maintaining its alliance and strongly recognizes the need for renewed unity in the 

current geopolitical environment.

The new initiatives are structured around three pillars: 1) strengthening the competitiveness and 

growth of the EU’s single market, 2) protecting the EU’s economic security, and 3) partnering and 

further strengthening cooperation with countries worldwide that share the EU’s concerns and interests. 

Under these three pillars, the initiatives focus on five sectors: 1) new screening rules for foreign 

investment, 2) export controls of dual-use technologies that impact EU security, 3) consultation on 

potential risks stemming from outbound investments, 4) measures to promote the R&D of potential dual-



257 

Research Report　　Emerging Technology Policies in the Leading Countries and International Cooperation in Asia and the Paci�c

JST Asia and Pacific Research Center　 　APRC-FY2024-RR-02-EN 

European Commission: Directorate-General for Trade. “EU enables coordinated export controls by compiling national lists.” 
European Commission, 26 October 2023, 
https://policy.trade.ec.europa.eu/news/eu-enables-coordinated-export-controls-compiling-national-lists-2023-10-26_en.
Haeck, Pieter. “Europe is ring-fencing the next critical tech: Quantum.” POLITICO, 27 February 2024, 
https://www.politico.eu/article/how-europe-ring-fencing-quantum-computing-technology-defense/.

“Foreign interference committee starts its work, Raphaël Glucksmann presiding.” European Parliament, 23 September 2020, 
https://www.europarl.europa.eu/news/en/press-room/20200918IPR87432/foreign-interference-committee-starts-its-work 
raphael-glucksmann-presiding.

“Foreign interference in all democratic processes in the European Union.” European Parliament, 9 March 2022, 
https://www.europarl.europa.eu/doceo/document/TA-9-2022-0064_EN.html.
Caprile, Anna. Foreign interference in EU democratic processes: Second report. European Parliamentary Research Service, 
May 2023, https://www.europarl.europa.eu/RegData/etudes/ATAG/2023/747908/EPRS_ATA (2023) 747908_EN.pdf.

60

61

62

63

64

use technologies, and 5) measures to strengthen research security in the national and industrial sectors. 

The practical implementation of each sector is expected to use the definitions of the 10 technology 

areas listed in the “Recommendation on Critical Technology Areas for the EU’s Economic Security for 

Further Risk Assessment With Member States” (Table 10-1). In particular, regarding pillar 2, measures 

have traditionally been taken in accordance with the Wassenaar Arrangement (WA), an international 

framework. However, in recent years, some items have not been agreed upon under the WA, and certain 

WA non-participating countries possess sensitive technologies. Therefore, it is important for allied and 

like-minded countries to take the lead in implementing export controls as provisional and complementary 

measures to international export control regimes. The EU has published a list of export controls, including 

dual-use technologies60, to enable each member state to coordinate its actions. In May 2023, Spain, followed 

by France in February 2024, introduced an export prior approval system for “quantum computers and 

their components”61.

10.3.2　Basic policy on research security

(1) Countermeasures against foreign interference

In June 2020, the European Parliament established the “Special Committee on Foreign Interference 

in All Democratic Processes in the European Union, Including Disinformation (INGE),” to discuss the 

protection of democratic processes62. Building on this, the European Parliament adopted resolutions in 

March 2022 that clearly outlined the following: restrictions on Chinese research by Confucius Institutes, 

reporting of covert research funding by China, safeguarding against sensitive data and technology 

leakage, importance of conducting prior assessments before engaging in cooperation with foreign 

partners, necessity for EU funding in geopolitically important research, implementation of legislative 

measures to ensure transparency in foreign funding to universities, establishment of comprehensive 

security and compliance programs for private companies and academic institutions, access restrictions 

for professors and employees working on critical research and products, and necessity for appropriate 

security clearances63. The second Special Committee on Foreign Interference (ING2), established in 

response to these resolutions, was renamed the “Special Committee on Foreign Interference in All 

Democratic Processes in the European Union, Including Disinformation, and the Strengthening of 

Integrity, Transparency and Accountability in the European Parliament” on February 14, 2023, following 

alleged cases of foreign interference affecting some Members of the European Parliament. ING2 focused 
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its activities predominantly on Russian and Chinese interference in third countries64. The final report 

adopted by ING2 on April 26, 2023, included recommendations on cybersecurity, neighborhood policy, 

international cooperation, and multilateralism, in addition to foreign interference. Foreign interference 

has been discussed in relation to democratic processes, particularly academic freedom. This served as a 

reference for building multilateral consensus. The introduction of security clearances for critical research 

and products has been discussed, offering a useful reference for Japan’s development in the context of 

international cooperation.

In January 2022, the EC published “Tackling R&I foreign interference: staff working document”65. 

This document serves as a “toolkit” to support universities and research institutions in developing 

comprehensive strategies to address risks and challenges that arise in foreign relations. It outlines 

best practices covering key areas grouped into four categories—values, governance, partnerships, and 

cybersecurity—as well as specific provisions related to international cooperation. Cooperation agreements 

are encouraged to explicitly define and institutionalize the principles of academic freedom to strengthen 

commitment to academic freedom and research integrity at the institutional and individual levels. They 

also recommend providing training to everyone who interacts with research and research institutions 

in countries under restrictive conditions where academic freedom and research security are at risk and 

offering necessary support programs for researchers and students from such countries. Furthermore, 

research institutions are encouraged to remain open to exchange and collaboration with researchers 

and students in countries under restrictive conditions to understand how non-liberal environments affect 

academic freedom and integrity through training and to minimize risks associated with conducting 

research in such environments, rather than immediately excluding high-risk research in repressive 

settings. Simultaneously, establishing a Foreign Interference Investigation Committee is recommended to 

build sound partnerships.

The “European Research Area Policy Agenda—Overview of Actions for the Period 2022–2024,” also 

published by the EC, indicates that one priority action is to deepen the ERA by protecting academic 

freedom in Europe66. It recommends identifying countries and partner institutions where academic 

freedom is at risk, conducting vulnerability assessments to understand external pressures on academic 

freedom and research integrity, and strengthening commitment to academic freedom and research 

integrity at the institutional and individual levels.

(2) Proposal and recommendations to enhance research security

In March 2024, the EC adopted “Recommendations to Enhance Research Security”67. The 
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Recommendations, based on the principles of academic freedom, academic and institutional autonomy, a 

risk-proportionate approach, a country-agnostic approach, and the prevention of all forms of discrimination 

or stigmatization define the following risks to be managed: 1) undesirable transfers of critical knowledge, 

know-how, and technology that may affect the security of the EU and its Member States, for instance, 

if channeled to military purposes in third countries; 2) malign influence on research, where research can 

be instrumentalized by or from third countries to promote certain narratives or incite self-censorship 

among students and researchers, thereby infringing on academic freedom and research integrity in the 

EU; and 3) ethical or integrity violations, where knowledge and technologies are used to suppress or 

undermine fundamental values, whether in the EU or elsewhere. These risks include “undesirable transfer 

of critical technologies” to prevent the misuse of research and innovation from affecting the EU’s security 

or infringing its ethical norms. However, rather than explicitly designating the “critical technologies” list 

as subject to protection, the recommendations appear to express serious concerns regarding the military 

application of dual-use technologies.

Regarding international cooperation, the principle of “balanced openness” is upheld, which means being 

as open as possible and as closed as necessary, along with the concept of “responsible internationalization.” 

In light of growing concerns about inappropriate interference in open and transparent international 

cooperation, discussions on “knowledge security and responsible internationalization” were considered, 

defined as “a structured process for identifying, assessing, managing, and monitoring the opportunities 

and risks in research collaborations.” Specifically, when pursuing research cooperation, if the partner 

organization is affiliated with a university or research institution outside the EU or is under the control 

of an entity outside the EU, it is regarded as a non-EU organization—even if physically located within the 

EU. The research content is evaluated to determine whether it focuses on methods or infrastructures 

considered particularly sensitive from the perspective of critical technology areas, economic security, 

ethics, and human rights. If the partner is owned or controlled by a country subject to sanctions or a 

country recorded to have a flawed rule of law, weak human rights protections, an aggressive civil-military 

fusion strategy, or limited academic freedom, it is necessary to appropriately identify the risk profile, such 

as whether it is linked to the government or military, the affiliations of the researchers or staff involved, 

and the partner’s intentions regarding the end-use or application of the research results.

To implement responsible international cooperation, country-specific policies must be established that 

balance risks and opportunities, address emerging threats, and adopt flexible responses in light of evolving 

risks, new insights, and the changing geopolitical landscape.

Universities and research institutions are required to develop appropriate internal procedures such as 

conducting risk assessments for international cooperation, appointing research security officers, providing 

research security training, performing security screening during staff recruitment, and enforcing physical 

and institutional safeguards—including isolation and cybersecurity measures—to protect sensitive 

knowledge and research facilities. The EU will provide the necessary guidance on research security, 

support Member States in developing their policies, and establish the “European Center of Expertise on 

Research Security.”

The EC calls on Member States to promptly implement these recommendations and share their action 

plans appropriately nine months after the Ministerial Council resolution. Progress made during the 
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implementation process is to be reported to the Ministerial Council every two years by the ERA, along 

with proposals for appropriate improvements.

Prior to the EC’s recommendation, in December 2023, the European Parliament published a “Proposal 

for a Directive on Transparency of Interest Representation on Behalf of Third Countries”68. The proposal 

aims to ensure transparency by requiring certain forms of registration for situations where third countries 

or related entities are expected to exercise influence through economic activities. Activities conducted in 

the context of education and research that benefit third countries are also covered. Once implemented, 

international students of non-EU nationality who receive scholarships from their home countries would 

also be required to register, imposing a significant administrative burden. The European research 

community has raised several objections, arguing that the proposal may violate the principles of academic 

freedom and institutional autonomy. However, the EC maintains that Member States should implement 

this proposal while harmonizing it with systems already in place in some Member States69. By contrast, 

the League of European Research Universities has welcomed the proposal, stating that university 

autonomy is respected70. It also appreciates that research funding agencies and other support structures 

will assist with security-related screening, which will help reduce the risk of excessive demands. In 

particular, guidance is available on topics such as intangible technology transfer, the interpretation of open 

science, the management of intellectual property rights, and visa requirements for researchers.

In October 2023, the Conference of European Schools for Advanced Engineering Education and Research 

published a white paper on “balanced openness,” as outlined in the EC’s Recommendations. This paper 

analyzed various issues related to their interpretation, effectiveness, and day-to-day operations, based on 

a survey conducted among its member universities71. Universities are already making efforts to safeguard 

knowledge security, including data protection procedures; export controls for STI cooperation; screening 

for international sanctions; managing foreign interference in research and innovation; staff screening; 

strict partner selection; and maintaining policies on ethics and research integrity. Universities remain 

sensitive to cooperation with countries considered high-risk from a research security perspective. While 

they generally take a relatively consistent approach to applying sanctions and export controls, procedures 

such as visa screening vary at the country or university level. Some voices in the EU Parliament argue 

that the selection of research collaborators is no longer merely an academic or scientific matter and that 

a legal framework should be established to ensure alignment with academic freedom. However, the EU 

Parliament also emphasizes that further discussion among countries and universities is necessary to 
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determine specific measures to be taken in the future.

As outlined above, both the EC’s Recommendations for enhancing research security and the European 

Parliament’s proposal have generally been positively received. However, they provide a list of encouraged 

measures, and specific actions are left to the discretion of Member States, universities, and research 

institutions. Under the principles of academic freedom and institutional autonomy, the allocation of human 

and financial resources will likely be considered when establishing a support system for universities and 

research institutions that implement these various measures.

10.4 Summary

The EU has addressed multifaceted issues ranging from securing technological sovereignty to protecting 

academic freedom. It has worked to enhance its presence in international STI cooperation and promote 

consensus among Member States by balancing the interests of Member States with diverse social and 

cultural backgrounds. The EU has strived to maintain technological superiority in its relations with the 

US. In discussions on emerging technologies, the EU is seeking to expand cooperation frameworks with 

like-minded countries sharing common values in advancing AI, 6G, quantum technology, biotechnology, 

and export controls for dual-use technologies to confront authoritarian regimes.

Regarding the definition of emerging technologies, while four technologies, such as AI, have been 

proposed for Member States, clean technologies, which are highly reliant on China, were not included. 

It remains uncertain whether discussions will proceed as anticipated, with the implicit aim of de-risking 

China. A key challenge for the EU is its ability to present a unified stance and translate it into effective 

action while overcoming challenges such as differences among Member States in their economic reliance 

on China, low interest among companies within the EU, and divergence in opinions between governments 

and the research community regarding academic freedom and institutional autonomy. Despite the differing 

stances among Member States toward China, the EU has issued “Guidelines on Foreign Interference” to 

research institutions, demonstrating a commitment to cooperation not only in solving global issues but also 

in setting specific projects under “Horizon Europe.” In the EU-led multilateral dialogue on the principles 

and values of international cooperation in research and innovation, the EU is struggling to strike a balance 

between diversity, which requires understanding different cultures and histories, and the expansion of 

like-minded countries sharing common values. These efforts provide important insights into building a 

framework in which all countries and regions can cooperate to address global challenges while mutually 

respecting a certain degree of sovereignty.

Conclusion

In the chapters of this research report, we examine policies on emerging technologies and the current 

status of international cooperation across various countries and regions. This reveals that each country 

and region is pursuing a distinct path shaped by its national interests as well as its historical, economic, 

social, and geopolitical circumstances. It is difficult to present a single picture; however, we conclude this 

report by summarizing several key characteristics of emerging technology policies and international 
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cooperation.

In January 2025, the Trump administration returned to power in the US. Following the previous Trump 

administration—which intensified the trade war and technological competition between the US and 

China—the Biden administration continued to implement stringent economic security policies toward 

China, Russia, and other nations. It also promoted strict regulations on emerging technologies, particularly 

semiconductors, encompassing manufacturing technologies, products, and related investments, in 

collaboration with like-minded countries. The Japan International Cooperation Agency has been influenced 

to some extent by these developments. This period also coincided with an unprecedented slowdown in 

international exchange due to the COVID-19 pandemic. Consequently, this era can be seen as a time 

when each country and region reassessed its position and prepared for the future. In this sense, this study 

reflects the period during which nations explored new forms of international cooperation.

In the surveyed countries and regions, policies on emerging technologies were often formulated under 

STI frameworks. These countries and regions define emerging technologies and implement promotion 

measures based on the concepts of the “autonomy,” “superiority,” and “indispensability” of technologies 

outlined in the introduction. Many countries highlight areas such as AI, quantum technologies, advanced 

semiconductors, biotechnology, and advanced materials, with specific promotion policies for each. Some 

clarify these as emerging industries, while others refrain from publicly disclosing their critical or 

emerging technologies. For international cooperation, each country presents a basic strategy and specific 

guidelines derived from it. In some cases, targeted strategies for specific countries or regions have been 

developed. Economic security measures, including research security, have also been clarified. Efforts to 

prevent foreign interference in research and academic activities have, in some cases, been framed as key 

national security priorities. In international cooperation on emerging technologies that require “autonomy,” 

“superiority,” and “indispensability,” Japan must fully consider the initiatives and positions of its direct 

partners and those of indirectly related countries when deepening cooperation. This is essential to protect 

Japan’s technological expertise from leaking to partner nations and countries of concern through these 

partners and to establish safeguards that enable all cooperating countries to confidently engage with 

Japan. Funding agencies play a critical role in preventing such technological outflow.

In advancing bilateral and multilateral cooperation on emerging technologies, major advanced countries 

are striving to build partnerships with like-minded nations. These partnerships often specify preferred 

countries or regions and prioritize collaboration based on shared democratic values and principles of 

free, open, and comprehensive cooperation. The specific framework and content of such cooperation 

have evolved over time, making it difficult to present a uniform picture. Nevertheless, countries have 

consistently demonstrated a commitment to the Asia-Pacific region and have developed cooperation 

initiatives targeting global issues, including environmental issues, infectious diseases, food security, and 

digital transformation. In the emerging technology sector, there is a strong emphasis on preventing 

technology outflows while ensuring equitable mutual benefits. However, a clear international consensus has 

yet to emerge distinguishing civilian cooperation from military or defense-related technology cooperation.

Chapter 1 of this report focuses on China, and subsequent chapters introduce aspects of cooperation 

with China. Research in emerging technologies in China is regarded as being among the most advanced 

globally, alongside that of the US. Countries and regions are expected to continue prioritizing cooperation 
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with like-minded partners while maintaining pragmatic relations with China. Meanwhile, the US shows no 

indication of softening its strict economic security stance, and the return of the Trump administration is 

expected to result in even more stringent measures than those seen under the Biden administration. This 

issue warrants further investigation in future studies.

Finally, we offer a perspective on the future challenges of international cooperation in emerging 

technologies. When discussing such cooperation within the framework of STI policy, it is essential to 

consider how to mitigate the risk of sensitive technology leakage during the R&D and implementation 

stages. Once technologies such as quantum technologies can be implemented in society and sensitive 

technologies have been clearly defined, they can be incorporated into existing security export control 

systems. It may also be possible to require researchers and research institutions to register sensitive 

technologies subject to such controls.

However, at the early or undefined stages of development, when it is not possible to clearly identify 

sensitive technologies, establishing institutional frameworks to mitigate the risk of leakage remains 

a challenge. Because there are no universally accepted criteria for assessing the maturity of such 

technologies, it remains uncertain whether a coordinated international response is achievable. Nonetheless, 

even in the early stages, maintaining technological advantage is becoming increasingly important when 

engaging in international cooperation. We believe it is essential to respect the perspectives of academic 

and industrial stakeholders involved in cooperation and to engage in careful discussions while closely 

monitoring developments in each country and region to promote effective coordination and collaboration.

We hope this report serves as a valuable resource for stakeholders and provides meaningful insights to 

support the initiation of new forms of international cooperation, contributing to the broader and deeper 

development of partnerships on emerging technologies in the Asia-Pacific region.
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